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Introduction [10.1]

* Motivational observations
* Lots of resources at the edge of the Internet

* If there IS no central server no single point/entity for
« Copyright liability
*Cyber-attacking
«Getting overloaded

* Goal: design a system that Is
* Fully decentralized
» Self-organizing
» Uses above observations



Introduction (cont.)

» Characteristics of peer-to-peer (P2P) systems:
« Each user contributes resources to the system

* All nodes have the same functional capabilities and responsibilities
«“All the animals are equal, but some more equal than others.” Animal Farm
(paraphrase)
 Correct operation does not depend on the existence of centrally
administered systems

» Can be designed to offer some kind of anonymity to providers and
users of resources

» Key issue for each: placement of data so it
*|s spread across huge # hosts
«Can be efficiently accessed by users’ apps
-Balances workload
*Ensures availability, even in the face of (relatively) volatile resources



P2P system evolution

* Antecedents of P2P systems: DNS, USENET, research
systems (Xerox PARC multiple)

* Generations of P2P system+apps
1. Napster (2001): music exchange service
2. File sharing apps (Freenet, Gnutella, Kazaa, BitTorrent)
3. Middleware layer support (Pastry, Tapestry, CAN, Chord, ...)

* 3G P2P middleware characteristics (offloading DADS)
* Place resources on widely-distributed set of computers
« Guarantees of request delivery in bounded # network hops
* Place based on volatility/availability, trustworthiness of node

* Resources identified w/GUIDs (usually secure hash: self-certifying)
*Client can know not tampered
*Q: how mutable/immutable can should/can the placed objects/files be?



Figure 10.1: Distinctions between IP and overlay routing for
peer-to-peer applications
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IPv4 is limited to 232 addressablenodes. The Peerto-peer systems can addressnore objects.
IPv6 name space is much morgenerous The GUID name space is very largend flat
(2128), but addresses in both versions are (>2128), allowing it to be much morefully
hierarchcally structured axd muchof the space occupied.

is pre-allocated accordng to administrative

requirements.
Loads on routers are determind by network Objectlocations can be radomized and hence
topology and associated trafficpatterns. traffic patterns are divorced from the network

topology .
IP routing tables are updated asynchronously on Routing tables can be updated synchronously or
a best-efforts basis with time constants onthe asynchronously with fractions of a second

order of 1 hour. delays.
Redundancy is designed into the IP network by Routes and object refeences can be replicated
its managers, ensuring tolerawe of a single n-fold, ensuring tolerance of n failures ofnodes

router or network connectivity failure.n-fold  or connections.

replication is costly .

Each IP address maps to exactly one target = Messages can be roued to the nearestreplica of
node. a target object.

Addressing is only secure when all nodes are  Security can be achieed even in environments
trusted. Anony mity for the owners ofiddresses with limited trust. A limited degree of

i1s not achievable. anony mitycan be provided.
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Distributed computation

* Lots of spare computing power on end-user computers
*E.g., SETI@home
« HUGE amount of computations done

« Unusual: no communication/coord. Between computers while
processing the tasks (send to central server)

 Other successor projects: protein folding, large prime numbers, ...




Napster and its legacy [10.2]
* Napster launched in 1999 ... music files mainly

* Architecture (Fig 10.2)
* Centralized indexes
« User supplied files (stored on their PCs)
» Shut down by legal proceedings
* Centralized index servers deemed essential part of process
*Lessons learned
 Feasible to build huge P2P sys. w/ (almost all) resources @edges
* Network locality can be successfully exploited
* Limitations: replicated index not consistent. (Matters?)

* Application dependencies:
* Music files never updated
e No availabilitv auarantees for a file (can download later)



Figure 10.2: Napster: peer-to-peer file sharing with a

centralized, replicated index
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P2P MW [10.3]

» Key problem: provide mechanism to enable clients to
access data resources fast & dependably from anywhere
* 1G Napster: index replicas had complete copies of available files
« 2G (Gnutella, freenet) partitioned & distributed indexes

 Functional requirements
» Goal: simplify construction of P2P services
* Enable clients to locate+get any individual resource
* Add & remove resources
* Add & remove participating hosts
« Simple API independent of resource/data types



P2P MW (cont.)

* Non-functional requirements
* Global scalability
 Load balancing
« Optimize for local interactions between neighboring peers
« Accommodation for highly dynamic host availability
« Security of data where (dynamic) trust varies widely
« Anonyminity, deniability, resistance to censorship
 Scalability =»must partition knowledge of location of objects
through network
* Must be replicated (up to 16 times)

 All above is a very active area of research!
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Figure 10.3: Distribution of information in a routing overlay
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Routing overlays [10.4]

* Routing overlay (RO): locates nodes and objects
* May have been relocated, node down, ...

* Any node can access any object by routing request through series
of nodes

* GUIDs are “pure names” (AKA opaque identifiers): random bit
patterns with no structure

* Tasks for the RO (AKA distributed hash tables)

* Route requests to objects

* Inserting objects:
«Compute GUID (from part or all of state); probabilistically unique (why?)
« Announce new object to RO

 Delete objects
* Node tracking: (rough) group membership on nodes
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Routing overlays (cont.)

 DHT model: data item/object with GUID X stored at node
* Whose GUID is numerically closest to X, and
* R hosts whose GUIDs are next-closest numerically

* Distributed object location and routing (DOLR) model:
* Location for replicas decided outside the routing layer

* DORL layer notified of host addresses of each replica with
publish () operation

* Both DHT (Pastry) and DOLR (Tapestry) use prefix routing
» Uses part of GUID to find next node in path towards object
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Routing overlays (cont.)

 Other routing schemes (all have distributed index schemes)
* Chord: distance between GUID of selected node and the dest.
* CAN: n-dimensional hypersace
« Kademlia: XOR of pair of GUIDs as distance metric
* BitTorrent: index - stub file with GUID, URL of tracker - file

14



Figure 10.4: Basic programming interface for distributed hash
table (DHT) as implemented by the PAST API over Pastry

put(GUID, data)
The data 1s stored 1n replicas at all nodes responsible for the
object identified by GUID.

remove(GUID)
Deletes all references to GUID and the associated data.

value = get(GUID)
The data associated with GUID 1s retrieved from one of the
nodes responsible it.



Figure 10.5: Basic API for distributed object location and
routing (DOLR) as implemented by Tapestry

publish(GUID)

GUID can be computed from the object (or some part of it, e.g. its
name). This function makes the node performing a publish
operation the host for the object corresponding to GUID.
unpublish(GUID)

Makes the object corresponding to GUID inaccessible.
send1o0bj(msg, GUID, [n])

Following the object-oriented paradigm, an invocation message 1s
sent to an object in order to access it. This might be a request to
open a TCP connection for data transfer or to return a message
containing all or part of the object’s state. The final optional
parameter /n/, 1f present, requests the delivery of the same message
to n replicas of the object.
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