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Introduction [1.1]

* Networks are everywhere!

* Distributed system: “hardware and software components
located at networked computers communicate and
coordinate their actions only by passing messages”.

e Consequences
» Concurrency
* No global clock
* Independent failures

* Motivation: share resources
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Figure 1.1 (Now in “Examples of DSs [1.2])
Selected app domains and associated networked apps

Finance and commerce

eCommerce e.g. Amazon and eBay, PayPal,
online banking and trading

The information society

Web information and search engines, ebooks,
Wikipedia; social networking: Facebook and MySpace.

Creative industries and
entertainment

online gaming, music and film in the home, user-
generated content, e.g. YouTube, Flickr

Healthcare health informatics, on online patient records,
monitoring patients
Education e-learning, virtual learning environments;

distance learning

Transport and logistics

GPS in route finding systems, map services:
Google Maps, Google Earth

Science

The Grid as an enabling technology for
collaboration between scientists

Environmental management

sensor technology to monitor earthquakes,
floods or tsunamis
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E.g., Google Infrastructure

* Underlying physical infrastructure: huge number of
networked computers at data centers all over the world

* Distributed file system
* Designed for very large files
« Heavily optimized for style of usage by google apps (high rates)

* Associated structured distributed storage system: fast
access to very large datasets

 Lock service: distributed locks and agrement

* Programming model supporting managing very large
parallel distributed computations across infrastructure
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Massive Multiplayer Online Games (MMOGS)

* Widely-spread users interacting via a persistent virtual
world

* Huge challenge to engineer
 Fast response times for a user’s actions
 Scalability
* Propagating updates to other users
« Consistency

 Number of solution kinds

* Client-server: single state in one location (clever server)

e Distributing state to many servers (allocate users by usage
patterns)

* Research into more radical: peer-to-peer
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Financial Trading

« HUGE amount of money traded automatically
* Ergo on the cutting edge of distributed systems technology
*E.g., share prices, trends, economic and political
development, ...
* Ergo ontologies
* Subscribe to items of interest, an event

* Publish-subscribe
* Distributed event-based systems
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Figure 1.2
An example financial trading system
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* CEP: compose event occurrences into logical, temporal, or

spatial patterns
* Trading strategies NOT hard coded into the architecture!
 Looking for patterns that indicate a trading opportunity
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Trading strategies example
WHEN
MSFT price moves outside 2% of MSFT Moving Avg
FOLLOWED-BY (
MyBasket moves up by 0.5%
AND
HPQ’s price moves up by 5%
OR
MSFT's price moves down by 2%

)
ALL WITHIN

any 2 minute time period
THEN
BUY MSFT,; SELL HPQ
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Figure 1.3 (Now in “Trends in Distributed Systems [1.3])
A typical portion of the Internet
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* Open ended services .... Firewalls ...
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Mobile and ubiquitous computing

« Computing devices smaller and smaller...
 Laptops
« Handhelds
* Wearable & implantable devices
 Embedded in appliances
*Mobile computing: performing tasks when not at “home”
* Includes location-aware or context-aware
* Ubiquitous computing: harnessing lotsa small and cheap
devices in user's environment
« Useful only when they can communicate!

* Some overlap, but distinct areas mostly
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Figure 1.4
Portable and handheld devices in a distributed system
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'Wlth right toys, can get lotsa work done away from “home”
e Support spontaneous interaction! Service discovery

Instructor’s Guide for Coulouris, Dollimore, Kindberg and Blair, Distributed Systems: Concepts and Design Edn. 5
© Pearson Education 2012




Distributed multimedia systems

 DEFN: Support range of media types in integrated manner

 Always includes a temporal dimention & preserving
relationships (“continuous media”)

* Access to huge amount of rich info (compared to text/ntml)

* Places huge demands on distributed infrastructure:
« Support extensible range of encoding and encryption formats
* Provide range of mechanisms to meet user’'s quality of service

(Q0S)

* Provide appropriate resource management strategies incl. sched.
* Provide adaptation strategies when QoS cannot be met
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Distributed computing as a utility
* Grid Computing (e.g., Globus) = Cloud computing
* Tries to tread distributed resources as a commodity or
utility
* Analogies from power grid, networking cloud
* Applies to
* Physical resources: storage, processing .... Often virtualized
 Software services: email, calendars,

-(See http://blogs.computerworld.com/18768/cloud_computing philosophv)
* Clouds usually implemented on clusters
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Figure 1.5
Cloud computing
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Focus in resource sharing [1.4]

* Users want to share higher-level resources, not lower-level
ones

« Computer-supported cooperative work (CSCW): docs

e Service: distinct part of a computer system that
* Manages a collection of related resources
* Presents their functionality to users and apps (restricted access)
e Server: a running program (or computer) on a network that
 Accepts requests from programs on other computers
* Performs a service
« Responds accordingly

* Client (object), server (obj), client-server, remote invocation
* Calls can be nested!
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Challenges [1.5]

* Heterogeneity (variety, difference, hey ... “diversity™)
* Networks
« Computer HW
* Operating systems
* Programming languages
* Implementations by different vendors

 Midddleware “a software layer that provides a
programming abstraction as well as making the
heterogeneity” of above

*Mobile code: can be transferred from one computer and
run on another

* Virtual machine can help (JVM); JavaScript
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Openness

* “the characteristic that determines whether the system can
be extended and [/or] reimplemented in various ways”
 E.g., how much/well can new resource-sharing services be added
* Requires specifying and documenting key interfaces
* Not always standardized (at least at first; standards slow...)
* E.g., Internet RFC’s from IETF

* Openness does not always mean heterogeneous
Interoperabllity (some vendors want lock-in)
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Security

* Traditional properties
 Confidentiality
* Integrity
 Availability
« Sometimes also non-repudiation, authorization
* Lots of sensitive data flying around the globe: medical
records, e-commerce
* Huge open challenges remain:
 Denial of service attacks
« Security of mobile code

* Note: we do not cover most of security space (e.g., chap
11) cause more DS-specific things to cover in this course
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Scalability

« System Is scalable if “it will remain effective when there is
a significant increase Iin the number of resources and the
number of users”

* Many outstanding scalability challenges:
 Controlling cost of physical resources: extend at reasonable cost
 Controlling the performance loss
* Preventing SW resources from running out (e.d., IP addresses)
 Avoiding performance bottlenecks

* Holy Grail: neither system nor application software need to
change to scale up
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Figure 1.6
Growth of the Internet (computers and web servers)

Date Computers Web servers Percentage
1993, July 1,776,000 130 0.008
1995, July 6,642,000 23,500 0.4
1997, July 19,540,000 1,203,096 6
1999, July 56,218,000 6,598,697 12
2001, July 125,888,197 31,299,592 25
2003, July ~200,000,000 42,298,371 21

2005, July 353,284,187 67,571,581 19
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Failure Handling

« Computer systems can fail (really!), and partially

* FWIW [ really like this book’s systematic coverage/incorporation of
this, systematically starting in Chap 2

* Techniques for dealing with failures (spread thru book)
* Detecting failures
» Masking failures
* Tolerating failures
* Recovery from failures (roll back...)
« Redundancy
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Section 1.5.7
Transparencies

Access transparency: enables local and remote resources to be accessed using identical
operations.

Location transparency: enables resources to be accessed without knowledge of their physical
or network location (for example, which building or IP address).

Network transparency: access transparency + location transparency (most important)

Concurrency transparency: enables several processes to operate concurrently using shared

resources without interference between them.

Replication transparency: enables multiple instances of resources to be used to increase
reliability and performance without knowledge of the replicas by users or application
programmers.

Failure transparency: enables the concealment of faults, allowing users and application
programs to complete their tasks despite the failure of hardware or software components.

Mobility transparency: allows the movement of resources and clients within a system

without affecting the operation of users or programs.

Performance transparency: allows the system to be reconfigured to improve performance

as loads vary.

Scaling transparency: allows the system and applications to expand in scale without change

to the system structure or the application algorithms.
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Transparencies (cont)

* Examples of transparencies:
» Access: GUI for folders, API for remote proc. Call
 Location: URLs (domain name not IP addr)
* Replication: URLSs

* Network: FredFlinstone@stoneit.com (does sender need to know
physical or network location?)

* Failure: email eventually delivered (or notification)
« Mobility: mobile phones; ?URLs
« Q: can you support all transparencies 100%?

© 2012 David E. Bakken
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Quality of Service
* Old meaning: multimedia latency and jitter in a LAN

* Term “has effectively been commandeered” to be broader

A lot in my QuO project at BBN and my evangelism

Zinky, John A. and Bakken, David E. and Schantz, Richard E., “Architectural
Support for Quality of Service for CORBA Objects”, Theory and Practice of
Object Systems (Special Issue on CORBA and the OMG), 3:1, April 1997,
55-73. Cited >500 times as of 2009; flown in experimental aircraft,
DARPA programs...

 Means “non-functional” behavior: how fast, how reliable,
how secure, .....

» Graceful degradation is highly desirable here..
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Figure 1.7
Web servers and web browsers
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* Read Chapter 1.6: Case study on WWW .... Not covering in
class
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