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The Big Picture
• Power Grid 101-1

•Supply and Demand must be 

balanced in real-time, over >1K mi

•Increasingly stressed grid needs 

much more comms than yesterday

• Problems

•Demand & Generation outstrips transmission

•Renewables

•Retiring Operators

•Cyber-attacks & HW Malware

•Lack of inadequate situational awareness

All can be mitigated by much better data sharing
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Emerging Power Apps Need 
Mission-Critical QoS+

• Data delivery requirements for WAMS
– Latency (can be ~10 ms over a few hundred miles)
– Rate (1/minute to 240+ Hz … more for DFRs)
– Availability: medium to Extreme (99.9999% per EPRI)

• Very unique properties
– Very wide ranges of above
– Each update must be guaranteed this with strong guarantees
– Predictable resilience and adaptation

• We believe power grid has most severe data delivery service  
requirements of all critical infrastructure
– Taking superficially similar network or middleware technologies 

from other industries with lesser requirements is problematic
– See our Proceedings of the IEEE paper (June, 2011) for many more 

details
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Elec. Sector’s Data Delivery Inadequate
• Little use of middleware (best practices 15-20yr)

• Massive over-provisioning of BW still does not help much 
in a crisis

• MPLS & other weak guarantees with coarse granularity

• IP Multicast problems (spam all, address stability)

• 61850-90-5 WAN-naïve, slow RSA, security hole

• Priority-based APIs/mechanisms vs. strong guarantees on 
each update

• Data delivery repurposed from non-critical industries with 
superficially similar requirements
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GridStat Context
• 1999: BBNWSU, Anjan Bose

– QuO: wide-area client-server middleware with QoS+ & 
adaptability for military

• PNNL (2002+)

• Live data from utility Avista (2003)

• TCIPG (& predecessor TCIP) cyber-security center 
(2005+)

• NASPI (& predecessor EIPP) influence (2004+)

• Intel/McAfee Security Fabric

• USC/ISI DETER (and NSF GENI)

• ARPA-E GridCloud project with Cornell/Birman
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NASPI
• Vision: “The vision of the North American 

SynchroPhasor Initiative (NASPI) is to improve power 
system reliability through wide-area measurement, 
monitoring and control.”
– Synchrophasor: a sensor with a very accurate GPS clock…

– Becoming much more deployed in US, Europe, …

• Great need for much better data delivery services
– Can no longer send “all data to control center at the highest 

rate anyone might want to”

• Very involved with development of “NASPInet” concept
– Many requirements come from GridStat research (cited)

– GridStat (most full featured) NASPInet Data Bus framework
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NASPInet Conceptual Architecture

9
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Wide Range of QoS+ Requirements
• Note: for details, see:

D. Bakken, A. Bose, C. Hauser, D. Whitehead, and G. Zweigle. 
“Smart Generation and Transmission with Coherent, Real-Time 
Data.  Proceedings of the IEEE, 99(6), June 2011.  

• QoS+: 
– Network/middleware “QoS” (latency, rate), availability/criticality

– Also things an implementer/deployer of WAMS-DD needs to 
know: geographic scope, quantity.

– LATER: security-like issues. But need to know what has to be 
secured, not just “locking everything down”

• Comparing Apples and Apples:
– Normalize each from 1 (very easy) to 5 (very hard)

• Wide ranges
– Across application families (and even within)

11
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Normalized Values of QoS+ Parameters
Difficulty 

(5 : hardest)

Latency 

(msec)

Rate 

(Hz)
Criticality Quantity Geography

Deadline 

(for 

Bulk)

5 5–20
240–

720+
Ultra

Very 

High

Across grid or 

multiple ISOs

<5 sec.

4 20–50
120–

240
High High

Within an 

ISO/ RTO

1 min.

3 50–100 30–120 Medium Medium
Between a 

few utilities

1 hr.

2
100–

1000
1–30 Low Low

Within a 

single utility

1 day

1 >1000 <1 Very Low

Very 

Low 

(serial)

Within a 

substation

>1 day

Also (a) what kind of msgs (both I/O): streaming, condition-based, bulk; 
(b) person or computer in loop
Further: recent apps >= 10K Hz (some AMI, distribution μ-PMU, new 
DFRs)
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Apps (ProcIEEE Section & NASPInet Class)
1. Traditional State Estimation (III.A)
2. Direct State Measurement (III.A & NASPInet Class B)
3. Operator Displays (III.B & NASPInet Class D)
4. Catch Up For Operator Displays (III.B)
5. Distributed Wide-Area Control (NASPInet Class A)
6. Distributed SIPS (III.C & NASPInet Class A)
7. Synchronous Distributed Control (III.C & NASPInet Class A)
8. Renewable Generation Islanding Control
9. Transient Stability (III.C & NASPInet Class A)
10. Ancillary Services (III.C & NASPInet Class A)
11. Automated Contingency Drill-Down (III.D & NASPInet Class D, sort of)
12. Post-Event Analysis (III.E & NASPInet Class C)
13. Research Traffic (III.F & NASPInet Class E)
Notes

• This normalized parameterization can be considered a (significant) refinement of the 
original NASPInet traffic categories

• Can’t go through following tables in great detail due to time

Bottom line: Wide range of QoS+ requirements; not 
“one size fits all” (like with MPLS: 8 classes of service)
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Most Difficult Input for Each App

App 1 2 3 4 5 6 7 8 9 10 11 12 13

Loop 

Entity
P P P P C C C C C C P P P

Kind SS SS SS Co SS SS SS SS SS SS SS Co Co

Lat. 1–2 1–2 1 1 2–4 4–5 2–4 2-3 5 1 1 1 1

Rate 1–2 1–2 2–3 — 2–3 5 1-2 2–3 — — 2–3 — —

Crit 1-5 1-5 1-5 1–2 5 5 5 4-5 5 1–3 5 1-5 1-5

Quan 3–5 1–2 3–5 1–2 3–5 2–4 1-3 1-3 1–2 1–5 3–5 5 1-5

Geog 5 1-5 5 5 1–5 1–5 1–5 2-3 4-5 3–5 3–4 3–5 3–5

Dline — — — 5 — — — — — — — 2–3 1

Notice: very wide range of parameters 
• …….. And this is just for applications conceived today, let 
alone the 30+ year expected lifetime of NASPInet
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Most Difficult Output for Each App
App 1 2 3 4 5 6 7 8 9 10 11 12 13

Loop 

Entity
P P P P C C C C C C P P P

Kind SS SS SS Bu Co Co Co Co Co SS SS Bu Bu

Lat. 1–2 1–2 1 — 3-5 5 3-5 3–5 5 1–2 1 — —

Rate 1–2 1–2 1 — — — — — — 1–2 2–3+ — —

Crit 3 3 3 1–2 5 5 5 5 5 1–3 5 1–2? 1

Quan 3–5 1–2 1 2–4 1-2 1 1 1 1 1 3–5 5 5

Geog
1–

2+

1–

3+
1

1–

2+
1–5 1–5 1–5 2-3 3–5 2 3–4 5 5

Dline — — — 5 — — — — — — — 2–3 1

Notice: very wide range of parameters 
• …….. And this is just for applications conceived today, let 
alone the 30+ year expected lifetime of NASPInet
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QoS+ Requirements
• Latency: 4 ms within substation, 8-12+ outside

• Rate (1/minute to 240+/second – some 10-15 KHz)

• Availability of Data (EPRI IntelliGrid 2004)
Level Availibility (%) Downtime/Year

Ultra 99.9999 ~ ½ second

Extremely 99.999 ~5 minutes

Very 99.99 ~1 hour

High 99.9 ~9 hours

Medium 99.0 ~3.5 days

• Delivered QoS must be tailorable per data item & per-
subscriber &  changeable (in SW)
– Fine granularity here essential
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QoS+ Requirements (cont)
• Delivered QoS+ must be

– Tailorable per-data item
– Tailorable per-subscriber for each data item
– Changeable in SW

• This fine granularity is essential for
– Delivery guarantees
– Monitoring and policing
– Adaptation

• Coarser granularity inadequate for mission-critical 
closed-loop apps
– MPLS
– priority-based mechanisms, etc
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Internet vs. NASPInet environment 
Characteristic Internet NASPInet

Network size 109 interconnected hosts worldwide 105  hosts in a power grid 

103-4 “routers” 

Per-Flow state? Unscalable (RSVP RIP) Very feasible

Network design 

goal

Provide best-effort delivery for any 

user and purpose

Provide guaranteed QoS in several 

dimensions for specific users and 

purposes

Admission  Cntl 

Perimeter

None Complete

Fraction of 

Managed Traffic 

None/Very Little Almost all. All traffic subject to 

policing.  >>90% periodic.

Central topology 

knowledge

Not attempted, because of large 

scale and dynamicity

Feasible, because of small scale 

and slow changes

Topology changes 

(!failure)

Often & without warning Not often & virtually always with 

warning (except failure)

Frequency of 

route changes

Frequent; route changes computed 

using distributed algorithms that 

may converge slowly in the face of 

changing topology

Infrequent; route changes computed 

centrally assuming stable topology
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Characteristic Internet NASPInet

Latency Level 

Achievable

Slow to Medium Very Fast

Latency 

Predictability

Poor Very Good to Excellent

Recovery delay 

after dropped 

packet (with 

“reliable” 

delivery)

High (timeout waiting for 

data or acknowledgement)

Zero (redundant copy sent over disjoint 

path arrives virtually at the same time)

DO NOT USE post-error recovery, be 

proactive!

Forwarding Unit Uninterpreted packet Update of a variable

Traffic 

Predictability

Low Very High 

Elasticity of QoS 

requirements

None/Low Medium-High

Multicast: 

multiple 

subscribers to a 

single update flow

A small fraction of the 

overall traffic (getting 

larger); may not justify 

significant optimization

The common case. Multiple subscribers to a 

single update flow may have different 

latency and reliability requirements.  

Significant opportunity for optimization.

Internet vs. NASPInet environment (cont.) 
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Periodically Updated Variables (PUVs)
• Generic pub-sub system: can NOT drop an arbitrary 

message when being forwarded

• Rate-based variable update: CAN drop an update if 
not needed downstream at a given rate
– AKA rate filtering

– PASS influence (BBN 1990s)

• Need synchronized filtering w/synchrophasors; E.g.
– PMU #1: deliver {#1, #11, #21, …}

– PMU #2: deliver {#2, #12, #22, …}

– We call this temporal synchronization, AKA rate 
decimation
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What is GridStat?
• Bottom-up re-thinking of how and why the power grid’s

real-time data delivery monitoring services need to be

• Comprehensive, ambitious data delivery software suite in
coding since 2001

– Rate-based pub-sub

– Different subscribers to same variable can get different
QoS+ {rate, latency, #paths}

• Rare collaboration of EE (power) and CompSci (distributed
computing, networking, … ) researchers

• Influencing NASPI’s emerging data delivery requirements
and architecture
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What is GridStat? (cont.)
• GridStat at two layers

– APIs & services (including management, monitoring, …) 
at edges (e.g., last DNMTT comment)

• I.e., Middleware overlay only at edges (P2P)

– Augmented with core software defined network (SDN) 
utilizing rate-based, in-network router-like Layer-3 
forwarding engines (FEs)

• Also then richer management that exploits them
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GridStat (GS) Functionality

Publishers Subscribers

Area
Controller

GS Management Plane

Area Controller

Load Following

…

Generator

ISO/RTO

…

Wide Area 
Computer Network
(GS Data Plane)

QoS 
Control

QoS Meta-Data

US/EU-Wide
Monitoring
(future?) 

QoS Requirements

PMU
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Route Allocation to Subscriber 1
QoS

broker 1

QoS

broker 2

QoS

broker 3

leaf QoS

broker 4

leaf QoS

broker 5

leaf QoS

broker 6

R

N

O

P

QA

B

D

C

E

F G

H

I

J

K

L

M

Subscriber 1

Publisher 1

S

Publisher 3
Publisher 2

Note: GridStat, not app programmer, figures route/path

Prof. David Bakken
Data Delivery Mechanisms and Issues for 

Wide Area Measurement Systems (WAMS)
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Route Allocation to Subscriber 2
QoS

broker 1

QoS

broker 2

QoS

broker 3

leaf QoS

broker 4

leaf QoS

broker 5

leaf QoS

broker 6

R

N

O

P

QA

B

D

C

E

F G

H

I

J

K

L

M

Subscriber 1

Publisher 1

S

Publisher 3
Publisher 2

Note: Sub2 may have different latency, rate, #paths than Sub1

Subscriber 2



Prof. David Bakken
NSA 26 Feb 2013

Data Delivery Requirements, Issues, and 
Mechanisms for Wise Area Monitoring 

Systems (WAMS) for Critical Infrastructures 28

Peer-to-Peer vs. In-network Pub-sub?
• P2P advantage (huge): don’t need in-network

infrastructure

• In-network (GridStat Forwarding Engines)

– Disadvantage: need logic in the network

– Give different subscribers (to a single sensor stream) a
different rate

– Detect immediately (first hop) when traffic is over-rate
or not supposed to be there

– Enable much richer instrumentation

– Enable much more systematic adaptation of the data
delivery infrastructure to dynamic needs of grid
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• Proxy: MW logic; policing, monitoring, E2E failure detect, caching, …

GridStat Architecture



Prof. David Bakken
NSA 26 Feb 2013

Data Delivery Requirements, Issues, and 
Mechanisms for Wise Area Monitoring 

Systems (WAMS) for Critical Infrastructures 30

GridStat Architecture

QoS Requirements QoS Requirements

Pub1

PubN

Sub1

SubN

… …

Leaf QoS Broker Leaf QoS Broker

QoS Broker

FE

FE FE

FE FE

FEFE

FE

… …

Control Control
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GridStat APIs

• Push
– Subscriber can register to get each update
– Good for database integration (yuk!) or time-based “next 

round” calculations (e.g., PDC)

• Pull
– A cache instance of the variable kept at each subscribe
– Subscriber can use just like a local object, when needed
– Provides distribution transparency

• QoS Push
– Subscriber can register callback to get notified if QoS violated
– Most apps won’t use, but great for aggregation: end-to-end QoS

violation
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Overview of GridStat Implementation & Perf.
• Coding started 2001, demo 2002, real data 2003, inter-lab 

demo 2007-8
– But power industry moves very, very slowly……

• “Utilities are trying hard to be first to be second”  D. Chassin
• “Utilities are quite willing to use the latest technology, so long as every 

other utility has used it for 30 years”  unknown

– And NASPI is pretty dysfunctional in a number of dimensions

• Implementations
– Java: < 0.1 msec/forward, 300k+ forwards/sec
– Network processor: 2003 HW ~.01 msec/forward, >1M fwds/sec

• Current network processors are ~10x better, and you can use >1 …

– Near future: FPGA/ASIC
• Should be competitive with IP routers in scale

– Doing much less, on purpose!

• Note: no need to use IP for core …… (ssshhhhh!): less jitter 
and likely more bullet-proof (no IP vulnerabilities)
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GridStat Security and Trust Mgmt
• GridStat has been a founding member of TCIP and TCIPG centers for 

cyber-security for the grid, 2005+.

• Stackable and changeable security modules at pubs and subs (2007)
– Long-lived required ability to change modules as crypto technology evolves

– Modules for encryption & authentication & obfuscation of data

• Authentication of management plane entities pairwise (2009)

• Node security protecting data in management plane nodes (2012)
– Secure key storage (quorum based, Byzantine fault-tolerant, …) ProFokus

• Trust Management
– Security is not enough (2006): great confidentiality from a lying source

– Problem: security not perfect, need ways to use data even knowing sometimes 
it is wrong

– I.e., how to reason about security imperfections in actionable way (current)

• Beginning extending above with the McAfee/Intel Security Fabric
– Example of a Tailored Trustworthy Space (TTS)
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Actuator Remote Procedure Call
• Builds a two-way request-reply from a one-way 

delivery system with QoS+

• Obvious stuff: can set #paths, temporal redundancy, 
etc for both request and reply messages

• Using GridStat’s data reflectively

– Request: when arrives at subscriber, can abort call if 
predicate over live GridStat variables returns false

– Reply: can set timeout and predicate to use physical 
feedback loop to confirm that RPC request was 
completed by server
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GridStat Modes
• Observation

– Path allocation algorithms complex, not for a crisis 103+

– But power grid plans way ahead of time

• GridStat supports operational modes
– Can switch (preloaded) forwarding tables very fast

– Avoids overloading subscription service in a crisis

• Two change algorithms: flooding & multi-level commit

• Hierarchical
– can define at Level j, in force at levels ≥ j

– Implies multiple modes in effect at once in a given FE

– Coarse way to provision resources
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Multi-Level Contingency Planning & 
Adapting

• Electricity example: Applied R&D on coordinated
1. Power dynamics contingency planning

2. Switching modes to get new data for contingency

3. New visualization window specific for the contingency

involving contingencies with
A. Power anomalies

B. IT failures

C. Cyber-attacks

• State of art and practice today: 1 & A only, offline

• Very possible:  {1,2,3} X {A,B,C} and online
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Data Load Shedding
• Electric Utilities can do load shedding (I call power load shedding) in 

a crisis (but can really hurt/annoy customers)

• GridStat enables Data Load Shedding
– Subscriber’s desired & worst-acceptable QoS (rate, latency, redundancy) are 

already captured; can easily extend to add priorities

– In a crisis, can shed data load: move most subscribers from their desired QoS to 
worst case they can tolerate (based on priority, and eventually maybe also the 
kind of disturbance)

– Works very well using GridStat’s operational modes

– Note: this can prevent data blackouts, and also does not irritate subscribers

• Example research needed: systematic study of data load shedding
possibilities in order to prevent data blackouts in contingencies and 
disturbances, including what priorities different power apps 
can/should have…

• Lets critical infrastructures adapt data comms infrastructure to 
benign IT failures, cyber-attacks, power anomalies, changing req, …
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A Note on GridStat FE Penetration
• Forwarding Engines (FEs) everywhere very good

• Partial is possible: FE at major control points

• Even with zero FEs, to utilize MPLS etc you need (among 
other things) the kind of monitoring and control with fine 
granularity that GridStat provides

• Otherwise how many messages per class/priority and 
what gets through?
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Condensation Functions
• Placeable module that subscribes to multiple update 

streams and publishes new ones
– Think of a secure fancy Java plugin

• Note: could keep the C-RAS management convenience yet 
push the logic out towards/to the edges

• Lower central point of bottleneck, failure

• Push out distributed control logic

• Close to sensor and actuators so lower latency
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GridCloud in a Nutshell
• Cloud computing coming to the electric sector

• Huge possible benefits: utilities understaffed on IT, vendors do not 
innovate

• GridCloud, new ARPA-E project with Cornell
– Goal: make cloud computing (Google flavor) mission critical 

– Cornell: Birman & van Renesse: ISIS2, deep cloud and industry connections

– WSU: GridSim1 (generate synchrophasor data), GridStat, power apps

… More slides in backup section

1 Anderson, D.; Chuanlin Zhao; Hauser, C.; Venkatasubramanian, V.; Bakken, D.; Bose, A.; , 
"Intelligent Design" Real-Time Simulation for Smart Grid Control and Communications Design," 
Power and Energy Magazine, IEEE , vol.10, no.1, pp.49-57, Jan.-Feb. 2012
2 (sigh) … ISIS2 is the project/technology name, no real footnote here (superscript confusion!)

http://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=6102582&isnumber=6102579
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Outline
• GridStat Context
• NASPInet overview
• Emerging Closed-Loop Applications
• Pub-Sub for Critical Infrastructure WANS
• GridStat Overview & Baseline Mechanisms
• Overview of GridStat Security
• Advanced GridStat Mechanisms
• GridStat vs. State of the Practice

– Power culture
– Net vs. Middleware, IP Multicast,  int-serv GS
– IEC 61850
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Power Culture, not ICT Culture
• Every person can only specialize in a few areas.
• Engineers are confident problem solvers!

– Some knowledge of computer networking and programming
• “A little knowledge is a dangerous thing”, Thomas Huxley

– Their managers, regulators, & research funding personnel power not ICT

• Middleware best practices other industries, elec. sector its rare
• Very often end up with

– Hard-coded solution that is very inflexible, has to be re-implemented for 
each new power application program for each utility
• “Application-level protocols” in network parlance

– Not utilizing the state of the practice in other industries
– Not handling the interoperability and building blocks necessary

• ICT staffing
– Understaffed ICT departments
– Hard to attract and retain good programmers in such a non-ICT culture

• Oversight weak: NERC, FERC … and DHS and DOE …..
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Middleware (MW), IP Multicast, Int-Serv
• Middleware: handle issues at sys/app/data layer…

– See backup slides for LOTS on this

• IP Multicast (IPMC)
– Spams every “subscriber” at highest rate anyone wants it at

– Can cause address instability; banned from some cloud computing 
environments
• Dr. Multicast: Rx for Data Center Communication Scalability. Ymir

Vigfusson, et al. ACM SIGOPS 2010, pp. 349-362. 

• Int-Serv
– Guaranteed Service only guarantees max, not average and does 

not handle jitter

• OpenFlow: Good per-flow net QoS, but at net not MW level
– Still need to handle other non-net QoS+ properties: redundancy, 

confidentiality, authentication, …. and no rate downsampling

http://www.cs.cornell.edu/projects/quicksilver/public_pdfs/eurosys.pdf
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MPLS
• Weak statistical guarantees over {location, user, long 

time}
– Meant to help ISPs coarsely provision bandwidth w/QoS, not 

for providing specific QoS for given data variable

– E.g., Harris’ FAA network has 30 minute stastical guarantees

• Only 8 categories (3 bits) of QoS treatment, yet many 
(hundreds, ?thousands) of QoS combinations very 
useful
– Its not one size (or 8 sizes) fits all!

• But widely used (with IPMC) by utilities lately, because 
you can buy it from a router vendor
– QoS and 1many superficially similar to what is needed! 
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IEC 61850: The Good
• HUGE benefit compared to wires in substation

• Data model elegant

• Substation Configuration Language (SCL) elegant
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IEC 61850: The Bad

• Complexity
– Far more complex than it has to be given the problem it 

is tackling

– Double the size/bandwidth of IEEE C37.118 with no 
extra useful info

– Feels to me like a spec doc by a 1975 Mechanical 
Engineer specifying HW not a 1995 (or later) SW 
Engineer specifying SW

• Hype

– Almost sounds like it will cure cancer at times
• PJM engineer: 4 substations (ISO has ~30% of the USA 

footprint)
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The Bad (cont.)

• Performance 
– Subscriber apps have to be able to detect missing and 

duplicates (no sophisticated fault-tolerant multicast) 
– GOOSE authentication via RSA signatures: way too expensive 

for many embedded devices
• UIUC paper (Jaianqing Zhang and Carl Gunter, IEEE SmartGridComm

2010)
• WSU paper (Hauser et al paper from HICS 45 (2012))
• Later shared key extensions allow subscriber to spoof publisher

– GOOSE messages very CPU-intensive with ASN.1 integer 
fields etc, expensive for many embedded devices

– Have to be careful that the multicast (Ethernet broadcast) 
does not overload small embedded devices
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The Bad (cont.)

• Misc

– $3K just to read the spec

– Design by Committee before Full Implementation

• Way better way: IETF and OMG
"We reject: kings, presidents, and voting. 

We believe in: rough consensus and running code"

– David Clark, Internet pioneer

“Any time you standardize beyond the state of the practice you are in trouble”

– Richard Schantz, father of middleware
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The Bad (cont.)

• Misc (cont.)

– PMUs often need many:one (to a PDC) not 1:many 
communication

– Lack of a reference implementation and reference test 
suite

• Have to test devices pairwise

• Standard so huge many vendors don’t implement all of it; most 
vendors violate the standard in some way
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IEC 61850: The Ugly

• WANs are very different from LANs: partial failures 
& widely-varying performance (incl. network jitter)

• 61850 assumes the same interface for a LAN will 
magically work in a WAN

– Known by distributed computing practitioners and 
applied researchers to be false since <= 1990

• See the “A Note on Distributed Computing” by Waldo et al
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The Ugly (cont.)
• 61850-90-5 is the WAN extension

– Dec 2010 draft says communications redundancy is “crucial”

– But the draft has less than one page on it (Sec 8.8) that has no 
meaningful details 

– IETF RFC 2991 it relies on has nothing about end-to-end latency, 
availability, exploiting a more controllable utility infrastructure, 
tradeoffs below, etc

– Advanced multicast is hard, fault-tolerant is harder, real-time is 
harder yet, with security (not ruining perf.) worse

– Wide range of properties could trade off, incl. latency, jitter, 
consistency, throughput, resource consumption, availability, ...

– Do implementers (or drafters) know what this space of possible 
properties is, what tradeoffs their given implementations make?  
Very unlikely…

– Do utilities/ISOs know what tradeoffs they are being sold, and 
how appropriate they are for them? Unlikelier!
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The Ugly (cont.)

• Bottom line: a lead control engineer from a large utility to 
me

– 2009: “No way in hell am I letting it outside my 
substations”

– 2011: (ruefully) “I was overruled from above, because its 
‘a standard’.”
• But a standard for doing what? With what properties traded 

off?
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Conclusions (1)
• Grid stressors demand much better data delivery

– Closed-loop apps require mission-critical guarantees

• GridStat designed from ground up to do above for 
power grid
– Can overlay a lot of different kinds of pipes: 4G to remote 

substations, fiber, old microwave, …

– “If we build it, they will come” (new apps)

– Dramatically lower barrier to entry for new apps

• State of practice for grid WAN data delivery in limited
– If leading utilities don’t demand more they will get more of 

same
– But they won’t, so hopefully gummint will push for more!
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Conclusions (2)
• Plenty of opportunities for NSA-GridStat tech. interactions
• GridStat Inc. formed in May 2012

• Very experienced CEO, CTO, CFO (Bakken is Chief Scientist), lead 
GridStat staff programmer at WSU joining soon

• Applicable to other CIs: oil & gas, railroads, … really all
• Electric grid’s closed-loop apps have most challenging QoS+ req.
• “Railroads have only a very rough idea, at any given moment, of where 

there 18,000 ton freight trains are and what they are doing”
• Dan Baum, “How to Prevent America’s Next Train Crash”, Popular 

Science, February 2013, www.popsci.com

• Opportunities to fund GridStat projects, likely with 
McAfeee/Intel Security Fabric Alliance
• NSA contacts: Phil Quad, Michael Herring, Pamela Ross, Michael 

Dransfield; also Dr. Deb Frincke long aware of GridStat (collaborated)

• Opportunity to give feedback to In-Q-Tel

http://www.popsci.com
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Outline
• GridStat Context
• NASPInet overview
• Emerging Closed-Loop Applications
• Pub-Sub for Critical Infrastructure WANS
• GridStat Overview & Baseline Mechanisms
• Overview of GridStat Security
• Advanced GridStat Mechanisms
• GridStat vs. State of the Practice
• Backup Slides

– Power Grid 101
– GridCloud Overview and Killer Apps
– A Middleware Zealot’s Perspective on NASPInet
– Middleware 101
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The Big Picture
• US Power Grid built from bottom up

– ~3500 entities in US that can affect the grid (1K in CH!)
– Culturally still seems much like a regulated monopoly (old 

Ma Bell)

• All power within a single grid is running at the same 
exact frequency (by definition)
– Supply (generation) and demand (load) have to be 

balanced in real-time (frequency drifts…) and sent over 
long-distance transmission lines

– Very different from other markets (critical, fast, WAN)
– Can greatly benefit from much more sensor data!

• Grid is amazingly: complex (National Academy 
century…), under-modeled, under-understood, …
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Power Grid Today
Generation

Transmission Substation

Subtransmission
Substations

Distribution
Substations

Distribution

Customers
(Create load)

Transmission

Figure credit: NSTAC

Overview
• 3 fundamental roles
• Historically one 

vertically integrated 
utility

• IT/control  based on 
this fixed hierarchy 
(crude polling)

Hierarchy
• Substation
• (sometimes sub-area)
• Control Area/utility 

(AKA Balancing Area)
• ISO/RTO
• Grid
• National/Continental
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Power Grid Today (cont)

Figure courtesy of NERC 
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US Electric Power Grids
Courtesy: Global Energy 
Network Institute, 
www.geni.org/globalenergy/
library/national_energy_grid
/united-states-of-
america/americannationalel
ectricitygrid.shtml

Extremely 
complex 
machines …

National 
Academies 
last century 
#1 
achievement
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The Big Picture (cont.)
• Demand & Generation 

Outstrips Transmission

•Renewables

•Retiring Operators

•Cyber-attacks & HW Malware (Huawu)
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Problem’s In Today’s Grids
• Reliability

– Grid is getting more stressed each year

– WAMS-DD can help (not quite deployed for real 
yet)

• Load close to limitsmonitoring tools alert operators 
to limit violations and the system from instability or 
collapse: operators can’t react fast enough, too 
vulnerable to contingencies

• Prevent most (?virtually all) cascading events (e.g., 
2003 blackout in NA)
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Problems in Today’s Grids (cont.)
• Efficiency

– Day-ahead predictions can be too conservativeWAMS-DD can 
potentially help operate grids closer to thermal limits with
• More efficiency (huge $$$ for even small gains)
• More inherent safety (if done right)

• Renewable Integration
– Renewables have different power characteristics than more 

traditional sources; affects largely unknown

• Retiring Operators
– Their “seat of the pants” operating knowledge has compensated 

for very crude WAMS-DD to date

• Cyber-security
• HUGE problem: very little deep (even non-trivial) knowledge 

across the Power-IT Chasm in utilities, regulatory and 
government agencies, research communities, ….
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Outline
• GridStat Context
• NASPInet overview
• Emerging Closed-Loop Applications
• Pub-Sub for Critical Infrastructure WANS
• GridStat Overview & Baseline Mechanisms
• Overview of GridStat Security
• Advanced GridStat Mechanisms
• GridStat vs. State of the Practice
• Backup Slides

– Power Grid 101
– GridCloud Overview and Killer Apps
– A Middleware Zealot’s Perspective on NASPInet
– Middleware 101
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Cloud Computing

• The “next new thing”
– Big data centers (probably hosted by power industry 

vendors or NERC or DHS/DoE, not Amazon or Google)
– These permit “consolidation”

• 10x or better reductions in cost of operation 
• Far better equipment utilization and management
• New styles of elastic computing, potential to compute 

directly on massive data collections
• Adds up to a new way of computing that forces us to 

undertake new kinds of thinking

– But deliberately designed to trade off consistency for 
scalability
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GridCloud
• Combining GridStat plus Cornell cloud 

computing technology

– See slides from NASPI meeting February 2012

• Challenging questions with highly elastic apps 

– Rapid elasticity at scale

– Predictability of such elasticity

– Consistency with such elasticity

– …

• Now outlining 8 killer apps that GridCloud will 
enable
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#1: Mitigation Control

• Rare combination of events do happen
– Have lead to many blackouts when not mitigated!

• E.g., N-3 contingency (3 failures) never planned 
for
– Infrequent but hugely expensive to analyze

– GridCloud commissions thousands of nodes analyzing 
candidate mitigation steps in parallel

– Best approach (actionable steps) is given to operators

• Acknowledgements: Prof. Mani 
Venkatasubramanian (WSU)
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#2: Oscillation Alarm Processing

• Grids oscillate between regions
– Negatively damping can lead to blackout
– E.g., Oregon/California in July 1996: 0.3 Hz (!!)

• GridCloud commissions massive parallel 
computations exploring huge permutation space
– Looking for trends and correlations of alarm data
– Also huge number of model-based simluations too
– Finds root cause much faster than possible today in 

much broader set of conditions

• Acknowledgements: Prof. Mani 
Venkatasubramanian (WSU)
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#3: Post-Tripping Fault Diagnosis

• Protection scheme trips a relay, but why?
– Underlying cause must be ascertained post facto

• GridCloud commissions massive computations to 
identify the fault(s) that provoked the trip(s)
– Many different kinds of fault diagnosis algorithms, all 

could be run in parallel

– Possible integration candidate: openFLE (fault location 
engine) from Grid Protection Alliance

• Acknowledgements: Prof. Anuraug Srivastava
(WSU)
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#4: Multi-Resolution Frequency 
Disturbance Visualization

• Grid operates in very narrow range unless stressed
– Frequency excursions outside this give clues to problems

• Frequency disturbance recorder (FDR): new device 
recording frequency disturbances at high rates
– E.g., internal sampling of FNET device (in our lab): 1440 Hz

• GridCloud commissions thousands of parallel 
frequency rendering computations
– Provide operators a rich suite of visualizations with which 

to better understand nature and cause of present 
excursion

• Acknowledgements: Prof. Yilu Liu (University of 
Tennessee, Knoxville)
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#5: Multi-Dimensional Computations over 
Both Space and Time

• Two existing GridSim apps can be combined in rich 
ways possible only with cloud computing

• Hierarchical linear state estimation: rich coverage of 
(geographical) space
– At one snapshot in time
– Obvious extensions over more space with more PMUs

• Oscillation monitoring
– Uses moving window of time (a few seconds typically)
– Over streaming data
– Produces a single number: damping factor
– Obvious parallel computations over different sets of data 

with different time windows and algorithms
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#5: Multi-Dimensional Computations over Both 
Space and Time (cont.)

• Combination: provide rich set of two-dimensional 
(space, time) data to any desired location
– Enables extremely powerful new families of 

applications operating coherently over both space and 
time

– At each location: different time windows, different 
algorithms, different sets of data

– If available, people would inevitably think of many
uses for this data

• Acknowledgements: Prof. Anjan Bose (WSU)
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#6: Ultimate Scale: Tertiary Monitoring Centers

• Balancing authorities (144 in North America) 
must have remote backup control centers
– Hot backups with same data and apps

• TVA found great value in having a tertiary 
control center
– Limited to monitoring: control outputs computed 

but not used

– Obvious candidates for the cloud

– But this is barely scratching the surface here…
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#6: Ultimate Scale: Tertiary Monitoring Centers 
(cont.)

• Major problem today: balancing authorities have 
almost no visibility anywhere in grid except for a 
few places in a few neighbors

– “Flying blind”, The Economist, 2004

• Why not just share more?

– Data stored at another utility is problematic for owner

• Storing in cloud could alleviate this

– Only access a subset of data and/or derived info

– Access opened up when grid sufficiently stressed
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#6: Ultimate Scale: Tertiary Monitoring Centers 
(cont.)

• Above is static with default steady state

• Could also drill down on demand with elastic 
computations

– Using higher-fidelity algorithms

– Using higher-resolution data

• Acknowledgements: Russell Robertson (Grid 
Protection Alliance), for the TVA example 
(though not the cloud possibilities)
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#7: Robust Adaptive Topology Control (RATC)

• Use software to optimize grid topology switching as 
the control resource

• Technology: use topology control to enhance 
operations and manage disruptions in grid

• Massively parallel computations to 
– Detect, classify, and respond to grid disturbances
– Ensure the grid maintains efficient operations 

while guaranteeing reliability
• Acknowledgements: Prof. Mladen Kezunivoc, Texas 

A&M University.
– Funded by the ARPA-E GENI program
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#8: Prosumer-Based Distributed Autonomous 
Cyber-Physical Architecture

• Prosumer: An economically motivated power 
system participant that can consume, produce, 
store, or transport electricity
– Interact with other prosumers through services –

generation, consumption, storage, and 
transportation
• E.g. A utility prosumer aggregating heterogeneous 

home user prosumers to provide consumption and 
storage services to a distribution ISO prosumer

– Drastically increased data acquisition rates, 
autonomy, distributed control capability
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#8: Prosumer-Based Distributed Autonomous 
Cyber-Physical Architecture (cont.)

• GridCloud commissions massive parallel 
computations exploring huge permutation space
– Heterogeneous data aggregation for utility level 

device management that accounts for 
instantaneous interoperability
• Home users can change their strategies (e.g. local 

storage is not available)

– Scenario generators for prosumers at different 
level (in scale)

– Data organization and processing 
• Acknowledgements: Prof. Santiago Grijalva (Georgia 

Institute of Technology, Georgia)
– Funded by ARPA-E GENI program
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Outline
• GridStat Context
• NASPInet overview
• Emerging Closed-Loop Applications
• Pub-Sub for Critical Infrastructure WANS
• GridStat Overview & Baseline Mechanisms
• Overview of GridStat Security
• Advanced GridStat Mechanisms
• GridStat vs. State of the Practice
• Backup Slides

– Power Grid 101
– GridCloud Overview and Killer Apps
– A Middleware Zealot’s Perspective on NASPInet
– Middleware 101



Prof. David Bakken
NSA 26 Feb 2013

Data Delivery Requirements, Issues, and 
Mechanisms for Wise Area Monitoring 

Systems (WAMS) for Critical Infrastructures 81

Prof. Dave Bakken
School of Electrical Engineering and Computer Science

Washington State University
Pullman, Washington, USA

A Middleware Zealot’s 
Perspective on NASPInet

NASPI Data & Network Management Task Team Telecon
March, 2013
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Context

• Top-down (architectural, services, …) vs. Bottom Up

• Forest vs. Trees

• 3 perspectives to consider middleware from
1. Middleware independent of QoS issues

2. Middleware with QoS+

3. GridStat

• GridStat at two layers
– APIs & services (including management, monitoring, …) at 

edges (e.g., last DNMTT comment)

– Core Software Defined Network (SDN) utilizing rate-based 
forwarding engines (Fes)
• Also then richer management that exploits them



Prof. David Bakken
NSA 26 Feb 2013

Data Delivery Requirements, Issues, and 
Mechanisms for Wise Area Monitoring 

Systems (WAMS) for Critical Infrastructures 83

Bob and Dave Actually Get Along Well 
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Middleware in General (no QoS for now)
• You’re going to end up with a layer above the network 

socket, anyway (unless you are unfortunate)

• Choices
– Recreate for each app (incl. “application-level protocols”)

– “Roll your own” middleware in-house

– COTS MW

• MW support for usual heterogeneous interoperability: 
CPU, network technology, language, OS

• Considered best practices in just about every other 
industry for 15-20 years
– Military for longer: required in many programs

• Required by the stated goals of the “smart grid 
community” [BST09]
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Middleware with QoS+
• QoS+ ≡  Behavioral properties (the “how”)

– Latency, rate, availability/redundancy, confidentiality, integrity, 
authentication, non-repudiation…

– End-to-End (app/data layer, not just socket layer)

• Without middleware: apps combine in unknown ways
– How does MPLS or int-serv QoS combine with IPSec and non-

repudiation and RFC 2991 multi-path reasoning?

• Have to manage different resource kinds to provide QoS+: 
network, but also CPU & memory/storage

• Sometimes have to manage different kinds of QoS+ 
mechanisms for same property in a big system
– Each can be unavailable in some configurations/locations
– Network example int-serv, diffserv/MPLS, Net Insights, 4G 

cellular, IPv6 Flow Labels, Darwin, …
– Each can better in some operating conditions, bad in others

• Replication strategy, other properties not so much network level
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Middleware with QoS+ (cont.)
• “[net-level QoS]: All you have is a stream of packets” 

[to manipulate/control/massage]
– Not if concerned about all QoS+ properties and managing 

CPU & storage too

• Used skype (real-time streaming over IP)?
– Great often, sometimes bad
– QoS does not meet closed-loop app needs

• True also of int-serv guaranteed services
– Jitter! Not guaranteed, only worst case max latency

• Not average or minimum

– And need a lot more QoS+ mechanisms than delay anyway

• Don’t over-optimize is IETF principal
– But no other domains need closed-loop WAN control, so 

who has accidentally over-optimized to meet these 
extreme requirements?
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Middleware with QoS+ (cont.)

• Really should manage all QoS+ properties 
together, anyway
– Interactions can be subtle

• Don’t leave to application programmer: domain expert not 
system stud

• Package up in QoS-enabled middleware

– Manage tradeoffs
• You “can’t have it all”: max of all QoS+ properties

• App programmer has no idea of tradeoffs

• Future proofing: riding the technology curve

• Coordinated adaptation very desirable at 
System/Subsystem/App/Data layer, not just 
socket
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GridStat
• Do savings [of rate down-sampling] matter?

– Yes, if we assume that there is great benefit to being able to share 
data very widely 5-10+ years from now

– I.e., spamming everyone with IP multicast at the highest rate anyone 
anywhere needs a sensor update stream is not a good idea

• In-network rate down-sampling logic also can
– Detect anomalies very quickly and react to them (way better than just 

at edges)
– Thwart shared-key multicast authentication attack where subscriber 

can masquerade as publisher (inject bad data)
• IEC 61850-90-5 does not prevent this, and RSA is too expensive

• Clever multi-path management
– Differences in path reliability, QoS mechanism, ongoing cyber-attack, 

…
– Factor in system, app, and data-level issues above the network socket

• Adapt data delivery infrastructure end-to-end to best serve grid 
given the ongoing power contingency & IT situation
– The last thing you want is network-level flows adapting independently

• End-to-End violation? Yes, but needed!
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For More Info
• [BST09] David E. Bakken, Richard E. Schantz, and Richard D. Tucker.  “Smart 

Grid Communications: QoS Stovepipes or QoS Interoperability”, in Proceedings 
of Grid-Interop 2009, GridWise Architecture Council, Denver, Colorado, 
November 17-19, 2009.
– Best Paper Award for “Connectivity” track.  This is the official communications/interoperability meeting for the pseudo-

official “smart grid” community in the USA, namely DoE/GridWise and NIST/SmartGrid. Explains why, by the stated goals 
of this community, middleware is required, and even moreso if you care about QoS+.

• [Sch09] Schantz. R. “Evolution of Middleware Services toward Realtime and 
Embedded (Cyber-Physical) Environments: The BBN Experience”, present. at 
NASPI in Scottsdale, Feb 5, 2009.
– Lots of things mananged there above the network layer; a long-time colleague of Bob’s!

• [ZBS97] Zinky, John A. and Bakken, David E. and Schantz, Richard E., 
“Architectural Support for Quality of Service for CORBA Objects”, Theory and 
Practice of Object  Systems, 3:1, April 1997, 55–73.  
– Cited >500 times as of 2009 (per google scholar, in a few different spellings/forms), flown in experimental Boeing aircraft, 

…. BTW is an example of multi-layer middleware
– QuO integrated QoS+ mechanisms: RSVP (Intserv) , replication management, security, … 
– Lots of adaptation at many locations and with many techniques, all above the network level

• [Bak05]  Bakken, D. “Distributed QoS Management”, lecture,  
http://www.eecs.wsu.edu/~bakken/DistributedQoS.pdf.
– Slides have a great “Reader’s Digest” overview of ALL kinds of issues for WAN applications that are all above the network

http://gridstat.net/publications/TR-GS-013.pdf
https://www.naspi.org/File.aspx?fileID=714
http://www.eecs.wsu.edu/~bakken/DistributedQoS.pdf
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A Few Backup Slides from [Bak05] as an example

• Some example slides form [Bak05] as an 
example of the kinds of issues you need to 
handle …

– From the QuO work at BBN
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QoS for Users: Adapting to Worsening Conditions 
or Different Configurations

• Program can be empowered to automatically adapt to worsening conditions 
(balance of supply of to demand on current shared resources)

Green

Yellow
Red

Black

Worsening
Conditions

Condition Conferencing Participants Info Service

Green Full color multimedia Key and useful participants Quick DB queries

Yellow B&W multimedia Key and useful participants Acceptable DB queries

Red Audio Key participants only Acceptable DB queries

Black None None None
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Application-Level Adaptation Choices
• How can distributed applications become more predictable 

and adapt to changing system conditions? 
– Control and Reserve Resources
– Utilize alternate Resources (redundancy)
– Use an alternate mechanism (with different system properties)
– Take longer

• reschedule for later
• tolerate finishing later than originally expected

– Do less

• Note the multiple possible layers of adaptation:
– Client application
– Above the ORB core on client-side
– Inside the ORB
– Above the ORB core on server-side
– Server

• Premise: supporting all the above choices is helpful! 
– QuO supports all.  And almost all are above the network layers 
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From Net. Mgmt. to Middleware and App. (and System) Mgmt

• Functional Info (solid line) and “QoS meta-data” (dashed line)
• Translation between Manager Layers
• Centralized view vs. edge view
• Note: above is logical view, sometimes manager layers are merged…

Client

Application
Manager

QuO

Object

QuO

Resource
Manager

Middleware
Manager

Specialized/
Wrapped ORBs

Host Host

Logical Method Call With QoS Contract

Specialized/
Wrapped ORBs
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Outline
• GridStat Context
• NASPInet overview
• Emerging Closed-Loop Applications
• Pub-Sub for Critical Infrastructure WANS
• GridStat Overview & Baseline Mechanisms
• Overview of GridStat Security
• Advanced GridStat Mechanisms
• GridStat vs. State of the Practice
• Backup Slides

– Power Grid 101
– GridCloud Overview and Killer Apps
– A Middleware Zealot’s Perspective on NASPInet
– Middleware 101
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Middleware in Context
Prof. Dave Bakken

Cpt. S 464/564 Lecture
Auxiliary Material (not from text)

August 24 and beyond, 2011

Material: 
http://www.eecs.wsu.edu/~bakken/middleware.pdf
(564 only): http://gridstat.net/publications/TR-GS-

013.pdf

http://www.eecs.wsu.edu/~bakken/middleware.pdf
http://gridstat.net/publications/TR-GS-013.pdf
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Context: (Most) Technology Marches On
• Hardware technology’s progress phenomenal in last 

few decades
– Moore’s Law
– Metcalf’s Law
– Graphics processing power

• Software technology’s progress is much more spotty
– “Software crisis”
– Yet SW is a large and increasing part of complex apps/systems!

• Apps and systems are rapidly becoming (more) 
networked
– Oops, distributed software is much harder yet to get right…

• Middleware a promising technology for programability
of distributed systems
– Also fertile grounds for adaptability and dependability….
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Why Middleware?
• Middleware == “A layer of software above the operating 

system but below the application program that provides 
a common programming abstraction across a distributed 
system”

• Middleware exists to help manage the complexity and 
heterogeneity inherent in distributed systems

• Middleware provides higher-level building blocks 
(“abstractions”) for programmers than the OS provides
– Can make code much more portable
– Can make them much more productive
– Can make the resulting code have fewer errors
– Analogy — MW:sockets ≈ HOL:assembler

• Middleware sometimes is informally called “plumbing”
– Connects parts of a distributed application with “data pipes” 

and passes data between them
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Middleware

Middleware in Context

Distributed 

Application

OS Comm. Processing Storage

Distributed 

Application

Network

Host 1 Host 2

Middleware

Operating System API

OS Comm. Processing Storage

Operating System API

Middleware API Middleware API

Client Server
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Middleware Benefit: Masking Heterogeneity
• Middleware’s programming building blocks mask 

heterogeneity
– Makes programmer’s life much easier!!

• Kinds of heterogeneity masked by middleware (MW) 
frameworks
– All MW masks heterogeneity in network technology
– All MW masks heterogeneity in host CPU
– Almost all MW masks heterogeneity in operating system (or 

family thereof)
• Notable exception: Microsoft middleware (de facto; not de jure or 

de fiat)

– Almost all MW masks heterogeneity in programming 
language
• Noteable exception: Java RMI

– Some MW masks heterogeneity in vendor implementations
• OMG’s CORBA and DDS best here
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Middleware Benefit: Transparency
• Middleware can provide useful transparencies:

– Access Transparency

– Location transparency

– Concurrency transparency

– Replication transparency

– Failure transparency

– Mobility transparency

• Masking heterogeneity and providing transparency 
makes programming distributed systems much 
easier to do!
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Programming with Middleware
• Programming with Middleware

– Do not have to learn a new programming language!  
(Usually)

– Use an existing one already familiar with: C++, Java, C#, 
Ada, (yuk) Visual Basic, (yuk) COBOL

• Ways to Program with Middleware
1. Middleware system provides library of functions (Linda, 

others)

2. Support directly in language from beginning (Java and 
JVM)

3. External Interface Definition Language (IDL) that 
“maps” to the language and generates local “proxy”
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Kinds of Middleware
• Distributed Tuples: (a, b, c, d, e)

– Relational databases, SQL, relational algebra
– Linda and tuple spaces
– JavaSpaces (used by Java Jini)

• Remote procedure call (RPC)
– make a function call look local even if non-local

• Message-Oriented Middleware (MOM)
– messages and message queues

• Data/topic-based publish-subscribe
– OMG Data Distribution Service (DDS)

• Distributed Object Middleware
– Make an object method look local even if non-local
– OMG CORBA
– DCOM/SOAP/.NET
– Java RMI



Prof. David Bakken
NSA 26 Feb 2013

Data Delivery Requirements, Issues, and 
Mechanisms for Wise Area Monitoring 

Systems (WAMS) for Critical Infrastructures 103

Kinds of Middlware (cont.)

Middleware 

Category

Communication Processing Storage

Distributed Tuples Yes Limited Yes

Remote Procedure 

Call

Yes Yes No

Message-Oriented 

MW

Yes No Limited

Data/Topic Based Yes No Limited

Distributed Objects Yes Yes Yes

Different middleware systems encapsulate and integrate the 

different kinds of resources with varying degrees:

For many (non-database) applications, and supporting adaptation, 

distributed object middleware is better because it is more general

But pub sub and tuples are more decoupled which can help
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Middleware and Legacy Systems
• Legacy systems are a huge problem (and asset) in 

industry and military domains!

• Middleware often called a “glue” technology: 
integrated “legacy” components

– Much distributed programming involves integrating 
components, not building them from scratch!

• Middleware’s abstractions are general enough to 
allow legacy systems to be “wrapped”

– Distributed objects are best here because more general

– End result: a very high-level “lowest common 
denominator” of interoperability
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Multi-Layered Middleware
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One Middleware Layering Taxonomy (BBN/Schantz)
• Domain-Specific Services

– Services and APIs tailored to (and reusable only 
within) certain domains (health care, 
telecommunications, etc)

– Examples: CORBA Domain Interfaces, Boeing Bold 
Stroke architecture

• Common MW Services
– Adds high-level, domain-independent reusable 

services for events, fault tolerance, security, 
– Examples: CORBAServices, Eternal

• Distribution MW
– Provides rich distributed object model that 

supports much heterogeneity and transparency
– Examples: CORBA, .NET., Java RMI

• Infrastructure MW
– Encapsulates core OS Comm. and concurrency 

services (sometimes enhances them too)
– Examples: JVM (and other VMs), ACE, group 

comm.



Prof. David Bakken
NSA 26 Feb 2013

Data Delivery Requirements, Issues, and 
Mechanisms for Wise Area Monitoring 

Systems (WAMS) for Critical Infrastructures 107

CORBA and System Builders’ Hooks

Standard Interfaces

ORB-Specific

IDL-generated

Interface 
Repository

IDL Compiler
Implementation 

Repository

Client

Stub/proxy
(SII) DII

ORB
Interface

Servant

DSISkeleton

ORB
Interface

ORB core

Object Adaptor

Smart Stub

Interceptor

Interceptor

ORB core

Interceptor

Interceptor


