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Agenda
0900 Brief Introductions of Cisco Folks

0905 Overview of WSU’s #3 Power Program
0910 Overview of Bakken’s Background
0915 Overview of Srivastava’s Background
0920 Overview of Fog Capabilities (Maik)
0930 Power Apps and Services for Fog
Platform Software

Power Services
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1015 Discussion of Next Steps
1030 Adjourn



Aﬂfj But First: The Big Picture

* Electric grids are getting more
stressed each year

= Transmission line growth
Inadequate

= New kinds of generation to
integrate (solar, wind, ...)

= Semi-independent microgrids

= “Prosumers” producing electricity
at the distribution edges

= Chance or cyber or physical
attacks

= Imperfect modeling everywhere

Better Comms can greatly mitigate the above
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Introduction of Cisco Attendees

 First: what is Cisco’s interest/plans for the
power grid?
- Important niche?
- Small subdomain of loT?



ﬂ‘f: Brief Introduction of Attendees

From the invite:
*Prof. Dave Bakken (CS)  «Maik Seewald (Munich)

*Prof. Anurag
Srivastava (EE)

*Alex Askerman

*Philippe Couturand (Paris)
*Gaurav Agrawal

°*Sean Song Jiang

*Motaz Elshafi

°Dave Schmidt

°*Chandra Venkatapathy
*George Mihalachioaie
*Cyril Vailler



£ s SMART

* IANAPP (power person): Computer G R I D S
Scientist

- Core background: fault-tolerant distributed Sourcssandikitomiation
computing .
= Research lab experience (BBN) with i
wide-area middleware with QoS,
resilience, security, .... for DARPA/military

= Working with Anjan Bose since 1999

on wide-area data delivery issues
appropriate for RAS and closed-loop

Clouds, Communications, Open

applications
- GridStat (1999-present) Da\I_Id Bakken
- GridSim (2009-2014) & Cre press

- GridCloud (2012-present)
- DCBlocks (2014-present) May, 2014 | ISBN: 1482206110



£
Bakken (2/3)

*Boeing 1985-1988

- Wrote software to parallelize FORTRAN simulations
that is still in use as of 2016!

* BBN 1994-1999

- One of 3 co-inventors of Quality Objects

-WAN middleware with multiple QoS subsystems,
systematic adaptability, etc

- DARPA invested approx. 50-60 FTEs into it
-Flown in Boeing experimental aircraft
-Integration MW for a number of DARPA programs
-Main 4 papers have been cited >1500 times

« DARPA PI

-Subcontractors were UIUC (Sanders), Cornell (Birman)



£

Bakken (3/3)

* Began working with power group in 1999

* Visit utilities, give seminars to power
programs, attend power meetings a LOT

- GridStat is (by far) the most mature version
of a “NASPInet” (www.naspi.org)

* Have consulted to Amazon, Harris Corp,
Intel, Real Time Innovations, ...


http://www.naspi.org/

£

WSU’s Power Program
 Part of a combined EECS program

* Power program
- 10 core EE power professors (more on periphery)
-1 National Academy of Engineering (Bose)
- Widely considered #3 power program in USA
- Deeply involved with power industry
- Note: no strong power programs in California

= 3 CS professors (spend 100% of research time on
power, which is unheard of)

- All with research lab experience (BBN, PARC, MITRE)

* CS program

- Reputation for providing good system software
programmers at undergraduate level

-E.g. EMC Isilon preferences vs. UW




WSU Power & Energy Faculty

(EE CS)

Dave Bakken, Professor

Anjan Bose, Regents Professor & NAE
Chen-Ching Liu, Boeing Distinguished Prof
Robert Olsen, Professor

. Mani Venkatasubramanian, Professor

Carl Hauser, Associate Professor
Ali Mehrizi-Sani, Assistant Professor

Anurag Srivastava, Associate Professor

Adam Hahn, Assistant Professor
Saeed Lotfifard, Assistant Professor
Tosh Kakar, Clinical Associate Professor

Anamika Dubey, Assistant Professor
Anurag add Noel pic Noel Schulz, Professor (former IEEE PES Pres.)
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Bakken’s Background
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‘E‘f: Power Apps and Services with Fog

 Note: we have code for all below!

 Platform Services
= GridStat
- DCBlocks

* Power Services (used by apps)
= Distributed State Estimation
- Software Synchrophasor
« Phasor Data Concentrator/Processor (PDC)

* Power Applications
- Remedial Action Schemes (RAS)
- Load Modeling
« Power Component Behavior
- Other Decentralized Applications

14



;ﬁ?j RTE France

« Asked us to evaluate Fog uses for the grid!
- Maik has been helpful,
« Phillippe has been supportive
- But we can’t get any info/access/etc...

 Lead Scientific Advisor: Patrick Panciatici
- On the bleeding edge (for power) for some IT
things
- Thought leader on both power & IT for the grid

-“Utilities are trying hard to be first to be second” -
Jeff Dagle, Chief EE, Pacific NW National Lab.

e Transmission Provider for France

« Has HUGE R&D department (rare in utilities)
- 80 in non-nuclear electric sector alone

15



ﬂ‘fj What is GridStat?

*Bottom-up re-thinking of how and why the power
grid’s real-time data delivery monitoring services
need to be

Comprehensive, ambitious WAMS-DD middleware

for power grid in coding since 2001

- Rate-based publish-subscribe middleware with
 Predictably low latency
 Predictably high availability
 Predictable adaptation

 Different subscribers to same variable can get different
QoS+ {rate, latency, #paths}

* Approx. $7M in R&D funding from the federal
government

Influencing (glacial) NASPInet “effort”



i

GridStat: Rate-Based Forwarding

GridStat Management Plane (GMP)
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Overlay Middleware Integrating Legacy (Sub)Systems

Flow start (publisher) GS subscriber GridStat is

could also be RTU, could be RTU,  Real-Time

substation router, substation router, » Overlay (sometimes; else over Layer
OpenPDC, etc. i.e. not OpenPDC, ...  Middleware

just a single

GridStat Management Plane
\ | |

* 1
MPLS | ««e [Nimbra
-
Publisher 1 Subscriber 1
N :
Publisher 2 /
\ M /SubscriberM
D = Cntl Wrapper
\
Publisher N D = Data Wrapper

.~ could be BPL/PLC, 4G teleco,
best-effort internet, etc. 18
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* Decentralized power algorithms are getting more
commonplace lately
- Great opportunity for Fog!

DCBlocks (1/4)

Some reasons
- Renewables
- More RAS schemes
= Quicker response than CC EMS

- Resilience: no CC single point of failure, attack, or
bottleneck

19



DCBlocks: Decentralized Coordination
Platform (2/4)

* In future renewable prosumers will have to
coordinate in a decentralized manner to
support the grid

« Coding decentralized programs is VERY
difficult (even for computer scientists),
- Kinds and degrees of (partial) failures
- Message arrival order

e Likely (virtually certain) power engineer
programmers don’t handle all boundary
cases
-1 C/FORTRAN and 1 Matlab class

- Never heard of “distributed computing”
20



éfg DCBLocks (3/4)

omputer scientists have studied decentralized
(“distributed”) coordination problems thoroughly for
the last 35+ years
- Agreement: a scalar
= Interactive Consistency: a vector[N], one per process
- Leader election
- Reliable multicast with strong ordering properties

* Goal of DCBlocks: create a platform providing the
above (and more)

= Prof. Srivastava working on decentralized power
algorithms built on above platform

- Hide from power programmers a lot of the lower-level,
gory details of using a group communication or similar

system
21
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DCBLocks (4/4)

« Status: first implementation (MS thesis work)

 Other areas need coordination
- Connected Vehicles

- UAV swarms
... Other loT?

* RTE France was skeptical, then sold, in an
hour (wind farm use case)

* Plan to release open source and royalty free
(when ready)

22
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Discussion of Next Steps
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BACKUP SLIDES

* For more info see ESIC.wsu.edu

26



ﬁ‘fj 21 ESIC Faculty in Allied Disciplines

Electrical Engineering | Computer Science
« Sandip Roy — Dynamic Networks Partha Pande — Network-on-Chip
« Pat Pedrow — High Woltage « Behrooz Shirazi — Pervasive Computing

» Diane Cook — Smart Home/Environments
» Matthew Taylor — Intelligent Systems

Civil & Environmental

« Brian Lamb - Air Quality & Climate Change \

* Michael Wolcott— Sustainable Infrastructure, Biofuels and : - -
I Chemical Engineering

- Jennifer Adam = Water-and Storage * SuHa-Fuel Cells

* Andy Ford — Computer Simulation Models, Energy Policy \

+ . JohnPetrie — Impact of Hydro Operations '

| Mechanical & Materials Engineering

" ! - Jacob Leachman — Hydrogen/Nuclear
ArChlteCture . » - Grant Norton — Nanotechnology

» Todd Beyreuther —Integrated Design | «  Soumik Banerjee — Solar Cells, Batteries

L_iberal Arts

- PaulWhitney =.Cognitive Behavior
e Christine Horne — Social Norms

Economics

» Alan Love — Electricity Markets
« Ken Casavant= Public Policy/Transportation

Communication

 Amanda Boyd — Risk Communication



M PEP Members

* Avista WSU Power Engineering
* GE Grid Solutions (Alstom)  Partnership (PEP)
- Benton County PUD 2015-16 Members

« Cowlitz County PUD
 Grays Harbor PUD

* Lewis County PUD

* Pend Oreille County PUD

» Power Systems Consultants
 Puget Sound Energy

» Tacoma Power

 Chelan County PUD

<7>
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ESIC Members

ESIC Members
2015-16

* GE Grid Solutions (Alstom)

* Avista

» Bonneville Power Administration
* Hyosung, Korea

« |daho National Lab

e |tron

» Pacific Northwest National Lab
* Puget Sound Energy
 Snohomish County PUD

» Wuhan University, China

In close collaboration with

Tsinghua University, China

<6>



Students

Power Engineering
2015-16

Undergraduates 77
Graduates 39

PSM 20



g‘f: otal Power Scholarship Funds
‘ Awarded (2015-16)

Avista Scholars $ 11,200
IEEE PES Scholars $ 13,000
NSF STEM Scholars $111,131
PEP Senior Scholars $ 10,000
EECS Named Funds $ 10,500

(with power preference)

TOTAL AWARDED $155,831



-

Development and
Availability of a
Smart City Testbed

WA Clean Energy
Fund
Projects

Power and
Energy
Automation
Conference
(PEAC)

ESIC — A Value Added Center
for Washington and Beyond

Undergraduate
Power
Practicum
Annual Sponsored
Energy Research
Summit Projects

Professional Science
Master’s in Electric
Power Engineering

Building Industry Facility Tours
Partnerships and
and Connections Demonstrations

NSF Smart Grid
Scholarships
IEEE / SEL

Scholarships, etc.

Seed Grant
Projects
in Emerging
Areas

Industry Standard
Equipment for
Instruction

Faculty
Seminars
and Employee
Training

<#>



T - ’ Energy Systems
v

-— Innovation Center
W %' 'L\Ti\‘: S f'?_“:\? = Conference Statistics
v - January 1 - December 31, 2015

Power & Energy Automation Conference (PEAC)

2012 2013 2014 2015
Attendees 123 115 117 95
Students/Faculty 20 50 34 27
Abstracts a7 a6 45 34
Papers 30 25 26 25
Vendors 15 16 15 16
E'Wl, Gonzaga, Uakl, EWL, Genzaga, Uofl, EWU, Gonzaga, Uofl,
Schools WS WS WS E'wl, WS

Western Protective Relay Conference (WPRC)

2012 2013 2014 2015

Attendees 447 436 478 473
Students/Faculty 66 42 49 35
Abstracts 121 121 121 106
Papers 30 a0 30 30
Vendors 42 44 40 38

E'wl, Gonzaga., Lofl, B, Gonzaga,

'S, Uofl, Univ WS, University of
schools Marthern Calorado EiL, Lafl, 'S Evanzville Uafl, Ganzaga, W3l

Hands-On Relay School (HRS)

2012 2013 2014 2015
Students 157 205 211 213
WsU Students 10 16 15 3
Facilitators 62 60 61 63
Lecturers 18 26 14 22
Instructors 35 36 40 40

Vendors 18 19 17 20




Proposals Awarded

Center Power Faculty, Power Related Grants Only
($M)

2011 2012 2013 2014 2015

<#>
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Proposals Submitted

Center Power Faculty, Power Related Grants Only
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2015 Research Awards

Contact/Lead PI Name Title Agency Award Date  Award Amount
Hauser, Carl Cyber Resilient Energy Delivery Consortium (CREDC) UNIV IL- URBANA 12/22/2015 $329,687|
Bose, Anjan CHM
Liu, Chen-Ching DOE/OEDER
Hahn, Adam
Srivastava, Anurag
Liu, Chen-Ching Enhancing the Resiliency of Distribution Systems BATTELLE - PNNL/ 4/23/2015 $40,000

with Microgrids DOE
Liu, Chen-Ching Enhancing the Resiliency of Distribution Systems BATTELLE - 8/24/2015 $110,000]
with Microgrids PNNL/DOE
Liu, Chen-Ching PMU-Based Monitoring and Remedial Control of ELECT POWER RES 4/13/2015 $70,148
Power System Dynamics INST
Liu, Chen-Ching Development of Optimal Blackstart Capability (OBC) ELECT POWER RES 6/25/2015 $80,000
Software Version 2.0 and Associated Algorithms and  INST
Techniques
Liu, Chen-Ching Transactive Campus Energy Systems: A Regional WA COMMERCE  9/18/2015 $1,100,000]
Mebhrizi-Sani, Ali Renewables Integration Resource and R&D Testbed
Hahn, Adam
Liu, Chen-Ching Demonstration of Optimal Blackstart Capability ELECT POWER RES 8/24/2015 $36,000
(OBC) Software Tool on PJM System (Phase |) INST
Liu, Chen-Ching WSU Task: To Develop Control and Optimization AVISTA 10/26/2015 $299,999
Bose, Anjan Tools for the Battery Control System
Srivastava, Anurag
Liu, Chen-Ching WSU Task: To Develop Control and Optimization BATTELLE - 11/9/2015 $90,000
Tools for the Battery Control System PNNL/DOE
Liu, Chen-Ching Case Study of MLE for TERNA ELECT POWER RES 12/4/2015 $15,000
INST
Mehrizi-Sani, Ali Alstom Microgrid Controller Design, Development,  ALSTOM 8/12/2015 $50,000
Bose, Anjan and Testing for PIDC and PWD Systems GRID/DOE/NETL
Mebhrizi-Sani, Ali PERKS: Power Electronics Refined learning via NSF/DUE 7/27/2015 $249,995
Olsen, Robert affordable Kit and Software tutor
Adesope, Olusola
Mebhrizi-Sani, Ali ReMIROR: Reference Modulation for Improved NSF/ECCS 10/12/2015 $260,380)
Response of Microgrid Resources
Roy, Sandip CPS: TTP Option: Synergy: Collaborative Research: NSF/CNS 9/21/2015 $213,145]
Van Dongen, Hans Threat-Assessment Tools for Management-Coupled
Hahn, Adam Cyber- and Physical- Infrastructure
Mebhrizi-Sani, Ali
Srivastava, Anurag PMU Emulator for Power System Dynamics ELECT POWER RES 6/25/2015 $40,000
Simulators INST
Srivastava, Anurag Develop a Technique to Derive Static ZIP Load Model ELECT POWER RES 10/8/2015 $40,000
from Synchrophasor Data INST
Cook, Diane CPS: TTP Option: Synergy: Collaborative Research: NSF/IIS 9/18/2015 SO|
Doppa, Janardhan The Science of Activity-Aware Cyber-Physical
Schmitter-Edgecombe, Maureen Systems
Srivastava, Anurag
Venkatasubramanian, Vaithianath  Oscillatio Monitoring System Developing and Testing UNIV CA - 1/13/2015 $400,000]
LBNL/DOE/CERTS
Venkatasubramanian, Vaithianath  Oscillatio Monitoring System Developing and Testing UNIV CA - 8/5/2015 $361,180]
LBNL/DOE/CERTS
Venkatasubramanian, Vaithianath  Pre-Commercial Synchrophasor Research and BURNS & 3/13/2015 $359,573]
Demonstration MCDONNELLENG
co,
INC/DOE/NETL

$4,145,107




‘ﬂf: Sources of Info (1)

-D. Bakken, A. Bose, C. Hauser, D. Whitehead, and
G. Zweigle. “Smart Generation and Transmission

with Coherent, Real-Time Data. Proceedings of
the IEEE, 99(6), June 2011.

- David E. Bakken, Richard E. Schantz, and Richard
D. Tucker. “Smart Grid Communications: QoS
Stovepipes or QoS Interoperability’, in
Proceedings of Grid-Interop 2009, GridWise
Architecture Council, Denver, Colorado,
November 17-19, 2009. Online
http://gridstat.net/publications/TR-GS-01 3.pdf.

- Best Paper Award for “Connectivity” track. This is the
official communications/interoperability meeting for the
pseudo-official “smart grid” community in the USA, namely
DoE/GridWise and NIST/SmartGrid.



http://gridstat.net/publications/TR-GS-013.pdf

ﬂ‘f: Sources of Info (2)
* ToSG-Workshop.org

« Chapters in D. Bakken and K. Iniewski, ed. Smart
Grids: Clouds, Communications, Open Source, and
Automation, CRC Press, May 2014, ISBN
0781482206111.

G. Zweigle, “Emerging Wide-Area Power Applications
with Mission Critical Data Delivery Requirements”.

D. Bakken et. al. “GridStat: High Availability, Low

Latency and Adaptive Sensor Data Delivery for Smart
Generation and Transmission.”

T. Gamage et. al. “Power Application Possibilities with
Mission Critical Cloud Computing.”



ToSG-Workshop.org

‘Q‘f: Other IT Guidelines for WAMS-DD

 Don’t depend on priority-based “guarantees”
(including “fairness”) for hard real-time
- They really don’t guarantee anything!
« This rules out MPLS (but 6 classes is worse for MPLS)

« Exploit a priori knowledge of traffic
« Optimize for rate-based sensor updates

« Use static, not dynamic, routing
- Can still have adaptations to update routing tables

- Reject unauthorized messages quickly & locally
* Provide per-subscriber QoS+ (iP-Mutticast)
* Don’t over-design consistency and (re)ordering



