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NOTE: REQUIREMENTS FOR GRANTS.GOV

Where to Submit: Applications must be submitted through Grants.gov to be
considered for award. You cannot submit an application through Grants.gov unless you
are registered. Please read the registration requirements carefully and start the process
immediately. Remember you have to update your CCR registration annually. If you have
any questions about your registration, you should contact the Grants.gov Helpdesk at 1-
800-518-4726 to verify that you are still registered in Grants.gov.

Registration Requirements: There are several one-time actions you must
complete in order to submit an application through Grants.gov (e.g., obtain a Dun and
Bradstreet Data Universal Numbering System (DUNS) number, register with the Central
Contract Registry (CCR), register with the credential provider, and register with
Grants.gov). See www.grants.gov/GetStarted. Use the Grants.gov Organization
Registration Checklist at http://www.grants.gov/assets/OrganizationRegCheck.doc to guide
you through the process. Designating an E-Business Point of Contact (EBiz POC) and
obtaining a special password called an MPIN are important steps in the CCR
registration process. Applicants, who are not registered with CCR and Grants.gov,
should allow at least 21 days to complete these requirements. It is suggested that the
process be started as soon as possible.

IMPORTANT NOTICE TO POTENTIAL APPLICANTS: When you have completed the
process, you should call the Grants.gov Helpdesk at 1-800-518-4726 to verify that you
have completed the final step (i.e. Grants.gov registration).

Questions: Questions relating to the registration process, system requirements, how
an application form works, or the submittal process must be directed to Grants.gov at 1-
800-518-4726 or support@grants.gov. Part VIl of this announcement explains how to
submit other questions to the U.S. Department of Energy.

Application Receipt Notices

After an application is submitted, the Authorized Organization Representative (AOR) will
receive a series of five e-mails. It is extremely important that the AOR watch for and
save each of the e-mails. It may take up to two (2) business days from application
submission to receipt of e-mail Number 2. When the AOR receives e-mail Number 5, it
is their responsibility to follow the instructions in the e-mail to logon to IIPS and verify
that their application was received by DOE. The titles of the five e-mails are:

Number 1 - Grants.gov Submission Receipt Number

Number 2 - Grants.gov Submission Validation Receipt for Application Number
Number 3 - Grants.gov Grantor Agency Retrieval Receipt for Application Number
Number 4 - Grants.gov Agency Tracking Number Assignment for Application Number
Number 5 - DOE e-Center Grant Application Received

The last e-mail will contain instructions for the AOR to register with the DOE e-Center. If

the AOR is already registered with the DOE e-Center, the title of the last e-mail changes
to:
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Number 5 - DOE e-Center Grant Application Received and Matched

This e-mail will contain the direct link to the application in [IPS. The AOR will need to
enter their DOE e-Center user id and password to access the application.
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PART | — FUNDING OPPORTUNITY DESCRIPTION

This funding opportunity announcement contains multiple Program Areas of Interest.
Applicants are cautioned that this funding opportunity announcement (hereinafter referred to
as announcement) is a master announcement and that each Program Area of Interest has its
own program-specific number for submission of applications. For example, Program Area of
Interest 1, Secure Control Systems for the Energy Sector, has an announcement number of
DE-PS26-07NT43119-01. Applications cannot be submitted under the master announcement
of DE-PS26-07NT43119-00.

You may submit more than one application; however, Applicants must select and target only
one (1) Area of Interest per application. Each application must have its own unique title on
the subject line (i.e., project title and principal investigator/project director, if any). Please
note that if an Applicant intends to apply under more than one Area of Interest, you must
download an application package specifically from each Area of Interest.

Applicants should submit their application under the Program Area of Interest that best fits
the majority of the effort to be performed. If DOE believes an application fits more
appropriately in another Program Area of Interest than the one to which it was submitted,
DOE will either consider the application under the more appropriate Area of Interest or will
direct the Applicant to resubmit to the appropriate Area of Interest. Do not submit identical
applications under more than one Area of Interest.

BACKGROUND INFORMATION

This announcement focuses on providing support to two program areas within the R&D
Division of the Office of Electricity Delivery and Energy Reliability (OE). The two programs
supported by this procurement are Visualization and Controls and Renewable and Distributed
Systems Integration.

The Visualization and Controls Program conducts research and development and develops
tools/algorithms to:
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* Improve the response time of the electrical transmission system to reduce the number and
spread of outages.

* Reduce operating margins by allowing the electrical transmission system to operate closer
to its loading limits by sensing deterioration of system conditions and enabling faster
response.

* Reduce the risk of energy disruptions due to cyber attacks on control systems.

The Program also conducts research and development to enhance the cyber security of
communication and control systems specific-to the U.S. energy infrastructure (including the
production, refining, storage, and distribution of oil and gas) in accordance with DOE’s
energy infrastructure role defined in Homeland Security Presidential Directive (HSPD) 7.
The increasing use of communications and control technology throughout the energy sector
makes the energy transmission and distribution systems attractive targets to cyber attacks.
For the Visualization and Controls Program, this announcement will address the need to
improve the security of control systems for energy transmission and distribution, including
electricity, oil, and natural gas.

Collectively, projects from this announcement will support achieving the Vision for Securing
Controls Systems in the Energy Sector:

By 2015, control systems for critical applications will be designed, installed, operated, and
maintained to survive an intentional cyber assault with no loss of critical function.

The long term goal of the Renewable and Distributed Systems Integration Program is:

Demonstrate peak load reduction on distribution feeders with the implementation of
distributed energy and energy management systems at a cost competitive with
system/capacity upgrades.

Through the use of distributed resources, the peak demand can be reduced on the distribution
system. This reduction in peak demand will eliminate or defer the need for new transmission
and distribution capacity and upgrades, reduce congestion, and decrease electricity prices and
volatility. Dispersal of generation also increases reliability and reduces security
vulnerabilities. This announcement will support the Renewable and Distributed Systems
Integration Program by effectively integrating distributed resources (including distributed
generation technologies, renewable generation technologies, energy storage devices, and
demand response methods) for decreased peaking power demand on the grid and for
providing necessary ancillary services.

Combined, the projects from this announcement will contribute to the mission of the U.S.
Department of Energy’s Office of Electricity Delivery and Energy Reliability (OE):

Lead national efforts to modernize the electric grid; enhance security and reliability of the
energy infrastructure; and facilitate recovery from disruptions to energy supply.

AREAS OF INTEREST

Only applications that specifically address topics described in the following two program
areas of interest will be accepted under this announcement.
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Program Area of Interest 1: Secure Control Systems for the Energy Sector (DE-PS26-
07NT43119-01)

Protecting control systems in the energy sector is a formidable challenge. It requires a
comprehensive approach that addresses the urgent security concerns of today’s systems while
preparing for the needs of tomorrow. Energy asset owners and operators must understand and
manage cyber risks, secure their legacy systems, apply security tools and practices and
consider new control system architectures — all within a competitive business environment.
The U.S. Government has a large stake in the process because nearly all critical
infrastructures depend on a reliable flow of energy, and any sustained disruption could
endanger public health and safety.

Energy control systems are subject to targeted cyber attacks. Potential adversaries have
pursued progressively devious means to exploit flaws in system components,
telecommunication methods, and common operating systems found in energy control
systems. Sophisticated cyber attack tools require little technical knowledge to use and can be
found on the Internet, as can manufacturers’ technical specifications for popular control
system equipment. Commercial software used in conventional IT systems, which offers
operators good value and performance but poor security, is beginning to replace custom-
designed control system software.

The need to safeguard our energy networks is readily apparent: energy systems are integral to
daily commerce and the safe and reliable operation of our critical infrastructures. Any
prolonged or widespread disruption of energy supplies could produce devastating human and
economic consequences.

Following a two-day workshop in July 2005, the U.S. Department of Energy’s Office of
Electricity Delivery and Energy Reliability, in collaboration with the U.S. Department of
Homeland Security’s Science and Technology Directorate and the Energy Infrastructure
Protection Division of Natural Resources Canada, facilitated the development of the
Roadmap to Secure Control Systems in the Energy Sector. The Roadmap was published in
January 2006 [1]. The Roadmap synthesizes expert input from the control systems
community, including owners and operators, commercial vendors, national laboratories,
industry associations, and government agencies, to outline a coherent plan for improving
cyber security in the energy sector. The plan provided by the Roadmap presents a vision and
supporting framework of goals and milestones for protecting control systems over the period
of 2005-2015. Specifically the Roadmap’s Vision for Securing Control Systems in the
Energy Sector is: By 2015, control systems for critical applications will be designed,
installed, operated, and maintained to survive an intentional cyber assault with no loss of
critical function. This is a bold vision that confronts the formidable technical, business, and
institutional challenges that lie ahead in protecting critical energy control systems against
increasingly sophisticated cyber attacks.

In a step toward attaining this vision, the Secure Control Systems for the Energy Sector
Program Area of Interest requests applications that address one or more of the following
R&D areas:

1. Hardened Platforms and Systems

Develop and demonstrate attack-resistant platforms, including field equipment, front-end

https://e-center.doe.gov/iips/faopor.nsf/UNID/3D5A5AC1DCI18EE33852572C8004781F6... 4/26/2007
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processors, real-time operating systems, and other systems that support resilient and robust
control system architecture. Technology can include development of hardened field devices,
such as programmable logic controllers and remote terminal units, or a security appliance to
be installed with each critical asset/end field device to protect it from malicious attack,
offering another layer of defense.

2. Secure Communications

Control systems operate in a communication environment of complete and implicit trust,
making them vulnerable to different cyber attacks. The primary focus for engineering
decisions is reliable operation and personnel safety. The result is that both expected and
malicious traffic are treated equally. Secure communication technology that provides explicit
trust will allow control systems to detect attacks and defend themselves.

This research area includes developing and verifying secure communications technology that
can provide a trusted environment for control and data telemetry without introducing
unacceptable latency or introducing reliability or safety concerns. Solutions for both modern
and legacy control system components should be considered.

3. Remote Access

Develop and demonstrate new technologies to authenticate users and processes, granting
authorization to resources within control system environments. Field devices should be
protected to prevent/detect abnormal user access other than the design intent. The R&D
should investigate the fundamental data and control interactions by operations personnel and
develop secure entitlement management schemes. Particular attention must be given to
ensure new technologies will not interfere with the efficient and reliable operation of the end
devices, the technologies are useable in the control system environment, and the technologies
and processes are trusted by the operators of the system.

4. Integrating Control Systems into the Enterprise Environment

The integration of control systems into the enterprise environment is necessary to exchange
information and provide enterprise business systems access to control system data. This
R&D area seeks advanced technologies for implementing this access securely without loss of
control system functionality, the introduction of new vulnerabilities, or impacting time-
sensitive operations. For example, the development of perimeter security technology (e.g.,
firewalls) that can implement rules to enforce the behavior of control system traffic, examine
the details of control system packets at the application level, and/or offer proxy services for
these protocols.

5. Security Analysis and Monitoring

Develop field devices with processing capabilities and memory sufficient to identify
suspicious events, generate log files, and store or forward captured information to a
centralized source. R&D must focus on the development of control field devices with the
capability of logging control system security events on the device itself without interfering
with control functions or adding latency. Attention must also be paid to the process for
efficiently extracting the logs from field devices to a central site with minimal impact on
communications utilization, where they may be analyzed from a “big picture” point of view.

https://e-center.doe.gov/iips/faopor.nsf/UNID/3D5A5AC1DCI18EE33852572C8004781F6... 4/26/2007
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The logging capability must include logging of operations events, user actions, and ‘security’
events (such as anomalous operation, internal errors, communication errors and others), and
provide analysis tools to allow an after-the-fact analysis to determine the sequence of events
leading up to an incident. The amount of detail stored in log files must be configurable to
support the mission of the organization. Logging must be detailed enough to identity the
source of all actions, and include a precise synchronized time stamp to allow correlation of
events between devices at a field location, as well as events between different field locations.

Control center networks are complex. They consist of both routable and serial
communication paths, connections to corporate and business partner networks, and they must
function in a 24x7 operating environment. Visibility into unusual or malicious cyber traffic
across the control center network needs to be made available in a timely manner to
appropriate personnel for analysis and potential response. New technology is required to
correlate events, facilitate analysis of events due to the deluge of data from multiple intrusion
detection sensors and other sources of information (e.g. servers, network infrastructure
equipment, field devices). This new technology will assist response personnel with managing
incidents to provide insight into the root cause of the event. It will also assess the incident's
scope and consequences, and provide a framework for forensic activities. The event
correlation technology must minimize false positive alarms by being able to distinguish
between a change in traffic caused by a transient of the power system as opposed to a cyber
event. Correlated events need to be presented to operators in real time to improve their
overall situational awareness.

6. Risk-Based Tool to Enumerate Critical Assets

The goal of this R&D activity will be to assist organizations in identifying critical cyber
assets associated with control systems. By applying risk-assessment methods to evaluate
threats to key assets, identify potential security vulnerabilities, estimate the potential
consequences of an adverse event, and characterize risk levels, the intention is to develop a
tool (or analysis methodology) to determine which critical cyber assets require protection as
part of a comprehensive security program.

7. Intrusion Detection Systems

Develop intrusion detection systems (IDSs) designed specifically for and compatible with the
servers and networks used in control systems. R&D is needed for the development of host-
based IDSs that operate without consuming the server’s resources, interfering with control
functions, or adding latency. R&D can also include development of unique tools,
methodologies, and signatures for detecting intrusions in control systems networks and for
protecting communications between networks.

THE FOLLOWING REQUIREMENTS APPLY TO ALL APPLICATIONS SUBMITTED
UNDER ANY OF THE SEVEN R&D AREAS FOR PROGRAM AREA OF INTEREST 1

Each application to this Program Area of Interest must identify the R&D area or areas (from
the R&D areas outlined above) that are included in the application and must include
proposed tasks for research and development of the proposed technology and a verification
test of the technology in a test bed, laboratory, or other environment that simulates a real-
world situation. Applications must specify the proposed verification testing methodology and
describe how the proposed methodology will validate performance. Applications may
propose a project that consists only of the verification test. However, such applications must
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thoroughly describe the research and development that has already been conducted on the
proposed technology and provide evidence that the proposed technology is sufficiently
developed for the verification test. Applications must not include the development of a test
bed for the verification test. Applications that fail to address both the research and
development and verification of the proposed technology will be returned to the applicant.
Cooperative Agreements that result from this Program Area of Interest are anticipated to be
of two to three years duration and will be structured to include the research and development
tasks and the verification test as separate Budget Periods or will include a go/no-go decision
point prior to initiation of the verification test.

Applications should discuss how the proposed technology will meet the following general
requirements:

* The cyber risk reduction that the proposed technology produces is cost-effective, that is, its
cost should be commensurate with the cost of its deployment.

« If applicable to legacy systems, the technology is capable of being installed without
measurable system down time.

* The proposed technology is capable of continuous use.

» Design of the proposed technology anticipates future trends to avoid obsolescence before
the completion of the proposed technology’s economic life cycle.

* The proposed technology is easily retrofitted or out-of-the-box compatible and
interchangeable with a variety of different vendor network, hardware, software, and control
devices.

* The proposed technology has the ability to fully protect against unauthorized authentication
at all remote access points, whether wire or wireless.

In accordance with Part 11l. B. COST SHARING, Cost share for awards resulting from this
Program Area of Interest is required to be at least 20 percent of the total cost of the award.
The inclusion of a commercialization entity and an end-user (such as a utility or transmission
operator) in the applicant team is strongly encouraged.

Over the past several years, the Department has developed considerable technical expertise
and several relevant facilities and test beds at its national laboratories for the design and
testing of secure Supervisory Control And Data Acquisition (SCADA) and other control
systems. Applicants are encouraged to make use of this expertise and the test beds available
at the national laboratories in applications to this Program Area of Interest. Any work
proposed to be performed at a national laboratory (including the use of any facilities) must be
negotiated with the laboratory and the proposed task descriptions and associated costs must
be included in the application.

National Laboratories that have experience and facilities related to this technical area and
contracts for each lab include the following:

a. Argonne National Laboratory www.dis.anl.gov
James P. Peerenboom

Director, Infrastructure Assurance Center
630.252.8994

jpeerenboom@anl.gov

b. Idaho National Laboratory www.inl.gov/scada
Robert Hill, Program Manager
208 526-8306
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robert.hill@inl.gov

c. Pacific Northwest National Laboratory
http://homeland-security.pnl.gov/cip.stm
Jeffery E. Dagle, Chief Electrical Engineer
(509) 375-3629

jeff.dagle@pnl.gov

d. Sandia National Laboratory
http://www.sandia.gov/scada/

Robert Pollock, Principal Member of Technical Staff
505.844.4442

rdpollo@sandia.gov

Program Area of Interest 2: Renewable and Distributed Systems Integration (DE-PS26-
07NT43119-02)

The objective of this area is to accomplish the substantial increased use of distributed
resources for supplying power during peak load periods and other functions and services in
support of electric distribution systems. Optionally, this area will also encourage the

research, development, and demonstration (RD&D) of advanced sensors, communications
and control technologies, monitoring, diagnostic, and automation capabilities, and two-way
communication between load serving entities and electric loads within consumer premises.
Implementation of these advanced capabilities will support the mission goal of modernizing
the nation’s electric grid for increased efficiency, reliability, and security to meet the needs of
the 21st century.

This Program Area of Interest seeks applications for the development and demonstration of
technologies and/or methodologies that will enable integration of significant amounts of
distributed resources as described in detail below. Applications submitted in response to this
Program Area of Interest may include the RD&D of technologies as described in sub-areas
2a through 2c below. While not required, applicants are encouraged to include RD&D related
to sub-areas 2a through 2c in their applications. However, applications which propose
RD&D only in sub-areas 2a through 2c (i.e., no Renewable and Distributed Systems
Integration) will not be reviewed and will be returned to the applicant.

Awards resulting from this Program Area of Interest will consist of Cooperative Agreements
of two to five years in duration. While funds disbursed with each Cooperative Agreement
may be used for research and development and a demonstration of the proposed technology,
each application must, as a minimum, propose a technology demonstration (including
demonstration of any work proposed for Optional Sub-Areas 2a—2c). Applications which do
not propose research and development of the proposed technology must include discussions
of previous research and development efforts that have been performed with the proposed
technology and provide evidence that the proposed technology is sufficiently developed for
the demonstration. The tasks composing the research and development and the demonstration
portions of the project must be separately identified for the determination of cost sharing
requirements. A minimum of 20 percent cost share will be required for the research and
development tasks, and a minimum of 50 percent cost share will be required for the
technology demonstration. Cooperative Agreements that result from this Program Area of
Interest will be structured with multiple Budget Periods (each typically of one year in
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duration) and will initiate a new Budget Period or will include a go/no-go decision point
prior to the demonstration.

The Program Area of Interest for Renewable and Distributed Systems Integration consists
specifically of enabling the increased utilization of distributed resources for providing power
during peak load periods and providing other ancillary services on utility distribution
systems.

Currently, the United States has an estimated 12 million Distributed Generation (DG) units
installed across the country, with a total capacity of about 200 gigawatts (GW). Most of these
are back-up power units and are primarily used by customers to provide emergency power
during times when grid-supplied power in unavailable. This DG capacity also includes about
84 GW of consumer-owned combined heat and power systems [2]. This significant asset base
(and any new DG installations) could supplement grid-supplied power during periods of peak
demand, as well as perform other enabling services such as improved system reliability and
power quality, provision of ancillary services and reactive power, improved power delivery
security, etc. In addition to economic and institutional barriers, key technical barriers to
broader use of DG include: new distribution system configurations or reconfiguring
capabilities; improved understanding of steady-state and dynamic performance of complex
grid configurations with multiple DG types, including interactions among DG types and
between DG and other grid-connected equipment; and improved monitoring, control, and
protection capabilities, etc.

The objective of this Program Area of Interest is to enable substantial use of distributed
resources in the power generation and distribution mix for providing power during peak load
periods and for other functions and services. Distributed resources in this context are defined
as small-scale (from 10 kilowatts up to 10 megawatts), DG technologies for on-site, grid-
connected or stand-alone energy conversion and delivery. Further, the distributed resources
encompass: renewable energy generation technologies (e.g., photovoltaic arrays and wind
turbines); generation which may utilize renewable and non-renewable fuels (e.g.,
microturbines, reciprocating engines, fuel cells, combustion turbines, and steam turbines);
energy storage devices (e.g., batteries and flywheels); equipment capable of utilizing waste
heat; and load curtailed via typical demand response methods.

This Program Area of Interest seeks applications to develop and demonstrate new
distribution system configurations with integration of significant amounts of distributed
resources. Proposed distribution system integrations should contain an optimal mix of
distributed resources and necessary innovative implementation technologies (e.g., switches,
interconnects, etc.) for an aggregated capacity of greater than 15 percent of the capacity of a
distribution substation, a single distribution feeder, or multiple distribution feeders. Further,
such aggregation of distributed resources should achieve a reduction of at least 15 percent of
the power that would otherwise be normally supplied by the distribution substation or
distribution feeder(s) (including projected load growth, if any) during peak load periods. This
15 percent reduction is a Program-level goal to be reached within five years of the
anticipated initiation of awards and must be demonstrated by comparison to the historical 5-
year rolling average daily peak load for the proposed substation or feeder(s). As DOE has
interim goals of a 5 percent reduction in 2009 and a 10 percent reduction in 2010, DOE will
consider applications for projects which propose to reach only a 5 or 10 percent reduction
within two or three years, respectively, but DOE encourages applications that expect to reach
the 15 percent reduction goal.

https://e-center.doe.gov/iips/faopor.nsf/UNID/3D5A5AC1DCI18EE33852572C8004781F6... 4/26/2007
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Applications are encouraged to propose distributed resource aggregation on multiple
distribution feeders or aggregation at a distribution substation. Each application must
incorporate a mix of distributed resources that encompasses multiple units of both rotary and
inverter-based generation technologies and energy storage technology(ies) as well as demand
response methods. New system configuration options may include looped feeders,
microgrids, etc. A microgrid is defined as an integrated energy system consisting of
interconnected loads and distributed energy resources that can operate in parallel with the
grid or in an intentional island mode [3].

For the proposed distributed resource aggregation and integration (including any work
proposed for Optional Sub-Areas 2a-2c), each application must describe:

* The distributed resource integration design in conformance to appropriate interconnection
and interoperability standards

* How the system studies will be conducted for steady-state and dynamic performance of the
distributed resource integration design in grid-parallel and grid-connected modes, during
normal and fault conditions—i.e., simulation modeling and its validation methodology

» Operational performance requirements including: switching to meet isolation and load
transfer criteria, auto-synchronization with the grid, load following, fault current protection
coordination, black start capabilities, etc.

* The limit on the amounts of distributed resources for integration or the distributed resource
penetration level, based on the proposed configuration(s) and circuit characteristics

* The benefits of the proposed distributed resource aggregation and integration, including the
significance of the expected peak load reduction, the ability of the proposed distributed
resource aggregation and integration to maintain or improve the reliability of the subject
feeder(s), and benefits related to any enabling grid-support functions and services, e.g.,
voltage control, reactive power management, demand-side management, etc.

 Economics, including costs, as compared to traditional practice of distribution equipment
upgrades/installations

Each application shall include a field demonstration of the aggregation/integration operations
and shall accumulate a minimum of 12 months of operational data. Data must include
information for system operation in both grid-parallel and intentional islanding modes. While
applicants should plan to perform an analysis of the data from the demonstration, DOE plans
to utilize resources at the National Energy Technology Laboratory (NETL) to assist in
determining the appropriate data to be gathered and to make a consistent analysis of the data
gathered from the demonstrations that are conducted in all awards resulting from this
announcement.

Applicants are strongly encouraged to incorporate an integrated team approach which should
include an electric distribution utility or a load serving entity. Applicant teams are
encouraged also to include technology product providers, technology developers (universities
and research organizations), state energy agencies, etc.

Applicants are reminded that:

 Applications must include a mix of distributed resources (i.e., not propose only demand
response or a single technology).

* Applications must at a minimum apply to the main Program Area of Interest (Renewable
and Distributed Systems Integration) and not propose only to Optional Sub-Areas 2a through
2C.

https://e-center.doe.gov/iips/faopor.nsf/UNID/3D5A5AC1DCI18EE33852572C8004781F6... 4/26/2007
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* Every application to this Program Area of Interest must include a demonstration.

» Achievement of the stated peak load reduction goals for the proposed substation or on the
proposed distribution feeder(s) must be shown to be directly attributable to implementation
of the technology(ies) being demonstrated.

OPTIONAL SUB-AREAS
Optional Sub-Area 2a. Low-Cost Sensors for Distribution Level Cables.

Currently, most electric utilities employ real-time monitoring of transmission line conditions
and major equipment in their substations; however, very little has been done for monitoring
distribution facilities beyond the substation [4]. Without monitoring capabilities, utilities in
general would not have adequate information to respond to, not to mention to prevent
occurrence of, any power disturbance events—power outages and power quality
phenomena—~beyond the substation. Power disruptions on the nation’s electric systems
account for a significantly high percentage (purportedly greater than 80 percent) of all
disturbance events experienced, detrimentally affecting power quality and reliability.
Additionally, lacking monitoring information would lead to system efficiency loss, as the
distribution system performance could not be optimized according to changing conditions.

Information on the current, voltage, and temperature of cables is needed for state estimation,
informed control, and diagnosis, as well as to validate models and simulations and to
discover outliers [5]. Each application which proposes work in this optional sub-area must
address technology and methodology development to meet the following requirements:

* Provide measurements of steady-state current, voltage, and temperature of cables at a
sampling rate of 5 minutes or less, with the accuracy parameter specified

* Durable

* Noninvasive and easy to apply (e.g., as in sensor straps, sensor motes, etc.)

» Self-powered or parasitic to the line power

* Use of optimized form factor and production techniques to achieve a low-cost target, with
the cost target specified

Each application which proposes work in this optional sub-area shall include field
installations of greater than 100 sensors, with appropriate communication modules, on cables
(overhead or underground) to provide optimal coverage of a distribution substation (inclusive
of all feeder circuits and line sections) and shall conclude with collection of a minimum of
three months of operational data. All technology developers and providers in the field of
integrated sensing, communication, control, and data analysis systems are encouraged to
participate.

Optional Sub-Area 2b. Advanced Monitoring for Distribution Automation.

An integrated monitoring scheme is sought to be developed and demonstrated for automating
distribution system control operations, including: volt/\VAR management; fault detection,
location, and isolation; multi-level feeder reconfiguration; service restoration; and emergency
response.

Each application which proposes work in this sub-area must describe a complete set of

sensing capabilities (i.e., measurement parameters and their data requirements) for the
integrated monitoring. The integrated monitoring development should address and meet the
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following requirements:

* Sensors to meet the defined sensing capabilities, including communication technologies and
means to power the measurements/transmission

* All hardware and software components to conform to appropriate communication and
interoperability standards

» Advanced data processing for integrated data analysis, along with advanced simulation,
modeling, and visualization to provide timely information for decision support

* Integration with control equipment to automate distribution system operations in
coordination with transmission and generation system operations

* Broad applicability to existing distribution substation designs and legacy/new equipment

Each application which proposes work in this sub-area shall include a pilot demonstration of
the advanced monitoring scheme at a distribution utility site. The site selection should have
the circuit designs and control equipment “typical” of distribution system control practiced
today. Additionally, each application should reflect cognizance of and build upon the latest
development in integrated data management and fault analysis including developmental work
that is currently supported by DOE [6]. All technology developers and providers in the field
of integrated communication, control, outage analysis, and automation systems are
encouraged to participate.

Optional Sub-Area 2c. Consumer Information Gateway Development.

Current demand response capability is limited, i.e., only a 1.3% reduction in total peak
demand was realized in 2004; and total potential load management capability has fallen by
32% since 1996 [7]. A recent survey report revealed a similar finding that only 200 entities
(out of 1,850 responding to a survey of 3,365 organizations in the electric delivery industry)
offer some form of time-based rates or incentive-based program, albeit multiple studies of
demand response benefits do indicate improvements in system reliability, congestion
management, and price elasticity of demand resulting in reduced price volatility [8]. Key
barriers to improved consumer participation in demand response include: the disconnect
between retail pricing (mostly fixed) and wholesale markets (with fluctuating prices); and the
availability and cost-effectiveness of enabling technology to provide time-based retail rates
coupled with automated controls of end-use equipment.

Each application which proposes work in this sub-area should provide an integrated
communication solution that enables two-way communication between load serving entities
and electric loads within consumer premises. This communication solution will serve as an
information gateway, allowing consumers to change their electricity consumption patterns in
response to both price-based and incentive-based demand response programs, as an effective
means to reduce peak load demand.

The common requirements of the information gateway, under this optional sub-area, include
an integrated hardware/software system that is interoperable with multi-vendor products,
with interface specifications of its components that are well defined in accordance with
applicable standards. The proposed gateway system must provide secure two-way
communication with functionalities of: receiving time-based rates and system reliability
signals; automating management and control of end-use electrical equipment for interruptible
and curtailable services; and automating transmission of interval load measurements, i.e.,
what was consumed and when.
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For the proposed information gateway system, each application which proposes work in this
sub-area must describe:

* The target consumer markets (residential, commercial, or industrial) and their identified
market segments (e.g., residential: single vs. multi-family homes; commercial: buildings,
hospitality, retail, schools, etc.; and industrial: sectors of manufacturing products and
processes); the total and controllable loads of the target consumer markets in kilowatts (kW)
* The design and architecture of the gateway system, including conformance to applicable
communication standards for interoperability, security, and portability of all components to
ensure an open systems-based platform

» How price/reliability signals and interval reporting will be transmitted and their frequencies
of transmission, including communication bandwidth, latency, and security specifications

» Specific types of controllable loads (thermostats, heating, ventilation, air conditioning,
refrigeration, lighting, pool pumps, etc.) and their controlling parameter (price, under-
frequency, under-voltage signals, etc.)

* Enabling applications: for the residential market, use as a platform for automation and
control of home energy usage; for commercial and industrial markets, integration with
building energy management systems (EMS) for energy usage optimization

* Integration with other utility-based applications, e.g., power quality monitoring and
recording, outage management and restoration, theft detection, load profiling, black start
management, etc. to aid in distribution automation operations

* The estimated unit costs for the gateway system and the basis for the estimates, assuming
production volumes of 1,000 and 10,000 units per year

Applications which propose work in this sub-area must include the development and
demonstration of a gateway system with the above characteristics and enabling
functionalities. In addition, each application which proposes work in this sub-area must
propose a pilot demonstration of the prototype gateway system to demonstrate the enabling
functionalities in a real operating environment. Additionally, each application which
proposes the development and demonstration of a gateway system must build upon the latest
advances in advanced metering infrastructure (AMI) and clearly describe how the gateway
system and AMI could function in a symbiotic manner. All technology developers and
providers in the field of integrated communication, control, automated remote meter reading,
energy management, and automation systems are encouraged to participate.
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PART Il - AWARD INFORMATION

A. TYPE OF AWARD INSTRUMENT.
DOE anticipates awarding cooperative agreements under this program announcement
(See Section VI.B.2 Statement of Substantial Involvement)

B. ESTIMATED FUNDING.

Approximately $38,000,000 is expected to be available for new awards under this
announcement.

C. MAXIMUM AND MINIMUM AWARD SIZE

Ceiling (i.e., the maximum amount for an individual award made under this
announcement) $ 2 million DOE Share for Area of Interest 1 and $7 million DOE Share
for Area of Interest 2

Floor (i.e., the minimum amount for an individual award made under this
announcement) $ None

D. EXPECTED NUMBER OF AWARDS.
Under this announcement the DOE expects to make the following number of awards:

Program/Topic Area: Number of Awards
Program Area of Interest 1 Four
Program Area of Interest 2 Six

E. ANTICIPATED AWARD SIZE.
The award size will vary depending on Program Area of Interest and required cost share level.
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F. PERIOD OF PERFORMANCE.

* DOE anticipates the period of performance for the Cooperative Agreements awarded under
Program Area of Interest 1 will be between two to three years.

* DOE anticipates the period of performance for the Cooperative Agreements awarded under
Program Area of Interest 2 will be between two and five years.

G. TYPE OF APPLICATION.
N/A

PART Il = ELIGIBILITY INFORMATION

A. ELIGIBLE APPLICANTS.

All types of domestic entities are eligible to apply, except other Federal agencies,
Federally Funded Research and Development Center (FFRDC) Contractors, and
nonprofit organizations described in section 501(c)(4) of the Internal Revenue Code of
1986 that engaged in lobbying activities after December 31, 1995.

B. COST SHARING.

The cost share must be at least 20% of the total allowable costs for research and development
tasks and 50% of the total allowable costs for demonstration and commercial application tasks
and must come from non-Federal sources unless otherwise allowed by law. The sum of the
Government share, including FFRDC contractor costs if applicable, and the recipient share of
allowable costs equals the total allowable cost of the project. Please refer to text of the Program
Areas of Interest for additional details regarding the cost sharing requirements.

C. OTHER ELIGIBILITY REQUIREMENTS.
Federally Funded Research and Development Center (FFRDC) Contractors.

FFRDC contractors are not eligible for an award under this announcement, but they
may be proposed as a team member on another entity's application subject to the
following guidelines:

Authorization for non-DOE/NNSA FFRDCs. The Federal agency sponsoring the
FFRDC contractor must authorize in writing the use of the FFRDC contractor on the
proposed project and this authorization must be submitted with the application. The use
of a FFRDC contractor must be consistent with the contractor’s authority under its
award and must not place the FFRDC contractor in direct competition with the private
sector.

Authorization for DOE/NNSA FFRDCs. The cognizant contracting officer for the
FFRDC must authorize in writing the use of a DOE/NNSA FFRDC contractor on the
proposed project and this authorization must be submitted with the application. The
following wording is acceptable for this authorization.

“Authorization is granted for the Laboratory to participate in the
proposed project. The work proposed for the laboratory is consistent with or
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complimentary to the missions of the laboratory, will not adversely impact execution
of the DOE/NNSA assigned programs at the laboratory, and will not place the
laboratory in direct competition with the domestic private sector.”

Value/Funding. The value of, and funding for, the FFRDC contractor portion of the
work will not normally be included in the award to a successful applicant. Usually,
DOE/NNSA will fund a DOE/NNSA FFRDC contractor through the DOE field work
proposal system and other FFRDC contractors through an interagency agreement with
the sponsoring agency.

Cost Share. The applicant’s cost share requirement will be based on the total cost of
the project, including the applicant’s and the FFRDC contractor’s portions of the effort.

FFRDC Contractor Effort:

The FFRDC contractor effort, in aggregate, shall not exceed 25 % of the total
estimated cost of the project, including the applicant’s and the FFRDC contractor’s
portions of the effort.

Responsibility. The applicant, if successful, will be the responsible authority regarding
the settlement and satisfaction of all contractual and administrative issues, including but
not limited to, disputes and claims arising out of any agreement between the applicant
and the FFRDC contractor.

TEAMING ARRANGEMENTS.

The two Program Areas of Interest in this announcement are open to all applicants. However,
each applicant team is strongly encouraged to include the participation of a commercialization
entity and an end-user (such as a utility or transmission operator) in Program Area of Interest 1
or an electric distribution utility or load serving entity for the demonstration portion of the award
in Program Area of Interest 2.

PART IV — APPLICATION AND SUBMISSION INFORMATION

A. ADDRESS TO REQUEST APPLICATION PACKAGE.

Application forms and instructions are available at Grants.gov. To access these materials, go to
http://www.grants.gov, select “Apply for Grants,” and then select “Download Application
Package.” Enter the CFDA and/or the funding opportunity number located on the cover of this
announcement and then follow the prompts to download the application package. NOTE: You
will not be able to download the Application Package unless you have installed PureEdge
Viewer (See: http://www.grants.gov/DownloadViewer).

B. LETTER OF INTENT AND PRE-APPLICATION.
1. Letter of Intent.
Letters of Intent are not required.

2. Pre-application.
Pre-applications are not required.
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C. CONTENT AND FORM OF APPLICATION — SF 424 (R&R)

You must complete the mandatory forms and any applicable optional forms (e.g., SF-
LLL- Disclosure of Lobbying Activities) in accordance with the instructions on the forms
and the additional instructions below. Files that are attached to the forms must be in
Adobe Portable Document Format (PDF) unless otherwise specified in this
announcement.

1. SF 424 (R&R).

Complete this form first to populate data in other forms. Complete all the required fields
in accordance with the pop-up instructions on the form. To activate the instructions, turn
on the “Help Mode” (Icon with the pointer and question mark at the top of the form). The
list of certifications and assurances referenced in Field 18 can be found on the Applicant
and Recipient Page at
http://management.energy.gov/business_doe/business_forms.htm, under Certifications
and Assurances.

2. RESEARCH AND RELATED Other Project Information.
Complete questions 1 through 5 and attach files. The files must comply with the
following instructions:

Project Summary/Abstract(Field 6 on the Form)

The project summary/abstract must contain a summary of the proposed activity
suitable for dissemination to the public. It should be a self-contained document that
identifies the name of the applicant, the project director/principal investigator(s), the
project title, the objectives of the project, a description of the project, including
methods to be employed, the potential impact of the project (i.e., benefits,
outcomes), and major participants (for collaborative projects). This document must
not include any proprietary or sensitive business information as the Department may
make it available to the public. The project summary must not exceed 1 page when
printed using standard 8.5” by 11” paper with 1” margins (top, bottom, left and right)
with font not smaller than Arial 11 point. To attach a Project Summary/Abstract, click
“Add Attachment.”

Project Narrative(Field 7 on the Form)

The project narrative must not exceed 40 pages, including cover page, table of
contents, charts, graphs, maps, photographs, and other pictorial presentations,
when printed using standard 8.5” by 11" paper with 1 inch margins (top, bottom, left,
and right). EVALUATORS WILL ONLY REVIEW THE NUMBER OF PAGES
SPECIFIED IN THE PRECEDING SENTENCE. The font must not be smaller than
Arial 11 point. Do not include any Internet addresses (URLS) that provide information
necessary to review the application, because the information contained in these
sites will not be reviewed. See Part VIII.D for instructions on how to mark proprietary
application information. To attach a Project Narrative, click “Add Attachment.”

The project narrative must include:
Project Narative 1:
» Statement Of Project Objectives (SOPO):
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The Department of Energy's, National Energy Technology Laboratory uses a specific format
for Statement of Project Objectives in its awards. In announcements such as this one, where
the Government does not provide a Statement of Project objectives, the Applicant is to
provide one, which the DOE will then use to generate the Statement of Project Objectives to
be included in the award.

The project narrative must contain a single, detailed Statement of Project Objectives that
addresses how the project objectives will be met. The Statement of Project Objectives must
contain a clear, concise description of all activities to be completed during project
performance and must follow the structure discussed below. The Statement of Project
Objectives may be released to the public by DOE in whole or in part at any time. It is
therefore required that it shall not contain proprietary or confidential business information.

The Statement of Project Objectives is generally less than 10 pages in total for the proposed
work. Applicants shall prepare the Statement of Project Objectives in the following format:

TITLE OF WORK TO BE PERFORMED
(Insert the title of work to be performed. Be concise and descriptive.)

A. OBJECTIVES

Include one paragraph on the overall objective(s) of the work. Also, include objective(s) for
each phase of the work.

B. SCOPE OF WORK

This section should not exceed one-half page and should summarize the effort and approach
to achieve the objective(s) of the work for each Phase.

C. TASKS TO BE PERFORMED

Tasks, concisely written, should be provided in a logical sequence and should be divided into
the phases of the project. This section provides a brief summary of the planned approach to
this project. An outline of the Project Management Plan (referenced in Task 1.0 below, and
required to be submitted with your application) is provided later in this Part.

PHASE |

Task 1.0 — Revise Project Management Plan
(Description)

Task 2.0 - (Title)

Subtask 2.1 (Optional)
(Description)

Task 3.0 — (Title)
(Description)

PHASE I1 (Optional)
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Task 3.0 - Revise Project Management Plan
(Description)

Task 4.0 — (Title)
(Description)

D. DELIVERABLES

The periodic, topical, and final reports shall be submitted in accordance with the attached
"Federal Assistance Reporting Checklist” and the instructions accompanying the checkilist.

[Note: The Recipient shall provide a list of deliverables other than those identified on the
"Federal Assistance Reporting Checklist™ that will be delivered. These reports shall also be
identified within the text of the Statement of Project Objectives. See the following examples:

1. Task 1.1 - (Report Description)
2. Task 2.2 - (Report Description)]

E. BRIEFINGS/TECHNICAL PRESENTATIONS

The Recipient shall prepare detailed briefings for presentation to the Project Officer at the
Project Officer’s facility located in Pittsburgh, PA or Morgantown, WV, or at an alternate
site as designated by the Project Officer. Briefings shall be given by the Recipient to explain
the plans, progress, and results of the technical effort on a semiannual basis.

The Recipient shall provide and present project overview(s) and/or technical paper(s) at the
Program Peer Review Meetings that are held every other year.

Project Objectives: This section should provide a clear, concise statement of the specific
objectives/aims of the proposed project.

Merit Review Criterion Discussion. The section should be formatted to address each of the
merit review criterion and sub-criterion listed in Section V. A. Provide sufficient information
so that reviewers will be able to evaluate the application in accordance with these merit
review criteria. DOE/NNSA WILL EVALUATE AND CONSIDER ONLY THOSE
APPLICATIONS THAT ADDRESS SEPARATELY EACH OF THE MERIT REVIEW
CRITERION AND SUB-CRITERION.

Applicants should refer to the description of the appropriate Program Area of Interest for
required information that must be included in each application and for guidance regarding
information that should be included to address the Merit Review Criteria.

Project Performance Site: Indicate the primary site where the work will be performed. If a
portion of the work will be performed at any other sites, identify those sites, also.
Biographical Sketch Appendix:

Provide a biographical sketch for the project director/principal investigator (PD/PI)
and each senior/key person listed in Section A on the R&R Budget form. Provide the
biographical sketch information as an appendix to your project narrative. Do not
attach a separate file. The biographical sketch appendix will not count in the project
narrative page limitation. The biographical information for each person must not
exceed 2 pages when printed on 8.5” by 11” paper with 1 inch margins (top, bottom,
left, and right) with Arial font not smaller than 11 point and must include:
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Education and Training:
Undergraduate, graduate and postdoctoral training, provide institution,
major/area, degree and year.

Research and Professional Experience:
Beginning with the current position list, in chronological order,
professional/academic positions with a brief description.

Publications.

Provide a list of up to 10 publications most closely related to the proposed
project. For each publication, identify the names of all authors (in the same
sequence in which they appear in the publication), the article title, book or journal
title, volume number, page numbers, year of publication, and website address if
available electronically.

Patents, copyrights and software systems developed may be provided in addition
to or substituted for publications.

Synergistic Activities.
List no more than 5 professional and scholarly activities related to the effort
proposed.

Bibliography & References Cited Appendix

Provide a bibliography of any references cited in the Project Narrative. Each
reference must include the names of all authors (in the same sequence in which
they appear in the publication), the article and journal title, book title, volume
number, page numbers, and year of publication. Include only bibliographic citations.
Applicants should be especially careful to follow scholarly practices in providing
citations for source materials relied upon when preparing any section of the
application. In order to reduce the number of files attached to your application,
please provide the Bibliography and References Cited information as an appendix to
your project narrative. This appendix will not count in the project narrative page
limitation.

Facilities & Other Resources Appendix

This information is used to assess the capability of the organizational resources,
including subawardee resources, available to perform the effort proposed. Identify
the facilities to be used (Laboratory, Animal, Computer, Office, Clinical and Other). If
appropriate, indicate their capacities, pertinent capabilities, relative proximity, and
extent of availability to the project. Describe only those resources that are directly
applicable to the proposed work. Describe other resources available to the project
(e.g., machine shop, electronic shop) and the extent to which they would be
available to the project. In order to reduce the number of files attached to your
application, please provide the Facility and Other Resource information as an
appendix to your project narrative. This appendix will not count in the project
narrative page limitation.

Equipment Appendix
List major items of equipment already available for this project and, if appropriate
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identify location and pertinent capabilities. In order to reduce the number of files
attached to your application, please provide the Equipment information as an
appendix to your project narrative. This appendix will not count in the project
narrative page limitation.

Do not attach files for fields 8, 9, and 10, instead follow the above instructions to
include the information as appendices to the project narrative file.

Other Attachment Appendix (Field 11 on the form)

If you need to elaborate on your responses to questions 1-5 on the “Other Project
Information” document, provide the information in a single file named “projinfo.pdf”.
Click on "Add Attachments in Field 11" to attach file.

Also, attach the following files:

Budget for DOE/NNSA Federally Funded Research and Development Center
(FFRDC) Contractor, if applicable.

If a DOE/NNSA FFRDC contractor is to perform a portion of the work, you must
provide a DOE Field Work Proposal in accordance with the requirements in DOE
Order 412.1 Work Authorization System. This order and the DOE Field Work
Proposal form are available at
http://management.energy.gov/business_doe/business_forms.htm. Use up to 10
letters of the FFRDC name (plus .pdf) as the file name (e.g., lanl.pdf or anl.pdf), and
click on “Add Attachments” in Field 11 to attach.

PROJECT MANAGEMENT PLAN.
This plan should be formatted to include the following sections with each section to include
the information as described below:

A. Executive Summary: Provide a description of the project that includes the objective,
project goals, and expected results.

B. Risk Management: Provide a summary description of the proposed approach to identify,
analyze, and respond to perceived risks associated with the proposed project. Project risk
events are uncertain future events that, if realized, impact the success of the project. As a
minimum, include the initial identification of significant technical, resource, and
management issues that have the potential to impede project progress and strategies to
minimize impacts from those issues.

C. Milestone Log: Provide milestones for each budget period (or phase) of the project. Each
milestone should include a title and planned completion date,. Milestones should be
quantitative and show progress towards budget period and/or project goals.

[Note: During project performance, the Recipient will report the Milestone Status as part of
the required quarterly Progress Report as prescribed under Attachment 4, Reporting
Requirements Checklist. The Milestone Status will present actual performance in comparison
with Milestone Log, and include:

(1) the actual status and progress of the project,

(2) specific progress made toward achieving the project’s critical path milestones, and,
(3) any proposed changes in the project’s schedule required to complete critical path
milestones. ]
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D. Funding and Costing Profile: Provide a table (the Project Funding Profile) that shows, by
budget period, the amount of government funding going to each project team member. Also
provide a table (the Project Costing Profile) that projects, by month, the expenditure of
government funds for the first budget period, at a minimum.

E. Project Timeline and Cost: Provide a timeline of the project (similar to a Gantt chart)
broken down by each task and subtask, as described in the Statement of Project Objectives.
The timeline should include for each task, a start date, and end date. The timeline should
show interdependencies between tasks and include the milestones that are identified in the
Milestone Log (Section C).

F. Success Criteria at Decision Points: Provide success criteria for each decision point in the
project, including go/no-go decision points and the conclusions of budget periods and the
entire project. The success criteria should be objective and stated in terms of specific,
measurable, and repeatable data. Usually, the success criteria pertain to desirable outcomes,
results, and observations from the project.

[Note: As the first task in the Statement of Project Objectives, successful applicants will
revise the version of the Project Management Plan that is submitted with their applications
by including details from the negotiation process. This Project Management Plan will be
updated by the Recipient as the project progresses, and the Recipient must use this plan to
report schedule and budget variances.]

Save this plan in a single file named “pmp.pdf” and click on “Add Attachments” in Field 11
to attach.

COMMITMENT LETTERS FROM THIRD PARTIES CONTRIBUTING TO COST
SHARING, IF APPLICABLE

If a third party, (i.e., a party other than the organization submitting the application) proposes
to provide all or part of the required cost sharing, the applicant must include a letter from the
third party stating that it is committed to providing a specific minimum dollar amount of cost
sharing. The letter should also identify the proposed cost sharing (e.g., cash, services, and/or
property) to be contributed. Letters must be signed by the person authorized to commit the
expenditure of funds by the entity and be provided in a PDF format. Save this information in
a single file named “CLTP.pdf” and click on “Add Attachments” in Field 11 to attach.

3. R&R Senior/Key Person N/A

4. RESEARCH AND RELATED BUDGET (TOTAL FED + NON-FED)Complete the
Research and Related Budget (Total Fed + Non-Fed) form in accordance with the instructions on
the form (Activate Help Mode to see instructions) and the following instructions. You must
complete a separate budget for each year of support requested. The form will generate a
cumulative budget for the total project period. You must complete all the mandatory information
on the form before the NEXT PERIOD button is activated. You may request funds under any of
the categories listed as long as the item and amount are necessary to perform the proposed work,
meet all the criteria for allowability under the applicable Federal cost principles, and are not
prohibited by the funding restrictions in this announcement (See PART 1V, G).
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Budget Justification (Field K on the form).

Provide the required supporting information for the following costs (See R&R Budget
instructions): equipment; domestic and foreign travel; participant/trainees; material
and supplies; publication; consultant services; ADP/computer services;
subaward/consortium/contractual; equipment or facility rental/user fees; alterations
and renovations; and indirect cost type. Provide any other information you wish to
submit to justify your budget request. If cost sharing is required, provide an
explanation of the source, nature, amount, and availability of any proposed cost
sharing.Attach a single budget justification file for the entire project period in Field K.
The file automatically carries over to each budget year.

5. R&R SUBAWARD (FED/NON-FED) BUDGET ATTACHMENT(S) FORM

Budgets for Subawardees, other than DOE FFRDC Contractors. You must provide
a separate cumulative R&R budget for each subawardee that is expected to perform
work estimated to be more than $100,000 or 50 percent of the total work effort
(whichever is less). Download the R&R Budget Attachment from the R&R SUBAWARD
BUDGET ATTACHMENT(S) (Total Fed + Non-Fed) FORM and e-mail it to each
subawardee that is required to submit a separate budget. After the Subawardee has e-
mailed its completed budget back to you, attach it to one of the blocks provided on the
form. Use up to 10 letters of the subawardee’s name as the file name.

6. SF-LLL Disclosure of Lobbying Activities

If applicable, complete SF- LLL. Applicability: If any funds other than Federal
appropriated funds have been paid or will be paid to any person for influencing or
attempting to influence an officer or employee of any agency, a Member of Congress,
an officer or employee of Congress, or an employee of a Member of Congress in
connection with the grant/cooperative agreement, you must complete and submit
Standard Form - LLL, "Disclosure Form to Report Lobbying.”

Summary of Required Forms/Files
Your application must include the forms from the application package and other
documents as shown below:

Name of Document Format Attach to

SF 424 (R&R) Form N/A
Research & Related Other Project Information Form N/A

Project Summary/Abstract PDF Field 6

Project Narrative, including required appendices PDF Field 7

Biographical Sketch PDF Field 7

Budget for DOE/NNSA FFRDC, if applicable. PDF Field 11
Research & Related Budget (Total Fed & non-Fed) Form N/A

Budget Justification PDF Field K
R&R Subaward Budget (Total Fed & non-Fed) Form N/A
Attachment(s) Form, if applicable

SF-LLL Disclosure of Lobbying Activities, if Form N/A

applicable.
D. SUBMISSIONS FROM SUCCESSFUL APPLICANTS.

If selected for award, DOE reserves the right to request additional or clarifying
information for any reason deemed necessary, including, but not limited to:
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a. Indirect cost information

b. Other budget information

c. Name and phone number of the Designated Responsible Employee for complying
with national policies prohibiting discrimination (See 10 CFR 1040.5)

d. Representation of Limited Rights Data and Restricted Software, if applicable

e. Commitment Letter from Third Parties Contributing to Cost Sharing, if applicable

f.  Environmental Questionnaire. Successful applicants will be required to complete and submit
an environmental questionnaire. This form is available at:
http://www.netl.doe.gov/business/forms/451 1-1-3.doc

E. SUBMISSION DATES AND TIMES

1. Pre-application Due Date.
Pre-applications are not required.

2. Application Due Date.

Applications should be received by 06/19/2007, 11:59:59 PM Eastern Time. You are
encouraged to transmit your application well before the deadline. The Grants.gov
Helpdesk is not available after 9:00 PM Eastern Time. APPLICATIONS RECEIVED
AFTER THE DEADLINE WILL NOT BE REVIEWED OR CONSIDERED FOR AWARD.

F. INTERGOVERNMENTAL REVIEW
This program is not subject to Executive Order 12372 — Intergovernmental Review of
Federal Programs.

G. FUNDING RESTRICTIONS.

Cost Principles. Costs must be allowable in accordance with the applicable Federal cost
principles referenced in 10 CFR part 600. The cost principles for commercial
organization are in FAR Part 31.

Pre-award Costs. Recipients may charge to an award resulting from this announcement
pre-award costs that were incurred within the ninety (90) calendar day period
immediately preceding the effective date of the award, if the costs are allowable in
accordance with the applicable Federal cost principles referenced in 10 CFR part 600.
Recipients must obtain the prior approval of the contracting officer for any pre-award
costs that are for periods greater than this 90 day calendar period.

Pre-award costs are incurred at the applicant’s risk. DOE is under no obligation to
reimburse such costs if for any reason the applicant does not receive an award or if the
award is made for a lesser amount than the applicant expected.

H. OTHER SUBMISSION AND REGISTRATION REQUIREMENTS

1. Where to Submit.

APPLICATIONS MUST BE SUBMITTED THROUGH GRANTS.GOV TO BE
CONSIDERED FOR AWARD. Submit electronic applications through the “Apply for
Grants” function at www.Grants.gov. If you have problems completing the registration
process or submitting your application, call Grants.gov at 1-800-518-4726 or send an e-
mail to support@grants.gov.
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2. Registration Process.

You must COMPLETE the one-time registration process (all steps) before you may submit your
first application through Grants.gov (See www.grants.gov/GetStarted. We recommend that you
start this process at least three weeks before the application due date. It may take 21 days or
more to complete the entire process. Use the Grants.gov Organizational Registration Checklists
at http://www.grants.gov/assets/OrganizationRegCheck.doc to guide you through the process.
IMPORTANT: During the CCR registration process, you will be asked to designate an E-
Business Point of Contact (EBIZ POC). The EBIZ POC must obtain a special password called
“Marketing Partner identification Number” (MPIN). When you have completed the process, you
should call the Grants.gov Helpdesk at 1-800-518-4726 to verify that you have completed the
final step (i.e. Grants.gov registration).

3. Application Receipt Notices.

After an application is submitted, the Authorized Organization Representative (AOR) will receive a series
of five e-mails. It is extremely important that the AOR watch for and save each of the e-mails. It may take
up to two (2) business days from application submission to receipt of e-mail Number 2. When the AOR
receives email Number 5, it is their responsibility to follow the instructions in the email to logon to IIPS
and verify that their application was received by DOE. You will need the Submission Receipt Number (e-
mail Number 1) to track a submission. The titles of the five e-mails are:

Number 1

Number 2

Number 3

Grants.gov Submission Receipt Number
Grants.gov Submission Validation Receipt for Application Number

Grants.gov Grantor Agency Retrieval Receipt for Application Number

Number 4 Grants.gov Agency Tracking Number Assignment for Application
- Number

Number 5

DOE e-Center Grant Application Received

The last e-mail will contain instructions for the AOR to register with the DOE e-Center. If the AOR is
already registered with the DOE e-Center, the title of the last e-mail changes to:

Number 5 - DOE e-Center Grant Application Received and Matched

This e-mail will contain the direct link to the application in IIPS. The AOR will need to enter their DOE e-
Center user id and password to access the application.

Part V - APPLICATION REVIEW INFORMATION
A. CRITERIA
1. Initial Review Criteria.
Prior to a comprehensive merit evaluation, DOE will perform an initial review to

determine that (1) the applicant is eligible for an award; (2) the information required
by the announcement has been submitted; (3) all mandatory requirements are
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satisfied; and (4) the proposed project is responsive to the objectives of the funding
opportunity announcement.

2. Merit Review Criteria.

1) Technical Merit (35%)

» Reasonableness of the discussion of how the proposed technology or product will
address the need or problem.

» Soundness of the proposed approach and likelihood of success based on current
status and the scientific merit of the proposed approach.

* Reasonableness and completeness of the Statement of Project Objectives (SOPO)
that describes the proposed interrelated tasks and of the Project Management Plan
that includes a schedule and milestones and explains how the project will be
managed to achieve project objectives on time and within budget.

* Reasonableness of the proposed labor hours and categories proposed for the work
plan. Completeness of the description of any subcontracting effort and adequacy of
the justification for the subcontract(s). Reasonableness of the justification for the
purchase of any equipment or supplies.

» Appropriateness of the length of the proposed demonstration or technology
verification and the ability of the demonstration or verification to gather the
information necessary to achieve project objectives and to measure success.

2) Significance and Impact (30%)

« Significance of the benefits and impact of the proposed technology or product
compared with current technologies or products or practices. Completeness of the
significance and impact assessment in terms of anticipated performance
improvements, including technical, operational, and environmental performance;
cost savings; societal benefits; and potential for the project to meet the DOE
program goals or program vision.

* Significance of the impacts of the proposed application on transformation of the
energy sector (i.e., electricity, oil, or natural gas industries). Completeness of this
impact assessment to consider broad applicability and adaptability of the proposed
application, i.e., its potential markets and its penetration rates.

» Adequacy of the explanation of how the proposed demonstration(s) or technology
verifications(s), if successful, will show an “end user” that the product, technology, or
mix of technologies provide value and benefit to be sold as commercial product(s).
3) Applicant and Participant Roles and Capabilities (20%)

* Relevance of the evidence that is presented regarding current corporate
experience and success in similar or related projects leading to successful
technology development and commercialization or technology transfer to
commercial product(s).

» Completeness of the proposed project team, with defined roles and responsibilities
for each team member and with appropriate members committed for the
demonstration or technology verification.

* Availability of key personnel and adequacy of their experience and capabilities to
complete the proposed project, including key personnel involved in technical aspects
as well as commercialization and/or technology transfer.

» The adequacy (quality, availability, and appropriateness) of facilities and equipment
to accommodate the proposed project.

4) Commercialization Potential (15%)

» Completeness of the discussion of the commercialization strategy for the proposed
technology or product.
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» Adequacy of the discussion of the viability and practicality of the proposed
technology, product, or information to meet the needs of the target market in a cost
effective manner.

» Demonstrated level of corporate commitment to the proposed project by including
letters of intent from all proposed team members and by satisfying the minimum
required cost share.

» Demonstrated level of corporate commitment to commercialization of the proposed
technology as shown by providing convincing examples of the applicant’s efforts to
commercialize the technology in addition to the proposed project.

» Demonstrated success in commercializing similar technologies and products
including those developed by the applicant.

3. Other Selection Factors.

The selection official may consider the following program policy factors in the selection process:
1. It may be desirable to select for award a group of projects which represents a diversity of technical
approaches and methods;

2. It may be desirable to support complementary and/or duplicative efforts or projects, which, when
taken together, will best achieve the research goals and objectives;

3. It may be desirable to select different kinds and sizes of organizations in order to provide a
balanced programmatic effort and a variety of different technical perspectives;

4. It may be desirable, because of the nature of the energy source, the type of projects envisioned, or
limitations of past efforts, to select a group of projects with a broad or specific geographic distribution;

5. It may be desirable to select project(s) of less technical merit than other project(s) if such a
selection will optimize use of available funds by allowing more projects to be supported and not be
detrimental to the overall objectives of the program.

B. REVIEW AND SELECTION PROCESS.

1. Merit Review.
Applications that pass the initial review will be subjected to a merit review in
accordance with the guidance provided in the "Department of Energy Merit Review
Guide for Financial Assistance and Unsolicited Proposals.” This guide is available
under Financial Assistance, Regulations and Guidance at
http://management.energy.gov/documents/meritrev.pdf.

2. Selection.
The Selection Official will consider the merit review recommendation, program policy
factors, and the amount of funds available.

3. Discussions and Award.
The Government may enter into discussions with a selected applicant for any reason
deemed necessary, including but not limited to: (1) the budget is not appropriate or
reasonable for the requirement; (2) only a portion of the application is selected for
award; (3) the Government needs additional information to determine that the
recipient is capable of complying with the requirements in 10 CFR part 600; and/or
(4) special terms and conditions are required. Failure to resolve satisfactorily the
issues identified by the Government will preclude award to the applicant.
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C. ANTICIPATED NOTICE OF SELECTION AND AWARD DATES.
DOE anticipates notifying applicants selected for negotiations by the end of August 2007. If
multiple applicants are selected for negotiations, DOE anticipates making some awards by
the end of September 2007 and deferring some awards until the first quarter of Fiscal Year
2008.

Part VI - AWARD ADMINISTRATION INFORMATION

A. AWARD NOTICES.

1. Notice of Selection.

DOE will notify applicants selected for award. This notice of selection is not an authorization to begin
performance. (See Part IV.G with respect to the allowability of pre-award costs.)

Organizations whose applications have not been selected will be advised as promptly as possible. This notice
explain why the application was not selected.

2. Notice of Award.

A Notice of Financial Assistance Award issued by the contracting officer is the authorizing
award document. It normally includes, either as an attachment or by reference: 1. Special
Terms and Conditions; 2. Applicable program regulations, if any; 3. Application as approved
DOE.; 4. DOE assistance regulations at 10 CFR part 600, or, for Federal Demonstration
Partnership (FDP) institutions, the FDP terms and conditions; 5. National Policy Assurances
Be Incorporated As Award Terms; 6. Budget Summary; and 7. Federal Assistance Reportin
Checklist, which identifies the reporting requirements.

B. ADMINISTRATIVE AND NATIONAL POLICY REQUIREMENTS.

1. Administrative Requirements.

The administrative requirements for DOE grants and cooperative agreements are contail
in 10 CFR part 600 (See: http://ecfr.gpoaccess.gov), except for grants made to Federal
Demonstration Partnership (FDP) institutions. The FDP terms and conditions and DOE F
agency specific terms and conditions are located on the National Science Foundation we
site at http://www.nsf.gov/awards/managing/fed_dem_part.jsp.

2. Special Terms and Conditions and National Policy Requirements.

Special Terms and Conditions and National Policy Requirements.

The DOE Special Terms and Conditions for Use in Most Grants and Cooperative
Agreements are located at
http://management.energy.gov/business_doe/business_forms.htm. The National Policy
AssurancesTo Be Incorporated As Award Terms are located at
http://management.energy.gov/business_doe/business_forms.htm.

Intellectual Property Provisions.

The standard DOE financial assistance intellectual property provisions applicable to the
various types of recipients are located at http://www.gc.doe.gov/techtrans/sipp_matrix.ht
Statement of Substantial Involvement.

The Recipient’s and DOE’s responsibilities will be described in the Cooperative Agreement as:
RECIPIENT’S RESPONSIBILITIES. The Recipient is responsible for:

Performing the activities supported by this award, including providing the required personnel,
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facilities, equipment, supplies and services;

Defining approaches and plans, submitting the plans to DOE for review, and incorporating DOE
comments;

Managing and conducting the project activities, including coordinating any Federally Funded
Research and Development Center (FFRDC) activities that are performed in the project;

Attending semiannual program review meetings and reporting project status;

Presenting the project results at appropriate technical conferences or meetings as directed by the
DOE Project Officer (number of conferences/meetings will not exceed two per year).

DOE RESPONSIBILITIES. DOE is responsible for:

Reviewing in a timely manner project plans, including technology transfer plans, and
recommending alternate approaches to the effort if the plans do not address critical programmatic
issues;

Conducting semiannual program review meetings to ensure adequate progress and that the work
accomplishes the program and project objectives. Recommending alternate approaches or shifting
work emphasis, if needed,

Oversight of work performed by FFRDC:s (if applicable) in support of the project. Implementatiol
revisions to the tasks performed by FFRDCs, if needed and within available funding;

Promoting and facilitating technology transfer activities, including disseminating program results
through presentations and publications; and

Serving as scientific/technical liaison between awardees and other program or industry staff.

C. REPORTING.
Reporting requirements are identified on the Federal Assistance Reporting Checklist, DC
F 4600.2, attached to the award agreement. See the NETL Business Page at
http://www.netl.doe.gov/business/forms/FederalAssistanceReportingChecklistExample.p
for the proposed Checklist for this program.

PART VII - QUESTIONS/AGENCY CONTACTS

A. QUESTIONS
Questions regarding the content of the announcement must be submitted through the
"Submit Question” feature of the DOE Industry Interactive Procurement System (lIPS)
at http://e-center.doe.gov. Locate the program announcement on IIPS and then click
on the “Submit Question” button. Enter required information. You will receive an
electronic notification that your question has been answered. DOE will try to respond
to a question within 3 business days, unless a similar question and answer have
already been posted on the website
Questions relating to the registration process, system requirements, how an
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application form works, or the submittal process must be directed to Grants.gov at 1-
800-518-4726 or support@grants.gov. DOE cannot answer these questions.

B. Agency Contact
Name: Jodi Collins

E-mail address: Jodi.Collins@netl.doe.gov
Fax: (304) 285-4683

Telephone: (304)285-1390

PART VIII - OTHER INFORMATION

A. MODIFICATIONS.

Notices of any modifications to this announcement will be posted on Grants.gov and the
DOE Industry Interactive Procurement System (IIPS). You can receive an e-mail when a
modification or an announcement message is posted by joining the mailing list for this
announcement through the link in [IPS. When you download the application at
Grants.gov, you can also register to receive notifications of changes through
Grants.gov.

B. GOVERNMENT RIGHT TO REJECT OR NEGOTIATE.

DOE reserves the right, without qualification, to reject any or all applications received in
response to this announcement and to select any application, in whole or in part, as a
basis for negotiation and/or award.

C. COMMITMENT OF PUBLIC FUNDS.

The Contracting Officer is the only individual who can make awards or commit the
Government to the expenditure of public funds. A commitment by other than the
Contracting Officer, either explicit or implied, is invalid.

D. PROPRIETARY APPLICATION INFORMATION.

Patentable ideas, trade secrets, proprietary or confidentional commercial or financial
information, disclosure of which may harm the applicant, should be included in an
application only when such information is necessary to convey an understanding of the
proposed project. The use and disclosure of such data may be restricted, provided the
applicant includes the following legend on the first page of the project narrative and
specifies the pages of the application which are to be restricted:

“The data contained in pages of this application have been submitted in
confidence and contain trade secrets or proprietary information, and such data shall be
used or disclosed only for evaluation purposes, provided that if this applicant receives
an award as a result of or in connection with the submission of this application, DOE
shall have the right to use or disclose the data herein to the extent provided in the
award. This restriction does not limit the government’s right to use or disclose data
obtained without restriction from any source, including the applicant.”
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To protect such data, each line or paragraph on the pages containing such data must
be specifically identified and marked with a legend similar to the following:

“The following contains proprietary information that (hame of applicant) requests not be
released to persons outside the Government, except for purposes of review and
evaluation.”

E. EVALUATION AND ADMINISTRATION BY NON-FEDERAL PERSONNEL.

In conducting the merit review evaluation, the Government may seek the advice of
gualified non-Federal personnel as reviewers. The Government may also use non-
Federal personnel to conduct routine, nondiscretionary administrative activities. The
applicant, by submitting its application, consents to the use of non-Federal
reviewers/administrators. Non-Federal reviewers must sign conflict of interest and non-
disclosure agreements prior to reviewing an application. Non-Federal personnel
conducting administrative activities must sign a non-disclosure agreement.

F. INTELLECTUAL PROPERTY DEVELOPED UNDER THIS PROGRAM.

Patent Rights.The government will have certain statutory rights in an invention that is
conceived or first actually reduced to practice under a DOE award. 42 U.S.C. 5908
provides that title to such inventions vests in the United States, except where 35 U.S.C.
202 provides otherwise for nonprofit organizations or small business firms. However,
the Secretary of Energy may waive all or any part of the rights of the United States
subject to certain conditions. (See “Notice of Right to Request Patent Waiver” in
paragraph G below.)

Rights in Technical Data. Normally, the government has unlimited rights in technical
data created under a DOE agreement. Delivery or third party licensing of proprietary
software or data developed solely at private expense will not normally be required
except as specifically negotiated in a particular agreement to satisfy DOE’s own needs
or to insure the commercialization of technology developed under a DOE agreement.

G. NOTICE OF RIGHT TO REQUEST PATENT WAIVER.

Applicants may request a waiver of all or any part of the rights of the United States in inventions
conceived or first actually reduced to practice in performance of an agreement as a result of this
announcement, in advance of or within 30 days after the effective date of the award. Even if such
advance waiver is not requested or the request is denied, the recipient will have a continuing
right under the award to request a waiver of the rights of the United States in identified
inventions, i.e., individual inventions conceived or first actually reduced to practice in
performance of the award. Any patent waiver that may be granted is subject to certain terms and
conditions in 10 CFR 784.

Domestic small businesses and domestic nonprofit organizations will receive the patent
rights clause at 37 CFR 401.14, i.e., the implementation of the Bayh-Dole Act. This
clause permits domestic small business and domestic nonprofit organizations to retain
title to subject inventions. Therefore, small businesses and nonprofit organizations do
not need to request a waiver.

H. NOTICE REGARDING ELIGIBLE/INELIGIBLE ACTIVITIES. N/A

APPENDICES/REFERENCE MATERIAL REFERENCE MATERIAL

APPENDIX 1 - COST SHARE EXAMPLE
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In accordance with Part 111.B., COST SHARING, cost share under the proposed project must be
at least 20% of the total allowable costs for research and development tasks and 50% of the total
allowable costs for demonstration tasks, and all cost share must come from non-Federal sources.
The total allowable cost of the project is defined as the sum of the Government share, including
Federally Funded Research and Development Centers (FFRDC), which include National
Laboratories, and subcontractor costs if applicable. An example is provided below:

Company A has created a Statement of Project Objectives (SOPQO) and has estimated the
associated costs for the research and development tasks and the demonstration tasks of that
SOPO. Included in their effort is work to be performed by a Subcontractor, Company S, and a
National Laboratory, Lab N. A correct cost share calculation is shown below.

Sample OE R&D Project Application

Applicant — Company A
Research and Development $500,000
Demonstration $1,000,000

Subcontractor — Company S
Research and Development $500,000
Demonstration $500,000

National Laboratory — Lab N
Research and Development $500,000

Total Estimated Cost $3,000,000

R&D Portion (for 20% cost share) $1,500,000
Demo Portion (for 50% cost share) $1,500,000

DOE Share
(%$1,200,000 R&D +$750,000 Demo) $1,950,000

Company A Share
($300,000 R&D +$750,000 Demo) $1,050,000

Note that cost share must be calculated on the total estimated project cost, including the cost of
the National Laboratory effort. The above example includes both a research and development
portion of the work effort and a demonstration portion of the work effort. If either the research
and development or demonstration portion is missing, the calculation procedure for the other
portion of the work follows the calculation procedure above with the missing portion having a
value of zero. In the above example, the National Laboratory is participating in only the research
and development portion of the work effort. If the National Laboratory participates in the
demonstration, the lab share of the demonstration must be added to the demonstration portion of
the project cost for the cost share calculation.

DOE plans to utilize Field Work Proposals to directly fund National Laboratory participation in
awards resulting from this announcement (i.e., funds for the National Laboratories will not flow
through the Recipients). The method of funding the National Laboratory and the cost share
calculation shown above apply regardless of the relationship between the Recipient and the
National Laboratory
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