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 Why do we use testbeds?
 Rigorous distributed system design
 Network Testbed Technology
 Power Systems Testbeds
 Combined Power + Network Testbeds

 Use Cases

 Example Projects
 Testbed Federation
 Abstracting a bit – A Scientific Approach to 

Cyber Physical Systems at Scale



Theoretical Results
Distributed Systems Practice

 The translation of physical system level control on an analytical level to a 
functioning distributed system is hard.

 What are the ICT issues that interact with functional requirements?

 For non-trivial systems, execution state spaces are infinite. How do we 
deal with that?

 At a certain point system size raises fidelity/tractability issues.



 What does rigor mean when applied to 
distributed systems design?

 Commonly understood, well-defined hypothesis 
language

 Mechanical, algorithmic or analytic techniques to 
interrogate/verify/validate hypotheses

 Results should be repeatable/reproducible

 Testbed technology done right can help us 
get there.



Your software
goes here



 Pros

 Real WAN

 Cons
 Uncontrollable
 Meaning of experiment repeatability 

unclear
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• Actual distributed system
• Real components
• Network environment not representative of real 

world situation



• Realistic WAN environment.
• ControllableWAN environment (think rare events)
• Network event orchestration
• Traffic simulation
• Scales up nicely
• Modeling complexity quite high



 Communications protocols used depend on 
software installed.

 Layer 2, 3 and raw sockets levels of 
communications possible.



 This does happen
 Fault Location Isolation and Service and 

Restoration





 NIST Smart America Project
 Effects of DDOS on RAS in WAN

 Distributing control as a resiliency mechanism
 Bonneville Power Administration 

Synchrophasor Initiative
 Evaluation of GridStat for 700+ bus 

synchrophasor based control system
 DEFT Consortium

 Distributed cyber-physical simulation / emulation 
across sites.
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 Pacific Northwest National Laboratory
 Washington State University
 University of California Berkeley
 University of Illinois Urbana Champagne
 Iowa State University
 North Carolina State University
 Israeli Electric Company
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 Past
 Representation and execution of networked systems with 

nodes in the 100,000’s
 Distributed software deployment and orchestration at 

extremely large scales (Magi)
 Controllable stochastic network environments
 National level shared infrastructure

 Present
 Hypothesis driven experimentation
 Mechanical cyber-physical fidelity requirement 

extrapolation
 100k bus real-time electromechanical simulation
 Extensible physical components modeling



Questions ?


