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Outline

The Problem

Requirements for Next-Gen Power & CIP Data Comms.
GridStat Overview
Some Advanced GridStat Mechanisms & Capabilities

* Overview of Synergistic Activities (?After Lunch?)
— NASPI Data & Network Management Task Team & RFP
— TCIP Center (NSF/DHS/DoE) for Cyber Security for Power Grid
— BPA Technology Roadmaps
— GridStat Pilot Project with PNNL, INL (Avista, ...)
— Grnidstat and TV A/Entergy/Southern super-PDC stopgap
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Rationale for Better Communications
* US Electric Power Communications System 1s aging
— SCADA 151960s technology
— Not updated meaningfully (no industry investment)
— Much star-connected, inflexible, slow, crude SCADA
“polling”
— Little communication between electric utilities

 Data collection has increased many fold at
substations
— Faster measurement rates, often time synchronized

— Communications not there to move this data where
needed

— Even ICCP can’t keep up with rate & other requirements
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Consequences of Limited Data Exchange

Much less visibility into system

Greatly limits control opportunities

Greatly limits protection opportunities
— Protection almost always limited to local data (w/in substation)
— SPS/RAS are too expensive, one-off solution

Limits reliability: major blackout contributor
Limits profits (!!)

— Monitoring systems that can run the system at higher load levels
(and of course hence with more profitably) are one of the “exciting
new technologies that will be tools for the future”.

Root, C. “The Future Beckons™, IEEE Power & Energy
Magazine, 4(1), January/February 2006, 24-31.
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"Best” Practices (1) in Power Industry Today

Caveat: we all have training+experience in some areas, not
all!!!!.....

Cobble together data communications on a per-project,
piecemeal basis

Send all data to all recipients (or single control center) at the
highest rate anyone needs 1t at (what else to do?)

Use TCP/IP or web services (highly inadvisable per CS
R&D)

Unaware of state of art in distributed computing
Results: inflexible, not robust, expensive and over-budget

 Huge part of cost of a specialized protection scheme
(SPS)
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The Writing on the Wall

 Francis Cleveland, Xanthus consulting (emphasis ours)

— With the exception of the initial power equipment problems in the
August 14, 2003 blackout, the on-going and cascading failures
were almost exclusively due to problems in providing the right
Information to the right place within the right time.

» (Clark Gellings, EPRI (emphasis ours)

— “The ultimate challenge in creating the power delivery system of
the 21st century is in the development of a communications
Infrastructure that allows for universal connectivity.”

— “In order to create this new power delivery system, what is needed
Is a national electricity-communications superhighway that links
generation, transmission, substations, consumers, and distribution
and delivery controllers.”
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Grid Getting Less Stable Each Year..

e Generation and demand keeps

outpacing transmission TRISHEPPED Qcopron

www. LastWordOn.com

* New sources of energy to
integrate

* ““The answer, my friend, IS _
blowing in the wind?”’ oL %

e The problem is, too! o 3

* Flexible, robust, and secure

data delivery services are a
mitigating gap technology

 Question for you: How long
will the industry continue these
__same old “*best practices”
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The Problem
Requirements for Next-Gen Power & CIP Data Comms.
GridStat Overview

* Some Advanced GridStat Mechanisms & Capabilities
— Probably not time

* Overview of Synergistic Activities
— Probably not time

© 2008 Washington State University Dave Bakken Grid Comms—9



Status Information & the Grid/CIP

* Changing requirements
— More general topology and connectivity including multicast
— New services require wider range of quantity, timeliness, ...
 Situation awareness: phone calls (or FAXes) not adequate!

* 4-second SCADA cycle moving to 4 times or more per power
cycle (>800x more data)

— Existing hardwired, hierarchical structure does not suffice

« Status 1tems may be needed at multiple locations with different
rates, latencies, & criticality (availability)

— There 1s increasing concern for data security
e From random hackers
* From dedicated adversaries (terrorists?)
e From disgruntled insiders
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Grid/CIP Comm. Service Requirements

Kinds of Requirements:

1. Quality of Service (QoS) ...
2. Flexibility ...

3. Other ...

 Given now 1n detail, see our Tech Report 009 for many
citations to industry standards and sources

— (Citation at end

 We believe power grid has most severe data delivery
requirements of all critical infrastructures....
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QoS Requirements

« Latency

— 4 ms within substation, 8-12 external for all but very fastest
« Rate (1/minute to 250/second)
 Availability of Data (EPRI IntelliGrid 2004)

Ultra 99.9999 ~ Y5 second
Extremely  99.999 ~5 minutes
Very 99.99 ~1 hour
High 99.9 ~9 hours
Medium 99.0 ~3.5 days

e Delivered QoS must be tailorable per data item &
changeable (in SW)
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Flexibility Requirements
» Multicast (1->many, efficiently)

« Heterogeneity of communication topologies

* Heterogeneity of delivery latency and delivery rate
* Temporal synchronism of rate filtering

* Heterogeneity of computing resources

* Extensibility to new kinds of computing resources

* Open architecture: easy interoperability across multiple
vendors

Tomorrow’s applications need this flexibility, too: smart grids,
advanced metering infrastructure (enabling demand
response), distributed generation (microgrids, renewables),
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Other Requirements

Mostly cyber security...

« Confidentiality

* Integrity

 Availability (often most important)

But traditional cyber-security 1s not enough
« Trust management: systematically reasoning about

— How much trust to place in data received, especially when via
 Chains of processing (pub-sub)
» Aggregation of many different inputs from different sources

— How much access to data to provide potentially untrustworthy
entities
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Networking Review
* Networking technology radically improved in last decade

* Some network technologies

— Internet Protocol (IP): links LANSs
 best-effort (no QoYS)
« [Pv6 has multicast (unreliable; can’t do rate filtering & per-sub QoS)

— TCP: retransmits data to provide reliability; no predictable latency
— ATM: packet-switching over virtual circuits
« Bandwidth guarantees, good latency predictability and reliability (QoS)
« No multicast
* Bottom line: you can’t just “plug in a network™ using only
off-the-shelf technology for next-generation power grid
communications (see TR 009 for detailed explanation)
— [Pv6 & ATM provide useful building blocks, but more 1s needed
— Need managed data delivery services above network level
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GridStat in a Nutshell

* Next-generation communications infrastructure for the
electric power grid & other critical infrastructures

— Enabling better control and protection without data blackouts
— Researching since 1999, first demo 1n 2002, Avista tech. demo

* Provides flexible delivery of status data, including PMUs

« “Status Routers” forward status updates and alerts with
quality of service mechanisms (rate filtering, multicast)
— SW latency ~0.5ms (Java 2004) and 50K/sec; C <0.05 ms
— Network processor version (ongoing) much, much better
 Managed infrastructure allowing for changing status
delivery and adding new subscribers with software

— Manages multiple redundant paths for fault-tolerance

* Deployable on top of IP, ATM, network processors, ...
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GridStat Approach

e Build pragmatic, comprehensive end-to-end framework
— Extensibility & customizability are key (lots of hooks...)
— Intended to extend to capabilities & scope of large power grid
e “Outside-In” not “Inside-Out”

— lay down all the end-to-end plumbing, a la QuO

Start with simple QoS & sub-optimal mechanisms
— Hard QoS guarantees only if we control all access points

— Provide QoS APIs & hooks to capture requirements to enable
many more optimizations and more extensive management

* Extend over time for more coverage of
— QoS guarantees
— Adaptability
— Security

With more QoS mechanisms, policy languages, validation, ....
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GridStat is Publish-Subscribe Middleware

* Publisher: periodically announce status values

» Subscriber: periodically receive status values

« Simple middleware APIs (CORBA, .NET) for both
publishers and subscribers, management/control
infrastructure, etc.

* Network of internal status routers (SRs) managed for QoS
— latency, rate, redundancy
— Middleware-level store-and-forward with rate filtering & multicast
— Data plane kept separate from management plane

» Optimized for semantics of periodic update flows
— Not just arbitrary event delivery like generic publish-subscribe
— Daifferent subscribers (subtrees) can get different rates

— Designed to allow many adaptations (global, regional, local)
assuming semantics of status updates
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G6ridStat Middleware (MW) in Context
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Basic 6ridStat Functionality
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GridStat Arcbitecfure
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Route Allocation to Subscriber 1
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Route Allocation to Subscriber 2
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A Crucial Note on Network & Publisher Load

Direct network programming: up to 37 copies (#subs) of a given update:

37 22 16 6 Sub. #1
PUD. ==ppip) CaS Sub #2
3

15 7

1P .
\’.iL»Sub. #37

Problems: (1) network load (2) publisher load (3) multiple encrypts

Note on [P Multicast (1) not everywhere (2) can’t do per-sub QoS

GridStat: 1 copy (max) of a given update on any network link:

Pub. \’@<®% Sub #2
N \’@iL»Sub #37

Note: per-subscriber QoS (rate, lantency, #paths) via rate filtering: if a

subscriber (or subtree) does not need a given update it is not sent on
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Filtering and Multicast

* Proxy in publisher filters stream of update events down to
highest subscribed rate

 Status routers provide both rate filtering and multicast path
sharing

— Filtering drops status update events while preserving downstream
subscribers’ delay and rate requirements

— Multicast ensures that a given status update even only sent out
once for all downstream subscribers

 Rate filtering and multicast together both preserve temporal
synchronism across multiple status update flows

— Required by phasor measurement units (PMUs) for power grid
state estimation (really measurement!)

— E.g., pass thru update #1, #11, #21, ... for required flows
e Must have same publisher rate (or multiple) & schedule (GPS)

 Future: filtering on change (% or A)
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Multi-Level Contingency Plannning & Adapting

» @GridStat supports operational modes

— Can switch routing tables very fast

— Avoids overloading subscription service in a crisis

« Electricity example: Applied R&D on coordinated

1. Power dynamics contingency planning
2. Switching modes to get new data for contingency
3. New PowerWorld visualization specific for the contingency

involving contingencies with

A. Power anomalies
B. IT failures
C. Cyber-attacks

* Note: state of art and practice today: 1 & A only, offline
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Data Load Shedding

 Electric Utilities can do load shedding (I call power load shedding)
in a crisis (but can really hurt/annoy customers)

» (GridStat enables Data Load Shedding

— Subscriber’s desired & worst-acceptable QoS (rate, latency, redundancy) are
already captured; can easily extend to add priorities

— In a crisis, can shed data load: move most subscribers from their desired QoS to
worst case they can tolerate (based on priority, and eventually maybe also the
kind of disturbance)

— Works very well using GridStat’s operational modes
— Note: this can prevent data blackouts, and also does not irritate subscribers

« Example research needed: systematic study of data load shedding
possibilities in order to prevent data blackouts in contingencies and
disturbances, including what priorities different power apps
can/should have...

* Lets critical infrastructures adapt the data communiations
infrastructure to benign IT failures, cyberattacks, power anomalies, ...
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Condensation Functions

Status
Router

Condense

« Condensation functions allow applications to define new
derived status variables

— Sometimes subscribers just read a large set of status items
once to calculate a derived variable

— Supported by allowing user-defined condensation functions to
be loaded 1n status routers

— Building block for other mechanisms/capabilities

e Can be dynamically loaded into SRs (or elsewhere)
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Overview of Other Mechanisms & Features

e Subscriber-side caching
— Can get callbacks, instead (database integration)

* Subscriber-side cache extrapolation

— Predefined primitives
— User-defined object

Alerts
— Subscribed (like boolean status variable)
— Flooded

Actuator RPC with safety

— Client-server request-reply delivered over multiple, one-way,
GridStat update paths

— Pre-conditions: abort call 1f sanity check fails

— Post-conditions: additional physical verification call succeeded
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GridStat Related Work

Key GridStat differentiators

— Semantics of status updates

— Designed for wide area
— QoS management
— Rate filtering with multicast preserving temporal synchronism

— Extensibility with application logic

Pub sub frameworks (lots)
— Real-time event channels (for enterprise or LAN)
— Content-based

Power industry: IntelliGrid, UCA/IEC 61850, C37.118

Some military wide-area middleware (one-off usually)
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For More Info

* www.gridstat.net

* See papers:
“A Failure to Communicate: Next-Generation Communication
Requirements, Technologies, and Architecture for the Electric

Power Grid”, |IEEE Power & Energy Magazine, March/April
2005,47-55. www.gridstat.net/intro.pdf

David E. Bakken, Carl H. Hauser, Harald Gjermundred, and Anjan
Bose. “Towards More Flexible and Robust Data Delivery for
Monitoring and Control of the Electric Power Grid”, Technical
Report EECS-GS-009, School of Electrical Engineering and

Computer Science, Washington State University, May 30, 2007.
Available via http://www.gridstat.net/TR-GS-009.pdf
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Outline
* The Problem

* Requirements for Next-Gen Power & CIP Data Comms.
e GnidStat Overview
* Some Advanced GridStat Mechanisms & Capabilities

e Overview of Synergistic Activities (?After Lunch?)
— NASPI Data & Network Management Task Team & RFP
— TCIP Center (NSF/DHS/DoE) for Cyber Security for Power Grid
— GridStat Pilot Project with PNNL, INL (Avista, ...)
— Gridstat and TVA/Entergy/Southern super-PDC stopgap

« Backup Slides
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NASPI Data & Network Mgmt TT & RFP

* EIPP became North American SynchroPhasor Initiative
(NASPI; www.naspi.org)

« D&NMTT Working on RFP to Specity NASPInet

— Many requirements in RFP (flexibility, redundancy, ...) came from
GridStat research
* Described in detail in our TR 009

— RFP for detailed spec released by NETL
« After Spec written, hopefully large CFP to build 1t
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TCIP Center

* Center by NSF (some DHS and DoE) for cyber-security for
the electric power grid
— 8/2005-8/2010

* Involving mostly computer scientists and computer
engineers from widely varying disciplines: networking,
middleware, operating systems, simulation, modeling,
programming languages, cyber-security

— Also power researchers (Bose, Sauer, Thomas, Gross, Overbye)

* Partners

— U. Illinois at Urbana-Champaign (headquarters)
— WSU

— Cornell

— Dartmouth
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GridStat In Buzzword Context

e Smart Grids
— Smart Grids need a lot of data to be smart!
— Data delivery services must be robust and quite flexible

e Usually just assumed to be there, “we’ll plug in some fiber...”

* Web Services
— Very useful for business-to-business (B2B) programs
— Very bad idea for real-time data delivery
— See our TRO09 for analysis (and also quoting other experts)
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GridStat Pilot Project: PNNL, INL

* Began 1n late 2007
— Modestly funded, but will be beneficial

* Deploying GridStat between INL, PNNL, WSU (and
Avista, not funded)

» Network connections & basic Gridstat configuration
running as of last week
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GridStat & SE USA Pilot Soon?

 TVA Super-PDC set to shut down at end 2009
— Being relied on for PMU data 1n the area
« Keen interest last half year in a GridStat deployment to
replace Super-PDC
— TVA (Ritchie Carroll, Lisa Beard)
— Entergy (Floyd Galvan)
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Conclusions

» (GnidStat 1s a new data delivery service for the power grid
that provides much greater flexibility and robustness than
SCADA or even network-level (socket) programming

« Has potential to enable a much wider range of control and
protection schemes

* We are interested in collaboration and cross-pollination

— Funded projects
— Student internships
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* Some Advanced GridStat Mechanisms & Capabilities

* Overview of Synergistic Activities (?After Lunch?)

e Backup Slides
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Mode Terminology

* A mode 1s a set of routing tables
— Contains forwarding rules for a bundle of subscriptions
« Every QoS broker has it own mode set and will always
operate 1n one of those modes
* Every status router:

— Uses as many routing tables for forwarding status events as there
are levels in the management hierarchy

— Has all routing tables defined 1n its ancestor scope pre-loaded in
memory (or on disk)
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Mode Terminology
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Mode Change Algorithms

* Mode change algorithm: coordinator contacts a set of status
routers and informs them to switch routing tables

 Mode change algorithms with different tradeoffs

— Hierarchical mode change algorithm
« A -> B: Enables subscriptions in modes A and B to flow

 Correctness vs. performance

— Flooding mode change algorithm

« Best-effort algorithm: status router network switches modes at a future
timestamp

* Benefits from the amount of redundancy the status router network provides
« Optimal delay (shortest path)

44



Why Middleware?

« Middleware == “A layer of software above the
operating system but below the application program
that provides a common programming abstraction
across a distributed system”

« Middleware exists to help manage the complexity and
heterogeneity imnherent 1n distributed systems

« Middleware provides higher-level building blocks
(““abstractions’) for programmers than the OS provides
— Can make code much more portable
— Can make them much more productive

— Can make the resulting code have fewer errors
— Analogy — MW:sockets =~ HOL:assembler

Middleware sometimes 1s informally called “plumbing”
— Connects parts of a distributed application with “data pipes”
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Middleware in Context
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Middleware Benefit: Masking Heterogeneity

* Middleware’s programming building blocks mask
heterogeneity
— Makes programmer’s life much easier!!

* Kinds of heterogeneity masked by middleware (MW)
frameworks

— All MW masks heterogeneity in network technology
— All MW masks heterogeneity in host CPU

— Almost all MW masks heterogeneity in operating system (or
family thereof)
 Notable exception: Microsoft middleware (de facto; not de jure or de fiat)
— Almost all MW masks heterogeneity in programming language
* Noteable exception: Java RMI
— Some MW masks heterogeneity in vendor implementations
* CORBA best here
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Middleware Benefit: Transparency

« Middleware can provide useful transparencies:
— Access Transparency
— Location transparency
— Concurrency transparency
— Replication transparency
— Failure transparency
— Mobility transparency

* Masking heterogeneity and providing transparency makes
programming distributed systems much easier to do!
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