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GridStat Collaborations & Sponsors

* Funded in party by US Dept. of Commerce, National
Institute of Standards and Technology (NIST), Critical
Infrastructure Program, Grant #60NANB1DO116

— Schweitzer Engineering Labs, Pullman (Dr. Schweitzer & Dr.
Oman, Pls)

— U. Idaho (Prof. Axel Krings and Prof. Jim Alves-Foss, survivability
of power substations)

Prof. Kevin Tomsovic, WSU, grid control with varying
feedback loops and varying time horizons

Prof. Curtis Dyreson, WSU, metadata for power grid status,
temporal queries over status information

GridStat 1s work 1n progress....
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Power Grid Today

* Three fundamental roles in the power grid:
1. Generation

2. Transmission
3. Distribution

Traditionally owned by a single, vertically-integrated
company

— Based largely on geography

— Hierarchical infrastructure

— Communications network 18
 Hardwired
e Dedicated
 Slow

* Everything is hard-coded based on this fixed hierarchy
— Application programs
— Status information

— Control decisions
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Components of the Power Grid
* Generator: generates power, based on requirements given it

* Substation: point of monitoring and control in the grid

— Can service many generators, and/or other functions
 Distribution point to customers
» Voltage boosting

 Control functions
— Generally only services one fundamental role
— Always involved in control based on status of a lot of devices
« Control area: a set of substations
— Geographic area ranging from a county in US to a few states
— Services all three fundamental role
— Is roughly equivalent to one or a few utility companies (most 1:1)
— Collects status info from all substations for control decisions
* Grid: a set of control areas which are synchronously controlled

— AKA *“regional reliability council”, or “region”
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Major Components of the Grid [NSTAC]
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Grids in Canada and the US
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ISO and Grid Security
Independent System Operator (ISO): new layer above the

control area layer currently being added
— A small number of ISOs for bigger grids
ISO i1s responsible for grid security

— Means no actions being considered, or any probable
contingency, can lead to a blackout or brownout

— Roughly translates to what computer scientists would consider
stability and reliability

Grid security 1s an online, real-time activity
— ISO monitors status from all control areas
— Receives all status info from any control area or substation in
its jurisdiction
ISO’s functionality used to be performed by the vertically-
integrated utilities

— Now too much power flowing across them or around them
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Status Information & the Power Grid

* Deregulation (of generation) 1s adding many more
participants to the grid!

* Resulting changes 1n status monitoring requirements
— Many more devices with intelligence
— More general topology and connectivity
— Much more heterogeneity involved
— Existing hardwired, hierarchical structure does not suffice!

* New services require more quantity, timeliness, ...
— Local extreme today: substations tracks all its devices

— Other extreme possible: adjacent grids track some of neighbors’
internal status or derived (computed) values
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Status Information & the Power Grid (cont.)

* Workarounds beginning
— Use 1ternet technologies with existing ISPs, on best-effort basis

— Would love to have their own ISPs with specialized
communications services and achievable survivability, 1f shown
the way...
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GridStat in a Nutshell

 GridStat: status dissemination middleware tailored
for the power grid
— Paradigm: defining the services a power grid ISP provides
— Collaborative project with EE and CS at WSU, others
— Could be used for other critical infrastructures

e Publish-subscribe architecture

— Simple, CORBA-compliant APIs for both publishers and
subscribers

— Subscribers have transparent cache of latest value
— Network of internal servers managed for QoS

— Optimizations for semantics of status items
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Why Middleware?

« Middleware == “A layer of software above the operating system
but below the application program that provides a common
programming abstraction across a distributed system”**

« Middleware exists to help manage the complexity and heterogeneity inherent in
distributed systems
« Middleware provides higher-level building blocks (“abstractions’) for
programmers than the OS provides
— (Can make code much more portable
— Can make them much more productive
— Can make the resulting code have fewer errors
* Middleware sometimes 1s informally called “plumbing”

— Connects parts of a distributed application with “data pipes” and passes data between
them

** See “Middleware™, 5-page article by Dave Bakken in
Encyclopedia of Distributed Computing, Kluwer, to appear.
www.eecs.wsu.edu/~bakken/middleware.pdf
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Middleware: Heterogeneity & Transparency

« Middleware’s programming building blocks mask heterogeneity
— Makes programmer’s life much easier!!

» Kinds of heterogeneity masked by middleware frameworks
— All MW masks heterogeneity in network technology
— All MW masks heterogeneity in host CPU
— Almost all non-MS MW masks heterogeneity in operating system (or family)
— Almost all non-Java/RMI MW masks heterogeneity in programming language
— Some MS masks heterogeneity in vendor implementations (CORBA best here)

« Middleware can provide transparency with respect to

distribution:
— Location transparency - Concurrency transparency
— Replication transparency - Failure transparency
— Mobility transparency

* Masking heterogeneity and providing transparency makes
programming distributed systems much easier to do!
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GridStat in a Nutshell (déja vu all over again...)

 GridStat: status dissemination middleware tailored
for the power grid
— Paradigm: defining the services a power grid ISP provides
— Collaborative project with EE and CS at WSU, others
— Could be used for other critical infrastructures

e Publish-subscribe architecture

— Simple, CORBA-compliant APIs for both publishers and
subscribers

— Subscribers have transparent cache of latest value
— Network of internal servers managed for QoS
— Optimizations for semantics of status items
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GridStat (cont.)

* QoS properties

— timeliness

— fault tolerance

— security

* Optimizations and management take advantage of
— Semantics of status events
— QoS requirements

* Need to integrate different viewpoints:
— Publish-subscribe logical view
— Hierarchy of QoS controls
— Physical info and power flow

© 2002 Washington State University Dave Bakken GridStat-19



GridStat Architecture
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Point of view: Logical Publish-Subscribe
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Point of view: Publish-Subscribe with Hierarchical
QoS Managers
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GridStat Subscribers Caches
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Attributes of Status Items

A status item has the following attributes (initial set):
— value (of type bool or int or float)
— moving average(t)
— change rate
— change rate moving average(t)
— max(t), min(t)
» Static attributes
— name
— principal (user/owner) of publisher
— .... probably more
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Compound Status Items

* Created dynamically from existing status items and their
attributes

— Creates a new, first-class status item
— Can be published, reused, managed...

* (Can be the usual types for its value
— boolean, float, int

— type unrelated to underlying value types: can construct a bool
from two floats etc.
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Condensation Functions

GridStat
Server

Condense

» Sometimes subscribers just read a large set of status
items once to calculate a derived variable

* Support by allowing user-defined condensation
functions to be loaded 1in GridStat servers

— Typically close to publishers

* Note: condensation functions may obsolete compound
status 1items (open research question)
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GridStat Status Patterns

* Pragmatic goal: give building blocks useable by non-CS
specialists to create common status items

— Try to capture status semantics + some QoS info

* Initial examples

— Boolean: Failure detector or circuit breaker
* Values in intermediate servers can cancel out

— Periodic: Sends float or int value periodically
« Can be dropped downstream if nobody needs it in the near future and
has a recent enough one
— Alert: Potentially catastrophic situation
* Propagate to subscribers immediately, from highest priority to lowest
» Deliver by Callback (not just cache update)

* Note: its very useful to distinguish between the domain of an anomaly:
power grid or IT infrastructure

— Using this is beginning research here
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Overview of GridStat and QoS

* QoS requirements/preferences/metadata captured from
multiple entities
— Subscriber
— Publisher
— QoS Manager
* QoS properties
— Fault Tolerance
— Timeliness

— Security
e Integrity
 Confidentiality
— Priority

e To be used mainly when above properties cannot be delivered
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GridStat QoS Entities

* Subscriber
— Widest varieties of QoS requirements & specs
— Specifies what it desires and can fall back to

 Publisher

— Rate(s) of pushing updates of status item into the system
— Sometimes access restrictions

— Publisher knows little else about how its status 1s used!

* QoS Manager

— Can override above settings by subscriber and publisher

© 2002 Washington State University Dave Bakken
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Initial QoS specifications

Who sets what
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Fault Tolerance and Timeliness Issues and Features

Timeliness Property

— Path selection 1s based on finding the least-cost route satisfying the
timeliness requirements

Devising a family of allocation algorithms
— General case 1s ntractable for multiple constraints or optimization

— Developing heuristics to approximate best route

Spatial Redundancy
— Deployment of redundant paths

Initial QoS Spec

— Min and max latency desired

— Min and max redundancy desired
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Related Work
PASS (BBN/Gatech ICDCS ’99 Zinky/O’Brien/Bakken/...)

* Sienna (U. Colorado): content-based publish-subscribe

* InfoPipes (GaTech): fresh delivery of status info

SpinGlass/Astrolabe (Cornell): scaleable multicast
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Status

* Finished: Distributed publish-subscribe middleware
prototype with
— one QoS Manager performing the allocations

— publisher delivery rate and redundancy QoS requirements
satisfied
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Pragmatic GridStat Deployment Feasibility Notes

* Not completely deployable over best-effort internet
— But most of traffic could be, esp. with bandwidth reservation

* Most likely deployment path: nationwide intranet

— Post: “In a book-length Electricity Infrastructure Security
Assessment, the industry concluded on Jan. 7 that "1t may not be
possible to provide sufficient security when using the Internet for
power system control." Power companies, it said, will probably
have to build a parallel private network for themselves.” (emphasis

mine)
* Not only would security be lacking, but predictable timeliness and resilience
too!!!!! The Internet is arguably as complex as the grid! Dave Bakken

— Likely co-located with telecos and a national ISP’s facilities

— GridStat can be viewed as defining what services to provide
* Most likely pushed into hardware later for data critical path, for low latency

— Extra paths over cell phone, cable modems, Internet (with RSVP
or DIFFSERV?), a few key over leased lines or private wires
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Deployment Feasibility Notes (cont.)

* Frequency of subscriptions
— In practice likely >>99.9% pre-allocated

— So #subscriptions (allocation algorithm runs) per hour very very
small

— Could be batched for weekend/nite unless critical
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Other Related Work Performed at WSU

* Development of a query language (ApproXPath) using
XML for handling irregular data by supporting inexact (and
exact) searches

* Simulation studies of the distributed information structure
of the power system (can the real-time requirements be met
by distributed system architectures?)

* Definition and documentation of QoS parameters necessary
for wide-area power grid control and status dissemination

* Quantification of the requirements/effects of
communication delays in the traditional Automatic
Generation Control scheme

* Defining power anomalies (starting soon...)
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Recent GridStat Presentations

 3/5/02  HP Labs, Palo Alto, CA

« 4/22/02 Simula Research Laboratory, Olso, Norway
« 4/23/02 Umiversity of Oslo, Oslo, Norway

* 4/25/02 University of Tromsg, Tromsa, Norway

* 6/27/02 International Conference on Dependable Systems
and Networks, Washington DC

* 9/24/02 “R&D Strategy For Sustaining An Information
Society — Dependability Of Infrastructures And
Interdependencies” (US-EU Collaboration), Landsdowne,
Virginia
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Conclusions

* GridStat 1s publish-subscribe middleware
— Optimized for the power grid

— Providing QoS: timeliness, fault tolerance, security

— With CORBA-Compliant APIs for heterogeneous
operation

— Clients get transparent cache of latest value

* GridStat can be used for any critical infrastructure
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Other Related Quotations from Post Article

Note: emphasis mine and [comments mine] 1n all cases....

“The event I fear most 1s a physical attack in conjunction with a
successful cyber-attack on the responders' 911 system or on the power

orid,” Ronald Dick, director of the FBI's National Infrastructure
Protection Center

The devices are called distributed control systems, or DCS, and
supervisory control and data acquisition, or SCADA, systems. ....

What 1s new and dangerous 1s that most of these devices are now
being connected to the Internet -- some of them. according to

classified “Red Team’ intrusion exercises. in ways that their owners
do not suspect.

Because the digital controls were not designed with public access in
mind, they typically lack even rudimentary security, having fewer
safeguards than the purchase of flowers online. Much of the technical
information required to penetrate these systems 1s widely discussed in
the public forums of the affected industries, and specialists said the
security flaws are well known to potential attackers.
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Post Quotations (cont.)

» Digital controls are so pervasive, he said, that terrorists
might use them to cause damage on a scale that otherwise
would “not be available except through a very systematic
and comprehensive physical attack.” [He 1s Director John
Tritak of the Commerce Department's Critical Infrastructure
Assurance Office]

* To destroy a dam physically would require “tons of
explosives,” Assistant Attorney General Michael Chertoff
said a year ago. To breach it from cyberspace is not out of
the question. In 1998, a 12-year-old hacker, exploring on a
lark, broke into the computer system that runs Arizona's
Roosevelt Dam. He did not know or care, but federal
authorities said he had complete command of the SCADA
system controlling the dam's massive floodgates.
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Post Quotations (cont.)

* Massoud Amin, a mathematician directing new security efforts in the
industry, described the North American power grid as “the most
complex machine ever built.” At an April 2 conference hosted by the
Commerce Department, participants said, government and industry
scientists agreed that they have no idea how the grid would respond to
a cyber-attack.

What they do know 1s that "Red Teams" of mock intruders from the
Energy Department's four national laboratories have devised what one
government document listed as "eight scenarios for SCADA attack on
an electrical power grid" -- and all of them work. Eighteen such
exercises have been conducted to date against large regional utilities,
and Richard A. Clarke, Bush's cyber-security adviser, said " the
intruders “have always, always succeeded.”
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