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Abstract—While open communication infrastructures are em-
bedded into smart grids to support vast amounts of data
exchange, it makes smart grids vulnerable to cyber attacks. In
this paper, we investigate the effects of Denial-of-Service (DoS)
attacks on load frequency control (LFC) of smart grids. In
contrast with existing works, we consider the problem that how
DoS attacks affect the dynamic performance of a power system.
The state space model of power systems under DoS attacks is
formulated as a switched system. By applying switched system
theories, the existence of DoS attacks that make the dynamics of
a power system unstable is proved. A two-area power system is
used to conduct case studies. The dynamic performance of the
power system, such as convergence and steady-state errors, is
compared under different DoS attack scenarios. It is shown that
the dynamic performance of the power system is affected strongly
if the adversaries launch DoS attacks before the dynamics of the
power system converge.

Index Terms—Smart grids, denial-of-service (DoS) attacks,
load frequency control (LFC), switched systems, power system
dynamics.

I. INTRODUCTION

Several large blackouts recently, such as 2003 North Amer-
ican and 2012 Indian blackouts, highlight the importance of
improving the capability of real-time situational awareness
for power systems. Therefore, future smart grids will use
advanced two-way communication and intelligent computation
technologies to provide better situational awareness to utilities
in terms of power grid states. While these technologies facili-
tate the aggregation and communication of both system-wide
information and local measurement data in selected locations,
they introduce new cyber-physical security challenges for
keeping smart grids operate safely and reliably [1]. There are
already several reported attacks on power grids in U.S. [2],
[3].

The importance of securing current and future power grids
has attracted more and more attentions from both the academia
and industry communities. In [4], the authors pointed out that
replacing proprietary network by open communication stan-
dards exposes process control and SCADA systems to cyber
security risks. A class of false data attacks on state estimation
in power SCADA system, bypassing the bad data detection,
were firstly presented in [5]. In [6], adversaries were assumed
to only know the perturbed model of power systems when
they are designing false data attacks against state estimations.

In [7], the smallest set of adversary-controlled meters were
identified to perform an unobservable attacks.

Although these works are very promising, they considered
only static state estimation in power systems without noticing
the impacts of attacks on dynamics of power systems. Re-
garding cyber attacks on SCADA control systems, a lot of
challenges were identified by A. A. Cardenas et al in [8],
[9]. In [10], Y. Mo et al., studied false data attacks on a
control system equipped with Kalman filter. As one of the
few automatic control loops in SCADA power systems, Load
Frequency Control (LFC) under cyber attacks is considered in
Viking projects conducted in [11], [12]. They performed the
analysis of the impacts of cyber attacks on control centers in
power system, by using reachability methods. However, they
only considered the scenario that control center is attacked
and controlled by adversaries. In fact, it is harder to attack
the control center than to compromise the communication
channels in the sensing loop of a power system.

In this paper, we consider DoS attacks on the communica-
tion channels in the sensing loop (measurements telemetered
in remote terminal units (RTUs) are sent to control center)
of power systems. We show that adversaries may make power
systems unstable by properly designing DoS attack sequences.
To launch a DoS attack on the communication channels,
the adversaries can jam the communication channels, attack
networking protocols, and flood the network traffic etc. [13],
[14]. If attacked, measurement packets sent from sensors
through this channel will be lost. Thus, it is reasonable to
model the power system under DoS attacks as a switched
system, by formulating DoS attacks as an switch (on/off)
action in the sensing loop of the power system. The existence
of DoS attacks that are able to destabilize power systems
is proved by using switched system theories. Case studies
are conducted to evaluate the effects of DoS attacks on the
dynamics of a power system.

The remainder of this paper is organized as follows. In
Section II, the power system with DoS attacks is modeled
as a switched system. Then, the existence of DoS attacks that
can make the power system unstable is proved in section III.
A two-area LFC model is used to evaluate the effects of DoS
attacks on the power system in section IV. Finally, conclusions
are made in section V.

Notation : R
n, R

m denotes the n dimensional and m



Fig. 1 Two-area Load Frequency Control (LFC) under DoS attacks

dimensional Euclidean space, respectively. The superscript ’T ’
denotes the transposition of vectors or matrix. Notation P > 0
means positive definite.

II. MODEL OF POWER SYSTEMS WITH SWITCHING DOS
ATTACKS

In this section, the classical model of LFC [15], [16] is
extended to include DoS attacks existing in sensing channels
for the multi-area interconnected power system, shown in
Fig.1. In Fig.1, the telemetered measurements for RTUs are
sent back to the control center of LFC through communication
channels (either wired or wireless networks). The adversaries
launch DoS attacks by jamming the communication channels
or flooding network traffics to cause congestions in networks.
Thus, the telemetered measurements are lost. Without feed-
back measurements, the control center can not update its
control commands in time and the dynamic performance of
the power system will be influenced. For LFC studies, all the
generators in each area are represented equivalently by one
single machine. In the following models in this paper, we omit
the time t in every variable for convenience, such as x(t) is
written as x.

For area i, the dynamics of LFC are described by:
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where
Δfi frequency deviation;
ΔPmi generator mechanical power deviation;
ΔPvi turbine valve position deviation;
ΔPci load reference set-point;
ΔP i

tie tie-line power flow in area i;
ΔPLi load deviation
Mi moment of inertia of generator i;
Di damping coefficient of generator i;
Tgi time constant of governor i;
Tchi time constant of turbine i;
Tij stiffness constant;
βi frequency bias factor of area i;
Ei =

∫
ACEi, ACEi is ith area control error;

Ri speed droop coefficient.
Furthermore, we can write the state space model of the

above dynamics for LFC in area i as follows:
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Fig. 2 The model of the power system under DoS attacks

Bi =
[
0 0 1

Tgi
0 0

]T
;

Fi =
[ − 1

Mi
0 0 0 0

]T
.

Remark 1: Here, we only consider ΔPLi = constant cases.
For a sufficient duration following a step load change, it does
not influent the stability of power system.

For the whole multi-area power system, an linear time
invariant(LTI) interconnected model is given by:

ẋ = Acx+Bcu (3)

where
x =

[
x1 x2 · · · xn

]T
;

u =
[
u1 u2 · · · un

]T
;

Ac =

⎡
⎢⎢⎢⎣

A11 A12 · · · A1N

A21 A22 · · · A2N

...
...

. . .
...

AN1 AN2 · · · AN

⎤
⎥⎥⎥⎦;

Bc = diag
{

B1 B2 · · · BN

}T
;

The sampled discrete-time model is:

x(k + 1) = Ax(k) +Bu(k) (4)

where, A = eAch, B =
∫ h

0 eAcτBcdτ , h is the sampling
period.

We consider the optimal state feedback controller

u = −Kx (5)

for the power system.
However, the communication channels are assumed to be

attacked and the following DoS attacks are conducted. The
adversaries attack the communication channels, by preventing
the sensed measurements in RTUs to be transmitted success-
fully to the control center. We can model DoS attacks as an
switching on/off event of states x as shown in Fig.2. We denote
the equivalent controller by

u(k) = −Kx̃(k). (6)

Since we consider the controller equipped with zero-order-
hold (ZOH), DoS attacks on x can be modeled as the
following:

{
x̃(k) = x(k) if, S1;
x̃(k) = x̃(k − 1) if, S2

(7)

Define the augmented state z(k) = [xT (k), x̃T (k − 1)]T .
By integrating the (6) into (4). We get the closed-loop form:

z(k + 1) = Φσiz(k) (8)

where σi represents the switch position, σi = 1 for position
S1, σi = 2 for position S2.

Φ1 =

[
A−BK 0

I 0

]T
; Φ2 =

[
A −BK
0 I

]T
;

Remark 2: DoS attacks are performed or not, according to
intentionally designed ith sequential time interval [tsi, tfi).
For example, the switch position is in S1 for time interval
[k, k + 10), then S2 for [k + 11, k + 30).

III. EXISTENCE OF SUCCESSFUL DOS ATTACKS IN SMART

GRIDS

In this section, it will be shown that DoS attacks can make
the power system unstable by carefully designing the sequen-
tial attacking time intervals of DoS attacks. In the previous
section, the power system with DoS attacks is modeled as
a linear switched system. The problems of the stability of
switched systems has been extensively addressed, such as [17],
[18]. On the one hand, the whole system which comprises of
several unstable subsystem can be stable by properly designing
switching strategy among these subsystems. On the other hand,
it can be made unstable too, by improperly switching among
even stable subsystems. From the adversaries point of view,
they may be able to make the whole power system unstable
by choosing proper switching strategies.

At first, we will show the necessary and sufficient conditions
for the stability of switched systems.

Theorem 1. [18] A switched linear system (8) where Φσi ∈
{Φ1,Φ2, · · · ,ΦN}, is asymptotically stable under arbitrary
switching if and only if there exists a finite integer n such that

||Φi1Φi2 · · ·Φin|| < 1 (9)

for all n − tuple Φij ∈ {Φ1,Φ2, · · · ,ΦN}, where j =
1, 2, . . . ,n

According to the above Theorem 1, it may be possi-
ble for adversaries to find switching rules to make power
systems unstable as long as these switching rules make
||Φi1Φi2 · · ·Φin|| ≥ 1 happen. In fact, we can equivalently see
the switched system (8) in this paper as an average system

Φα = αΦ1 + (1− α)Φ2 (10)

where 0 < α < 1.
Then, we can get the following theorem to show there might

exist some switching DoS attacks make the power system (8)
unstable.

Theorem 2. The switched linear system (8) where Φσi ∈
{Φ1,Φ2}, is unstable, if there exists a constant 0 < α < 1
such that the average system Φα = αΦ1 + (1− α)Φ2 has an
eigenvalue with magnitude outside the unity circle.



Proof: Consider the time interval [ts, tf ), η = tf − ts
for the switched linear system (8) where Φσi ∈ {Φ1,Φ2}.
We assume, without attacks, the switched linear system (8)
stays at Φ1 for αη seconds. Then, the adversary starts the
DoS attacks. That means the switched linear system (8) stays
at Φ2 for (1 − α)η seconds. The state of system (8) at time
instant tf will be

x(tf ) = eΦ1αηeΦ2(1−α)ηx(ts) (11)

Let Φ(tf ) = eΦ1αηeΦ2(1−α)η. The system (8) is unstable, if
Φ(tf ) has eigenvalues which are outside the unity circle. For
some commutable and Hurwitz matrices Φ1 and Φ2,

Φ(tf ) = eΦ1αηeΦ2(1−α)η = eΦ1αη+Φ2(1−α)η = e(Φ1α+Φ2(1−α))η

(12)
Thus, the system (8) is unstable, if its equivalent average sys-
tem matrix Φ1α+Φ2(1−α) has eigenvalues with magnitude
outside the unity circle.

Remark 3: In this paper, our main objective is to analyze
how DoS attacks on communication channels could disturb
the operations of the power grid. Thus, the defense mech-
anisms at the control center are not included in this work.
However, it will definitely be our future work on this project.
To defend the DoS attacks, there are mainly two different
categories of defense strategies in smart grids, either to apply
intrusion detection and remove attacks in the cyber layer or to
correspondingly adjust demands and generations in physical
layer to stabilize the frequencies of power systems again.

IV. CASE STUDIES

In this section, a two-area model shown in Fig.1 is used
to evaluate the impacts of DoS attacks on power systems.
The generators in each area are modeled as a single equiv-
alent generator. Matlab/Simulink is chosen as the simulation
environment. In this paper, we consider DoS attacks existing
in communication channels in the sensing loop of the power
system. That is the feed-back channel (measurements which
are sent from remote terminal units (RTUs) to control center)
in the power system.

All the parameters of the two-area power system are given
in Appendices. In this study, we use 100 MVA as the base
unit for per unit (p.u.) calculations.

The original linear quadratic optimal controller is u = Kx.
By using the command dlqr in Matlab 2012 and setting
Q = 100 ∗ diag([1111111111]),R = 100 ∗ diag([11]), we
get the controller gain. We consider the adversary will launch
the DoS attacks according to the proposed switching sequence
method in Theorem 2. We will see how the dynamics change
according to different DoS attacks launching time, indexing
by 0 ≤ α < 1. The time duration is set to be [0, 300]. Four
cases are considered in this paper:
Case 1: α = 0, the power system operates normally.
Case 2: α = 0.1, the power system operates under DoS attacks
which start at T = 300 ∗ 0.1 = 30.
Case 3: α = 0.2, the power system operates under DoS attacks
which start at T = 300 ∗ 0.2 = 60.

Case 4: α = 0.5, the power system operates under DoS attacks
which start at T = 300 ∗ 0.5 = 150.

The dynamics of the two-area power system are shown
in Fig.3 and Fig.4. These figures illustrate the effects of the
proposed DoS attacks on the two-area dynamic power system.
On the one hand, from Fig.1 and Fig.2, it is shown that DoS
attacks affect the dynamics of the power system seriously
when α = 0.1. Thus, it is reasonable for the adversary to
launch DoS attacks as early as the dynamic power system
does not converge. As long as the dynamics of the power
system converge, the DoS attacks might not work any more,
such as the case when α = 0.5. On the other hand, the
convergence of frequencies and tie-line powers in both area
1 and area 2 are affected by the DoS attacks much more
seriously than other two elements of the state of the power
system. Because frequencies and tie-line powers are mainly
telemetered from measurement devices in RTUs, they are sent
through communication channels which might be under DoS
attacks. In general, the dynamics of the power system under
DoS attacks are worse than it runs normally.

V. CONCLUSION

This paper considered the problem that how DoS attacks
in the cyber layer of smart grids can affect the dynamic
performance of physical power systems. The power system
under DoS attacks was modeled as a switched system, by for-
mulating DoS attacks as an switch (on/off) action on sensing
channels. We identified the existence of DoS attacks that can
destabilize power systems, by using switched system theories.
In case studies, a two-area LFC model was built to evaluate the
effects of DoS attacks with different attack-launching instants.
It shows that DoS attacks can affect the dynamic performance
of the power system badly if they are launched early before
the dynamics of the power system converge. Its dynamics are
weakly influenced when adversaries enable DoS attacks after
the dynamics of the power system converge.

APPENDIX A

Two-area power system parameters are shown as follows
[16].
Area 1:
Tch1 = 0.3s, Tg1 = 0.1s, R1 = 0.05, D1 = 1,
M1 = 10, β = 21.
Area 2:
Tch2 = 0.4s, Tg2 = 0.17s, R2 = 0.05, D2 = 1.5
M2 = 12, β = 21.5.
T12 = 0.1986pu/rad
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