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• Dominant architecture in power grid: centralized 
control center (CC)
– With limited local control: protection, transformer tap 

changes, reactive power control
• Big changes in the “smart grid” need 

decentralized apps
– Renewables
– Much larger #sensors in field
– Faster resonse than round trip to CC
– Intermittent loads (batteries: charging and DR)
– CC is single point of failure AND attack

Background
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• Challenges for CC based monitoring and control
– Large amount of measurement data
– Large set of system variables
– Intermittent nature of DERs (e.g. wind farms) and 

battery operated loads (e.g. EVs)
– Slow control action response

• Challenges for completely local control
– Based on local disturbance and limited network 

visibility
– Possible cascading effect on the neighboring areas

Challenges Abound!
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• Decentralized apps are here!
• “consensus” appearing in power papers
• Make RASs dynamic

– Now configured on install
– What happens when power topology and 

operating point changes?

• Can be hierarchical based on power topology

Decentralized Apps
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Vision for Decentralized Apps
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• Two huge facts of life:
– Variable (computer) network delay
– Partial failures

• So different cooperating processes can see
– Different message arrival order
– Different failures
– Different timeouts
– Different group membership

• Very subtle boundary cases for power engineers 
to program! Can result in inconsistent decisions.

Distributed Computing is HARD
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• Only based on messages seen locally
How to agree on a value?
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• Since 1979!
• Theoretical papers, most algorithms never 

programmed
• Papers very hard for a MSCS student to 

understand
– Impossible for a power engineer to deeply 

understand, or even find
– Ergo probably lots of boundary cases being missed 

across the industry

Distributed Coordination R&D
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• Decentralized Coordination Blocks
• Package up and make useable solutions to the 

most useful coordination problems (open source)

DCBlocks
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• Group discovery/formation
• Group membership
• Agreement/consensus
• Group management
• Leader election
• Voting
• Ordered multicast (ABCAST)
• Mutual Exclusion

• Version 0: Shwetha Niddodi, Decentralized Coordination Building 
Blocks (DCBlocks) for Dedentralized Monitoring and Control of 
Smart Grids, WSU MS Thesis, December 2015.



Overview of DC Algorithms

• Consensus – Processes agree on one or more values from a set of proposed values.

Where,
• N = Number of processes
• F = Number of faulty processes
• K = Max possible decision values in K-set algorithm
• T = Message delay

9/25/2018MS Thesis Defense
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Name Failure Model Computational Complexity
Message complexity Time complexity

(Number of rounds)

Simple Consensus Crash, Omission,
Byzantine

N(F + 1) F + 1

Interactive Consistency Crash, Omission,
Byzantine

N(F + 1) F + 1

K-set Crash, Omission,
Byzantine

F/K + 1 F/K + 1

Paxos Crash, Omission,
Byzantine

(2F+1)(N- 3) 4T

2 Phase Commit None 2(N – 1) 2

3 Phase Commit Crash 3(N – 1) 3 to 6



• Power: LOTS (next slide)
• Smart Transportation:

– Intersection management for city-wide throughput 
management

– Countryside peer-peer coordination of vehicles
• UAV swarms: collective decisions

– May later add in specification/constratins for emergent 
behavior

• Both Smart Transportation & UAV Swarms need much 
faster group management (future research)
– Maybe imperfect
– Maybe using position and velocity vector to predict when 

out of range

Use Cases Identified So Far
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• Identified 3 more at a DOE review meeting a fortnight ago….. 

Power Use Cases So Far ([Nid15])
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Decentralized Power 
Applications

Applicable DC Algorithms Pub

Distributed Voltage Stability Group Membership, Leader Election, ABCAST [LNS+16]

Distributed State Estimation Group  Membership , Leader  Election , ABCAST [LSA+16]

Distributed Remedial Action 
Schemes

Group  Membership , Simple Consensus, ABCAST [LSA+16]

Decentralized Wind Power 
Monitoring and Control

Group  Membership , Leader  Election , ABCAST

Distributed Frequency Control Group Discovery, Group  Membership , Leader  Election ,  
Supply Agreement, ABCAST

Decentralized Optimal Power 
Flow

Group management, Supply Agreement, ABCAST

Decentralized Reactive Power 
Control

Group management, Interactive Consistency Algorithm

Decentralized Inverter Control Group management



• Decentralized/dedentralizeable decisions
• Decision in one place but may rotate/change 

(e.g., with failure or changing power 
conditions)

• Race conditions possible
• “Inconsistent” decision possible with ad hoc

techniques 

Attributes of a Candidate Algorithm
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• Support multiple algorithms for each block (and each 
failure assumption?): best tradeoff

• Very configurable:
– Leader election and others decided on cyber-physical 

properties:
• Cyber: CPU capacity, memory, …
• Physical: location in power topology, local actuators, ….
• Cyber+physical: availability of power config data or SE outputs, …

• Switch between failure assumptions when needed
• Management plane to simplify use of the above
• Quicker but imprecise group management for UAVs

Future Directions
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Implementation of DLSE and RAS using 
DCBlocks

The implementation steps of 
DLSE using DCBlocks are:

1.Initialization on each 
computational node.

2.Initial grouping.

3.The nodes join the group using 
addMember method.

4.Each node starts leader election.

5.Each node starts to send its local 
power measurement to its group 
leader and backup leader.



Implementation of DLSE and RAS using 
DCBlocks

6.The node sends topology change 
information to the leader.

7.The boundary bus voltage phasor 
value and tie line current phasor 
value is obtained from the 
adjacent group leaders.

8.Leader runs the DLSE monitoring 
algorithm.

9.Leader runs the RAS to monitor 
any overload conditions.



Implementation of DLSE and RAS using 
DCBlocks

• If the leader is detected as faulty, then a secondary back up computational node leader 
is elected to take over to run algorithms. Requirements for this include:
1. Confirmation of data consistency between the leader and backup node, ensuring a seamless 

fall-over for any failure.

a) If the status of leader’s communication channel cannot be checked, nodes of the group should vote on 
switching to the backup.

b) If the fault is detected on the leader’s communication channel, the backup leader can announce to the 
members that it’s the new leader.

2. In the case of any leadership changes, a new leader election should occur to ensure two leaders 
are receiving all the data.

Back to Outline



DLSE Simulation Results
• A modified IEEE 118 bus system is used to validate the 

performance of the DLSE and RAS.



Simulation Result for DVS

• To test DVS monitoring and control, IEEE 30 bus system is implemented in the Deterlab platform
• The Deterlab is a network emulator which can be used to implement network latency and system 

applications.
• Each bus is represented as a Deter node.
• IEEE 30 bus system consists of 2 generator, 3 reactive power generator (synchronous Condensors), and 

13 additional reactive resource at the load bus.

• Decentralized monitoring and control
– Split large power system into number of small groups
– Control action coorindatined in groups



Simulation Result for DVS
• Based on initialization, each group comprises of following buses.

– Group 1 = {10, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21}
– Group 2 = {1, 2, 3, 4, 5}
– Group 3 = {6, 7, 8, 9, 11, 22, 23, 24, 25, 26, 27, 28, 29, 30}

a. Group 1 b. Group 2

c. Group 3

Case 1: Normal Condition



30 Bus DVS Simulation

Phasor measurement
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Case 2: Voltage stability problem and resolved within the group



Simulation Result of DVS
Case 2: Voltage stability problem and resolved within the group

a. Group 1 b. Group 2

c. Group 3



30 Bus DVS Simulation – Case 3

Phasor measurement

Group 2Group 1

Group 3

Substation Computer

Substation Computer

Substation Computer

Substation Computer

Leader Substation Computer

Substation Computer

Substation Computer

Substation Computer

Substation Computer

Substation Computer

Substation Computer

Substation Computer

Substation Computer

Leader Substation Computer

Substation Computer

Substation Computer

Substation Computer

Substation Computer

Substation Computer

Substation Computer

Substation Computer

Substation Computer

Leader Substation Computer

Substation Computer

Substation Computer

Substation Computer

Substation Computer X

Merge Request
Case 3. Voltage stability problem and regrouping is needed



Simulation Result of DVS
Step 1: Voltage stability problem and regrouping is needed

b. Group 2

c. Group 3

a. Group 1



Simulation Result of DVS
Step 2: Split into original groups

d. Split into original group 1

f. Split into original group 3

e. Group 2
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