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1.1 Project proposal

Title: DESIGN AND IMPLEMENTATION OF A SIMULATION PLATFORM FOR TESTING
NEW CO~MUNICATION SYSTEMS WITH PARTICULAR E~PHASIS TO
INTERDEPENDENCY ANALYSIS

Area: ICT

Key-words (3): critical infrastructure protection, federated simulation, wide-area distributed control
system

Place of implementation: ENEA, C.R Casaccia and Washington State University

United States of America research unit: School of Electrical Engineering and Computer at the
Washington State University

United States of America funding (if any): N/A

Italian Institution submitting the proposal

(University, Research body, other: specify): Research body
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1.3 Italian scientific co-ordinator's cv (max; 20 lines including 5 bibliographical references)

Sandro BOLOGNA received the degree in physics from the Univerity of Rome, Italy, in 1972.
Since his graduation he has been working for ENEA (Italian National Agency for New Technology,
Energy and the Environment) in the area of process control, with a special emphasis on the area of
computer applications for industrial plant operation and control. His research interests include
computer based systems design, with special emphasis to the problem of dependability, knowledge
engineering and knowledge-based decision support system design. More recently he has started to
work in the area of critical infrastructure protection, with a special emphasis to vulnerability and
interdependencies modeling, simulation and and analysis. He is at the present in charge for
ENEA's Strategic Project "Management, Safety and Security of Technological and Energy
Networks" (http://www.progettoreti.enea.it).

S. Bologna, "Special Isme on Complex Nenvork and Infrastructure Protection ", tnt. J. Crit.
[nfrastr, VolA. Issue 1/2 (2008). C. Balducelli, S. Bologna, L. Lavalle, G. Vicoli, "Safeguarding
information intensive critical infrastructures agaillSt novel types of emergitw failures" Int. Journal
of Reliability Engineering & System Safety, ScienceDirect, Voln. N.9, 2006 pp 1218, Elsevier. V.
Rosato. S. Bologna, F. Tiriticco "Topological properties of high-voltage electrical trallSmission
networks" Elect. Powe. System. Res. 77 (2007) 99. L. IssacharolT, S. Bologna, V. Rosato, G.
Dipoppa, R. Setola, E. Tronci, "A dynamical model for the study of cumplex systsm's
interdependence" Proceedings of International Workshop on Complex Networks and Infrastructure
Protection (CNIP06), Rome, March 28-29, 2006. C. Balducelli, S. Bologna, A. Di I'ietro, G.
Vicoli, "Analysing Interdependencies of Critical Infrastructures using Agent DiscH'te Event
Simulation" Int. Journal of Emergency Management, Vol. 2, NO.4, 2005. pp. 306-318.
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1.4 DESCRIPTIOl'l OF THE PROJECT

I) INTRODUCTION. Despite the importance of critical infrastructures (CI) like electricity and
telecommunIcatIon, the understanding of the complex system of critical infrastructures with all their
dependencies and interdependencies is still immature. The study of these systems demands joint
mterdlsclphnary efforts of researchers, industrial stakeholders and governmental organisations to
overcome all the difficulties involved (e.g. availability of models and data for single infrastructures.
interoperable simulation of multiple infrastructures, test beds and benchmarks for protection
solutions). Among the other, the objective of the Modelling and Simulation Unit at ENEA-Casaccia
(CAMO in the following) is to develop a methodology for the federated simulation of different CI
models and to implement a middleware supporting the methodology. This middleware will be the
basis for an e-Infrastructure, based upon open standards, devoted to foster and support research on
all aspects of CIs with a specific focus on their protection (CIP).

On the other end, this e-Infrastructures should take into account the process of
modernization of the monitoring and control technologies of CIs. Indeed, this technologies are
improved to face a series of new problems/requirements demanded by stakeholders and CI
operators. In this regard (in particular for the demand of the electric power system for a flexible
communication system) the School of Electrical Engineering and Computer of the Washington
State University (EECS in the following) designed the GridStat middleware to manage network
resources to achieve low-latency, reliable delivery of information produced anywhere on the
network and sent to multiple other points, i.e. GridStat provides QoS-managed multicast.

The aim of the proposed joint research project is to integrate the knowledge and efforts of
the two partners in order to propose a framework for a) the analysis of CIJ' methodologies b) the
validation and integration in the framework of new technologies for the monitoring and control of
the single infrastructures. Methodologies and tools developed in this context should be the basic
prerequisites to develop adequate solution for CIP strategies and to propose Crisis Games and Crisis
Management procedures to adopt effective "Homeland Security" actions.

2) OBJECTIVES. The partners of this proposal arc involved in the study and analysis of different
aspects and methodologies for the CIP problem, that is now considered a key research area by the
Italian and U.S. governmental institutions. Indeed, the challenge is to promote the development of
new technologies, the education of new researchers and the involvement of the industrial partners to
face the incredible loss of economic resources and, in some case, the loss of human lives, due to the
failure of one or more critical infrastructures.

In order to face this challenge. the main objective of this proposal is to integrate the
methodologies and tools developed by the CAMO Unit with the GridStat, a novel middleware
framework developed by the EECSthat is suitable for the monitoring and control application of the
wide area power grid.

The efforts and resources deployed in this cooperation should result in a proof of concept
framework useful for a) the development of modeling and simulation tools for the understanding
of the Cis interdependencies, b) the development of a simulation engine for the validation of the
GridStat middleware framework for the monitoring and control of the wide-area power grid.

3) METHODOLOGY - The project management will enable the partners to achieve their
objectives particularly by precise definition of the project, establishing concise and adequate
structures for the project and assignment of the tasks to the available resources. The project
implementation plan is arranged in different steps:
\. STEP I (duration 8 months):

I. Identification, analysis. evaluation of: a) requirements for the simulation e Infrastructure
(and b) the available resources and technologies for the development of the simulation e-
Infrastructure (CAMO):



2. Identification, analysis, evaluation and consolidation the requirements of a) the next-
generatIon power grid's communication infrastructure b) the technologies in the computer
sCIence field of distributed computing for the grid modernization (EECS);

3. Involvement of the operators, stakeholders and governmental institutions to set up a
common platform for the exehange of data, requirements and technologies (CAMO, EECS).

B. STEP 2: (duration 12 months)
I. Development of a middleware that will allow the federated simulation of different critical

infrastructure simulators (CAMO);
2. Identification, evaluation and analysis of a Application Program Interface (API) library for

the integration of the Gridstat middleware with the federated simulator engine. (CAMO,
EECS);

3. Development of the API library for the integration of the Gridstat middleware with the
federated simulator engine (EECS).

C. STEP 3: (duration 4 months)
I. Deployment of the federated simulation middleware on the available computational

distributed resources (ENEAGRID, EECS labs) (CAMO);
2. Deployment of the GridStat middleware on the available computational distributed

resources (ENEAGRID, EECS labs) (EECS).

D. STEP 4: (duration 12 months)
I. Identification of a benchmark scenario (CAMO, EECS);
2. Development of the models relative to the infrastructure involved in the benchmark

scenario(CAMO. EECS);
3. Prototypic implementation of the proposed ICT architecture as a proof of concept (CAMO,

EECS);
4. Evaluation of the prototypic implementation(CAMO, EECS).

4) RESOURCES - The ENEA financial resources are coming from the participation to the national
Project CRESCO (www.cresco.enea.it) and to the EU-FP7 DIESIS (www.eu-diesis.org) and can be
evaluated to 800.000 euro for the three years to come. Each member of the Italian Reserch Unit is
devoted to the Project with the following percentage: Sandro Bologna 20%, Giovanni Dipoppa
80%, Vittorio Rosato 20 %, Giordano Vicoli 20%, Alberto Tofani 100%. All the scientific
instrumentation and ICT resources for the project implementation are already available and in use.

The Washington State University financial resources are coming from multiple sources: the
National Science Foundation (NSF), Department of Homeland Security (DHS), and Dept. of
Energy (DOE). The amounts are not yet certain, but will be aggressively pursued as follows. Prof.
Bakken and the GridStat project are one of the 4 founding universities involved with the national-
level center, Trustworthy Cyber-Infrastructure for the Power Grid. This is funded from 2005.08
through 2010.08 for $7.5M, mainly by NSF but also by DHS (SIM) and DOE (SIM), in a rare
collaboration between these agencies. NSF allows for requests for supplemental funding which,
given funding from another agency (especially one from another country, and doubly so for an
important ally such as Italy), is relatively easy to procure. DHS also has very strong interests in
studying the interactions between multiple critical infrastructures, as this proposed project will do.
We will aggressively also apply for funding here, should the award be funded from the Italian side
as requested.
5) EXPECTED RESULTS - Methodologies and tools developed in this joint research should be
the basic prerequisites to develop adequate solution for Critical Infrastructure Protection (CIP)
strategies and to propose Crisis Management procedures to adopt effective "Homeland Security"
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actions. Moreover, the methodologies and tools are supposed to be the basis platform for the
evaluation of new technologies in the field of monitoring and control of CI.
The results of the proposed research project are expected to be relevant for all the owners, the
decision makers and the operators of the Italian, European and U.S infrastructures, governmental
agencies, regional and national Departments of Civil Protection, research institutes and universities.
In particular, this research work foster the support and full cooperation of the different partners in
charge for studying (inter) dependencies of critical infrastructures as well as to improve their
monitoring and control procedures and technologies.

6) Collaborations already developed with the partner country - Up today the collaboration has
been developed only at the level of visit exchange. In particular, Prof. Dave Bekken has been
visiting ENEA in the June 2006 and his staff (Prof. Carl Hauser) has been participating to the
International Conference CNIP06 (http://www.progettoreti.enea.itlcnip06/) organized by ENEA in
the spring 2006.

Prof. Bakken also has developed complimentary ties with Italian researchers that can he
used to broaden the impact of the proposed research. He co-hosted a workshop "Next-Generation
Power Grid Communcaition for Better Control and Protection" with Prof. Roberto Baldoni of U.
Roma in May 2005. Attending were approx 20 from the electricity industry in Italy, including
ENEA. Prof. Bakken was on sabbatical in Norway in 2004-05 and was very active in developing
collaborations and technical cross-pollenation with many EC researchers. He gave a keynote
presentation in February, 2005 on an EC workshop on ICT for the power grid in Brussels. He also
was co-organizer and Program Committee Member for International Workshop on Critical
Information Infrastructures (CIlW'05), International Institute for Critical Infrastructures,
Linkoping, Sweden. May 17-18,2005. Finally, Prof. Hauser also visited U. Roma in 2006 and
discussed critical infrastructure protection with Prof. Baldoni's research group.
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