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Examples of CYber Attacks 

Illustration: John MacNeill 

UAV attack, demonstrated June 20131 

Superyacht attack, demonstrated July 20132 

Phasor measurement unit attack,  
demonstrated December 20113 

Automotive radar also appears vulnerable 

1 A.J. Kerns et al. Journal of Field Robotics, 31(4): 617–636, 2014. 
2 J.A. Bhatti and T.E. Humphreys.  2014. In preparation. 
3 D.P. Shepard, T.E. Humphreys, A.A. Fansler.  International Journal of Critical Infrastructure Protection,  2012. 



Distributed laboratory space with 
open/Remote access 

• Develop and use 
open/Remote access,  shared 
engineering laboratory spaces  

• Potential laboratories: 
robotics, power systems, 
drones, medical systems, etc. 

• Shared cost and leveraging 
expertise 
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Images: Vehicle: I. Lee, KOCSEA Workshop 2014; Microgrid: https://der.lbl.gov/ 



Classroom and research access to 
remote laboratory experience 

• “Bare bones” multi-robot laboratory ~ $250k 

• Price is a major stumbling block for many 
universities and research groups 

• Research is done in isolation 

• Resource competition 

Image: M. Egerstadt; Ga Tech. White Paper. 2015.  



Combination of  research and 
education 

• CPS security is a key requirement of these 
laboratories 

• Real-time code verification needs to be 
developed 

• Multiple groups of researchers and students 
can simultaneously work on the systems 

• Competitive educational games can be played 
to test security of the systems 

 

 

 



Energy, Power, Control & Networks 
(EPCN) 

• Design and analysis of complex dynamic 
systems integrating sensing, imaging, control, 
networking, and computational technologies 

• Emphasis on electric power systems  

– generation, transmission, distribution 

•  High power electronics and drives 

• Regulatory and economic structures 



Energy, Power, Control & Networks 
(EPCN) 

• Energy Harvesting, Storage Devices and Systems 
• Solar and Wind Energy and Integration of 

renewables with Grid 
• Monitoring, Protection and Cyber Security of 

Power Grid 
• Advanced Power Electronics and Electrical 

Machines 
• Electric and Hybrid Vehicles; Integration with Grid 
• Policy, Economics, Consumer Behavior and the 

Power Grid 




