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Source: NIST Framework and Roadmap for Smart Grid Interoperability Standards, Release 2.0, February 2012

@Es

Power & Energy Society®




SCADA Network

Dispatcher

Training

Simulators
Usar

IF: 10.0,1.50-55

Control Center

Intranet Other Intranets

Router
1P 10.0.5.102 g

Corporate WAN yFT1 I~

<]

EPES

Power & Energy Society®

Mod 1
=m Application  SCADA Dalabase |
Firewall Servars Servers, Servers, Firewall, :
P:100.4.400'  IP:10.0.115 IP: 10.0.16-10 IP:100.1.11-15 IP:10.0.1.101 !

1

|

I

Frama Relay Metwork !

Enginesaring
Consolas
IP: 10.0.5.80-85

Firewall
IP: 10,0.5.101 Application Servars

IP: 10.0.5.150-155

Radiowave / Dedicaled Lina

Corporate WAN

I
gm Dala ]
Concentratar :
IF: 10.0.10.70 | Firewall,
User L IP: 10.0.10.0 Remote Accass Metwork
::t_e:f;;erﬂ 1-3 2] ; through Dial-up, VPN, or y -
T - n -1-- Wirsless ;
Fouter, 10.0.10.3 F'elr";:ﬁzr ar
— i r
Diata Cancantrator Madarm - = Site Enginears
IP-10.0.10.71 ’,-" A
- LY
0.9
GPS Receivar
Hackers
IP: 10.0.0.10.55 AeHes
Wireless Hub, IP: 10.0.10.80
’ IEDs
N Substation Intranet| = ------ Remota Accass Connection thraugh TCRIP

= == Connection throegh DMP/Modbus Protocol




———— ~
Cyber Threats & Attacks to Critical Infrastructures

GAO recognizes that critical infrastructures are vulnerable to cyber attacks from numerous
sources, including hostile governments, terrorist groups, disgruntled employees, and other
malicious intruders. [General Accounting Office, CIP Reports, 2004 - 2014]

Cyber-Based Attacks

‘

Denial of

Service
(DoS)

Protocol
Attacks

v

Threats to Critical Infrastructures
(Power Grid, Oil & natural gas, Water distribution, Transportation, ..)

s —— ¢




-

Risk Modeling

Risk = Threats x Vulnerability x Impacts

ife N

* Threats capture * Vulnerabilities are captured through cyber
human aspects like layer models
* Attacker behavior .

Firewalls, password mechanisms, network

* Attacker objectives  Impacts modeled through physical system
* Hard to quantify measures
* Ignored in traditional * Loss of load (most common)

risk modeling * System Operating Limits

* Locational Marginal Prices

Source: Critical Infrastructure Protection Program, School of Law, George Mason University, “Critical Infrastructure
( IEEEES Protection in the National Capital Region: Risk-Based Foundations for Resilience and Sustainability,” September 2005.
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Related Work

Paper Main contribution
Holmgren et al. Modeled power system as a graph, attacker/defender interaction
modeled as a zero sum game, impact measured in terms of energy
(MWh).
Chen et al. Attacker/defender interaction modeled as a zero sum game, defender

aims to min. the maximum loss under an attack scenario.

Bompard et al. Equilibrium of zero sum game found as solution to quadratic optimization
problem, impact measured as load lost.

Ma et al. Identifies a number of game-theoretic formulations for different cost
functions and attacker/defender budget.

Saad et al. Provides an overview of applying game theory to various smart grid
applications like demand side management, micro grids, etc.,

*Existing approaches do not capture the cyber-physical interactions adequately.
*Attack effects are simplified and defender model does not consider physical system.
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Problems
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Key Tasks

* Attacker modeling
* Impact modeling
* Game formulation

K. Mitigation strategies /
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Proposed Game-theoretic framework
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Attacker Model
(objectives, behavior)

Impact Characterization
(impact metrics, cost functions)

Defender Characterization
(cost functions, strategies)
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Cyber-Physical cost modeling

Attacker Defender

Cost 3
Cost 1 Cost 4

Cyber Layer > Physical Layer
Cost 2

Attacker Utility = -3 * Attacker costs + Defender costs + Attack Impact costs

Defender Utility = B = Attacker costs - Defender costs - Attack Impact costs

e Cost 1 -the attacker actions in the cyber layer;
e Cost 2 - the attack impacts from the cyber layer to the impacts on the physical system;

e Cost 3 - the defender actions in the cyber layer in terms of security reinforcements;

f' e Cost 4 - the defender actions in the physical layer in terms of new operational strategies.
|
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Case study: Risk assessment (1)

Two player zero-sum game

Flow = 100 MW, ys2
L Limit=150 MW |

Load = 80
MW Attacker strategies — A1, A2

Flow = 20 MW, e Al (Trip R1) more impactful

Flow = 100 MW, i
Limit = 60 MW e A2 (Trip R2) more stealthy

Limit = 100 MW
Bus3

Load = 120 MW Defender strategies — D1,D2

Sample 3 bus power system
* D1 more expensive
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Case study: Risk assessment (2)

Scenario 1: Stealthy attacker - Prefers to be stealthy

AttaCk cattacker cattau:k_im cdefender Scenario 1 D1 D2
pact
Al -1,1 -2,2
Attack 1 10 5 4
Attack 2 7 4 A2 1-1 0,0
Scenario 2: Determined attacker - Prefers attack with max impact
AttaCk cattacker cattm:k_im cdefender Scenario 2 D1 D2
pact
Al -2,2 1,-1
Attack 1 7 5 4
Attack 2 | 10 4 A2 2,2 3,3
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Case study: Risk assessment (3)

Traditional risk assessment
Risk = Prob * Impact

Attack Scenario 1 Risk Scenario 2 Risk
Attack 1 R1=0.6*5=0.3 R1=0.6*5=0.3
Attack2 | R2=0.4*4 =0.16 R2=0.4*4 =0.16

Game theory based risk assessment
Risk = Threat * Prob * Impact

Attack Scenario 1 Risk Scenario 2 Risk
Attack 1 R1=0*0.6*5=0 R1=1*06*5=0.3
Attack 2 R2=1*04*4 =0.16 R2=0*04*4 =0

Assumptions: Prob of attack 1 = 0.6, Prob of attack 2 = 0.4
Threats are based on optimal game strategies. ( 0 <Threat<1 )

Takeaway: Game-theory enables accurate Risk modeling as attacker behavior is also captured.
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Practical Challenges

Scalability of game models

e Adopting hierarchical modeling
e Abstraction to limit size
e Heuristic methods for solving large problems

Attacker/Defender characterization

e Choosing appropriate game models
e Modeling attacker/defender cost functions
e Choosing appropriate solution strategies

Availability of data for modeling costs

 Realistic empirical studies using cyber-physical testbeds
e Conduct simulation studies for power system impacts
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Conclusion

e Risk = Threats * Vulnerability * Impacts
e Traditional risk modeling approaches do not model ‘threats’
 Game-theory could capture attacker behavior in risk modeling

* Proposed game-theoretic methodology capturing both cyber and
physical costs

* Varying game-theoretic formulations can be applied depending on
attacker/defender models

e Scalability of game models is a challenge
* Availability of data for modeling various cyber and physical costs
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THANK YOU ...
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