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Outline

 Computing needs in power system analysis

e Cloud computing technology

ISO-NE’s cloud computing projects
— Migration of power system analysis software to cloud environment
— Cloud-hosted wide area monitoring

* Challenges and conclusions



Computing Needs in Power System Analysis

e Challenges of system model

— Nonlinear, non-convex functions

— Discrete and integer variables

— lll-behaved characteristics

— Hundreds of Thousands of differential and algebraic equations

e Simulation is slow and time-consuming

* Complexity of the power grid today and in the nearest future:
— Distributed resources
— Renewable resources
— High volatility
— Microgrid
— Controls

e Large volume of data
— Time-aligned synchrophasor data (30+ samples per sec.)
— Distributed data (e.g., wind and solar generation)
— Multiple sources (e.g., weather data and gas data)



Evolution of Network Model Size in PSS/E

150,000 bus: PSS/E Revision 30
50,000 bus: PSS/E Revision 22 \

100000 -
10000 - -
12,000 bus; PSS/E Revision 8
1000 - released on the PC
12,000 bus; PSS/E Revision 8
100 - 4,000 bus; PSS/E on a virtual memory

1,000 bus; PSS/E
10 - \ 256 bus: Hewlett Packard 2120

60 bus; Mainframe version

1965 1970 1975 1980 1985 1990 1995 2000 2005 2010

Evolution of Network Model



Transmission Planning

Long range time horizon (1 to 10 years)

* Transmission planning studies need to consider
— Different transmission plan alternatives/topologies
— Different load levels (peak, shoulder and light load)
— Different stress directions (generation dispatch) at each load level
— Thousands of contingencies (N-1)
— 2" |evel contingencies N-1-1

e Steady state analysis: thermal and voltage analysis

. Dynamlc stability: time domain simulation
Need to model all dynamic devices (generators, exciters, governors, power system
stabilizer, HVDC, power electronics, relays, etc)
— Tens of thousands of nonlinear ODEs with time steps in milliseconds and over
50,000 nonlinear algebraic equations
— One twenty seconds time domain simulation normally takes 15 minutes of CPU
time

 Economic studies (10+ years)



Transmission Planning Examples

e Southeast Massachusetts and Rhode Island assessment

— Needs Assessment
* 36 power flow cases, 295 first level contingencies, 2,122 second level
contingencies
* 36 *295 =10,620 scenarios; each takes about 6 minutes
 10,620*%6 = 63,720 minutes = 1,062 hours

— Solution Study: at least five different alternatives

 Maine Power Reliability Program (MPRP) stability study
— 11 power flow cases, 477 dynamic contingencies

— One 20-second dynamic simulation takes about 15 minutes in PSS/E
— 11*477*15 = 78,705 minutes = 1,312 hours



Operations Planning

e Shorter time horizon (up to 1 year)

e Operations planning studies need to consider
— Line and generation outage conditions
— Different load levels (peak, shoulder and light load)
— Different stress conditions (generation dispatch) at each
load level
— Hundreds of contingencies (N-1)

* Close to two hundred stability operating guides



Resource Adequacy

e Probabilistic study using Monte Carlo simulation to determine
installed capacity requirements, tie benefit, etc

e Typically users run 1000 replication years, which takes around
10 hours

 Number of sensitivities
* Each replication is independent and can be parallelized

e Transmission Model



Current Solutions and Limitations

Enfuzion-based on-premise computing cluster

Deployed power engineering applications

PSS/E, TARA, GE MARS

Major limitations:

Significant resource constraints and long waiting time in queue
Engineers have to limit the number of jobs or perform model reduction
to save computing time

Maintenance: hardware failures and constant patches by IT

Hard to estimate the peak demand and average business computing
needs and purchase the IT infrastructure accordingly

Need new computing technology!



Cloud Computing

e US National Institute of Standards and Technology (NIST)

“Cloud computing is a model for enabling ubiquitous, convenient,
on-demand network access to a shared pool of configurable
computing resources (e.g., networks, servers, storage, applications,
and services) that can be rapidly provisioned and released with
minimal management effort or service provider interaction”

O On-demand self-service
O Broad network access
O Resource pooling

U Rapid elasticity

1 Measured service

Source: http://techilasolutions.com/cloud-consulting-services
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Cloud Computing Service Models

 Salesforce.com
* Microsoft Office 365
* Google doc., Gmail

Platform as a Service
(PaaS)

Execution runtime,
database, web server,
development and
programming tools, etc.

* Windows Azure
* Google App Engine

* AWS EC2
* Windows Azure
* Google Compute Engine
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Cloud Computing Deployment Models

* Private Cloud
— Cloud infrastructure is provisioned for exclusive use by a single
organization on premise
— Owned, managed, and operated by the organization or a third party

e Public Cloud

— Cloud infrastructure is provisioned for open use by the public.
— |t exists on the premise of the cloud provider and is owned, managed,
and operated by the provider

* Hybrid Cloud

— Cloud infrastructure is a composition of private and public clouds
— Bounded together by standardized or proprietary technologies
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Goals of ISO-NE’s Cloud Computing Project

* Get hands-on experience and knowledge of the cloud
computing technology

* Experiment deploying power system applications in the cloud
environment

* Explore new application of cloud computing to facilitate the
ISO-NE’s core business

* Develop internal IT cloud policy and reference architecture
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Amazon Web Service (AWS)

« Amazon Web Services (AWS) - robust, scalable and affordable
infrastructure for cloud computing

 Benefits:

— Pay-as-you-go use model.
e users are only charged for disk space, CPU time, bandwidth provisioned
* Capital investment expenditure is transferred to operational expenditures
— Elasticity:
* The number of instances can scaled up or down in the matter of minutes
* IT doesn’t need to estimate the usage and procure infrastructure for peak
demand
— Reliable, redundant, and secure:
* High availability (99.95% of availability in AWS service level agreement)
* Replica of data stored (multiple available zones in a single region)
» All services have built-in security schemes
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CloudFuzion — Cloud-based Job balancer

Robust workload management solution (e.g., automatic rescheduling for failed
jobs)

Support major 64/32-bit hardware platforms and all major OS platforms,
including Windows, Linux, etc.

User-friendly web interface for submitting, monitoring, and managing jobs
Parallel scripts can be easily created with minimum changes to existing script
file for internal cluster

EC2
INTERNAL
USER COMPUTE
COMPUTER UG

FARM
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ISO-NE’s cloud computing platform — Cluster

management

Cluster Setup [ver.2.4] P ]
User -
Job Description ftara |
Instance Type cc2 Bxlarge Number of Core 32
Number of Instance 15 Bid Price ($) 0.45
Number of Jobs [t |  singleJobExe. Time(min)[50 |
Est. Total Running Time  00:05.00 Est. Core*hrs 40.00

Max Running Time (hrs)

Auto Termination

Root Node Status

Info... Allinstances are initialized
[running status check] at Thu Oct 02 13:31:17 EDT 2014 |—= cluster ( 15 nodes) maxCPU = 3.34, minCPU = 0.06, a

(
[running status check] at Thu Oct 02 13:37:26 EDT 2014 |—= cluster ( 15 nodes) maxCPU = 47.53,
[running status check] at Thu Oct 02 13:42:47 EDT 2014 |—= cluster ( 15 nodes) maxCPU = 62.84,
[running status check] at Thu Oct 02 13:48:08 EDT 2014 |—= cluster ( 15 nodes) maxCPU = 66.04,
[running status check] at Thu Oct 02 13:53:32 EDT 2014 |—= cluster ( 15 nodes) maxCPU = 58.62,
[running status check] at Thu Oct 02 13:58:51 EDT 2014 |—= cluster ( 15 nodes) maxCPU = 57.11,
[running status check] at Thu Oct 02 14:04:10 EDT 2014 |—= cluster ( 15 nodes) maxCPU = 60.50,
[running status check] at Thu Oct 02 14:09:35 EDT 2014 |—= cluster ( 15 nodes) maxCPU = 51.50,
[running status check] at Thu Oct 02 14:15:02 EDT 2014 |—= cluster { 15 nodes) maxCPU = 17.55,

Info... The entire cluster is manually terminated by user at Thu Oct 02 14:25:51 EDT 2014
Info... All spot requests have been terminated
Info... All running instances have been terminated
Info... Cluster is terminated with the following summary
|—=terminate type: MANUAL_TERMINATE
|—= Initialization time: max= 00:05:09; min = 00:03:54
|—= Runtime: max = 01.08:52; min= 01:05:21
|—= Cluster run time = 01:05:52
|—= Cluster core*hrs = 525.054
|—=Instance type = cc2.8xlarge

[running status check] at Thu Oct 02 14:21:02 EDT 2014 |—= cluster { 15 nodes) maxCPU = 1.07, minCPU =0.05, a

| »

minCPU = 0.08,
minCPU = 49.41
minCPU = 54.04
minCPU = 53.37
minCPU = 52.76
minCPU = 52.37
minCPU = 6.27,
minCPU = 3.86, ||

[4]

q] I |

[+

Runtime: 01:05:15 Check || start ||

All settings for launching AWS
instance are automatically loaded

Inputs
— number of instances
— spot price
— number of jobs
— estimated exec. time for each job

Display
— usage history
— estimated total runtime and AWS
costs
— instance status

Functions
— Start\stop root instance

— Start\terminate compute instances
* Manual termination
* Fixed time termination (can be
armed anytime)
* Auto termination (can be armed
anytime)
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Implemented Cloud Architecture
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Security Schemes

* |dentity and Access Management (IAM)

— Create and manage users and groups
— Assign individual security credentials (e.g., access keys, passwords)

Use policy to control each user's permissions to perform tasks using

AWS resources

e Virtual Private Cloud (VPC) deployment

Logically isolated section of AWS under users’ complete control

Option to allow running instances on single-tenant hardware

Root and compute instances are located within a private subnet of
VPC, and none of them carries public IP addresses

Only the NAT instance is allowed to communicate with root instance
Any attempts to access the subnet from outside to VPC are completely
blocked.
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Security Schemes (Cont’d)

e Security Group Control
— Virtual firewall controlling the traffic for EC2 instances
— A specific Security Group is created and linked to Elastic Load Balancer
(ELB)
— Specify the allowable inbound and outbound traffics (e.g., source IP
address, protocol, port)

e Secure data transmission
— SSL certificates are created for data encryption using HTTPS protocol
— The Elastic Load Balancer (ELB) uses the certificate to terminate the
SSL traffic, decrypt and forward the request to NAT instance
— Network Address Translation(NAT) instance uses an IP table rule to
direct the traffic further to root instance
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Case Study — Instance selection

cl.xlarge

cc2.8xlarge

c3.2xlarge

c3.8xlarge

* Instance performance * |nstance spot price
2
1.8
Type vCPU ECU/vCPU CPU type Memory . A A_
(GB) 1.6 ;
Intel Xeon %1'4 :
E-5506 E 1.2
88 32 2.75 Intel Xeon  60.5 %: !
E5-2670 £ 0z
c
28 8 3.5 Intel Xeon 15.0 £0s \
E5-2680v2 04
108 32 3.375 Intel Xeon  60.0 o
E5-2680v2
8(/)4/2014 8/14)2014 8/24}2014 9/3/|2014

——cl.xlarge
—cc2.8xlarge
= c3.2xlarge

——c3.8xlarge

cc2.8xlarge is the most appropriate instance type that meets our
requirements for HPC in the most cost-effective way
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Case Study — Performance analysis

Total run time (mins)
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==c3.2xlarge
== 3.8xlarge

PowerGEM'’s Transmission
Adequacy & Reliability
Assessment (TARA) is
deployed to ISO-NE’s cloud
computing platform

7,090 N-1-1 steady state
contingency simulations for
off-line transmission planning
study

470 hrs on engineer’s
workstation and 8 hrs
using internal cluster
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Case Study — Performance analysis (cont’d)
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* 1 root instance & 20 cc2.8xlarge compute instances
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Case Study — Operational cost analysis

 AWS cost (Spot pricing)
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*Point (a) : 50 cl.xlarge instances, total runtime = 53 mins
*Point (b): 40 cl.xlarge instances, total runtime = 63 mins

General rules:

— Select the type of instance that
gives relatively good compute
performance, low conflicts with
concurrent users, and low AWS
cost (e.g., cc2.8 xlarge instance in
the case study)

— Appropriate number of instances
allows all the jobs to be complete
within the whole hours while
sufficient margin (e.g., 5 mins in
the case study) is retained
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Case Study — GE MARS

* GE MARS — Monte Carlo simulation based tool for power systems
resource adequacy analysis

* It takes ~10 hours to run one study on engineer’s desktop

* Goalis to reduce the computing time to ~10 minutes

Instance | Configuration # of Total | Cost Running | Total
Type nodes | cores | (S/node/hr) |time Cost

M1.large 2.27GHz CPU, 7.5GB $0.06 30m $0.48
RAM, 2 Cores

C3.large 2.8GHz CPU, 3.75GB 8 16 S0.104 18 m S0.83
RAM, 2 Cores

C3.large 2.8GHz CPU, 3.75GB 16 32 S0.104 12 m S1.66

RAM, 2 Cores
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Cloud-Hosted Wide Area Monitoring



American Recovery and Reinvestment Act

e The American Recovery and Reinvestment Act (ARRA) of 2009

* S54.5 billion specially for “smart grid” technology investment
— Smart Grid Investment Grant (SGIG)

Smart Grid Demonstration Program (SGDP)
Other DOE smart grid programs

* Under the SGIG, ten grant recipients spent over $300 million to deploy
synchrophasor technology

American Transmission Company (ATC)
Duke Energy

Entergy

Idaho Power Company

ISO New England

MISO

Midwest Energy

NYISO

PIM

WECC

Main Driver: August 14, 2003 Blackout
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Synchrophasor Technology

* Synchrophasor:
— Phasor (magnitude and angle)
— Precise GPS time stamp
— High sampling rates
* 30to 120 samples per second

Synchrohasor = Phasor + GPS + high sampling rate

* PMU - Phasor Measurement Unit
— Synchrophasor is created in the substation by PMU

27



SCADA: 2/10/2010 Event

UP Frequency Data

Event occurred at 8:16:41
PM. 4 second SCADA data

showed a small change.

272010 8:10:00 P B8 10.00 minutes > 2/7/2010 8:20:00 PM

Source: “Real Time Application of Synchrophasors for Improving Reliability”, NERC report




Synchrophasor: 2/10/2010 Event

PMU data showed a much larger

frequency swing associated
with the event where frequency

oscillations lasted several

seconds.

2TI00 B 613 P 5 & 4400 ceccrde < B n 272010 B EET PM

Source: “Real Time Application of Synchrophasors for Improving Reliability”, NERC report




Synchrophasor vs. SCADA
wribute |ScADA | synchrophasor

Resolution One sample every 4s 30 to 120 sample per second
Observability Steady state only Steady state and system
dynamics

Measured quantity Magnitude Magnitude and phase angle

Time synchronization No, time skewed Yes, GPS synchronized

Focus Control area (local) Wide area (interconnection)
monitoring and control monitoring and control

Monitoring angles, No Yes

frequency response,
oscillation detection, etc

Synchrophasor technology is NOT a replacement for SCADA,;
rather it complements existing SCADA system
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Wide-Area Monitoring System (WAMS)

 Monitoring wide-area power system conditions in real time is

key to operational situational awareness

— Large scale PMU deployment in Eastern Interconnection due to SGIG
— Information beyond the operational region is crucial
— Current practice

e |ISOs collecting data from Transmission Owners

 Bilateral or centralized PMU data exchange

Eastern Interconnect Phasor Project (EIPP)
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Challenges of the Current Data Collection Scheme

Application Application

Bottom-up tree structure N~

Laten cy issue Other Entity < ISO/RTO PDC

— A chained-PDC network is likely to
accumulate and increase the total
time delays.

h 4

Other Entity

‘PMU“PMU‘ ‘PMU“PMU‘ ‘PMUHPMUHPMU‘

Unnecessary time-alignments at relaying PDC
— Additional time delays are introduced
— Time-alignment for some applications may not be necessary

Point-to-point network links
— Unidirectional data flow

— Network load issues if PMU data needs to be relayed to more than one PDC
* For example to provide higher availability and avoid single point of failure
— Obstacle to bilateral or multilateral data sharing
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Challenges of the Current Data Exchange Scheme

* Raw synchrophasor data exchange only

— Large volumes of data
e Bandwidth: cost, performance

— High maintenance
* Each entity has to model and maintain its own and neighboring areas’ data
* Thereis no central PMU Registry
* No data quality information or outage status

— Lacks coordination
* Each entity processes and analyzes data separately
* Operators in different entities see different results and displays
* Interpretation discrepancy

* Point-to-point data exchange structure ]
— Multiple outgoing data streams: network cost, maintenance &

* Centralized data exchange structure
— Burden to the host utility (TVA example)
— Performance/Risk
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Cloud-hosted WAMS — New Opportunities

* An inter-regional system
view

NE-NY Network
Model

Regional PMU Repository

* A new platform for
collaboration among grid
operators

PMU-only State
Estimator

* Supplemental and
backup to the traditional
SE

* Improved awareness of
system dynamics
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Proof-of-Concept Cloud-hosted WAMS \

Cloud computing technology has matured and been adopted—

in many industries
— Simple and scalable

Cloud advantages

— Accept data from anywhere and deliver it to anywhere

Reliable, secure, fast
Low cost infrastructure
Fully managed service for real-time data processing/streaming at
massive scale Don't Reinvent
Decentralized data warehouse/processor for Big Data

Low cost

Perfect It

— Shared application

The proof-of-concept cloud WAMS project

— Shared interregional applications

Data exchange and management
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GridCloud Demonstration Project

@anaged by DMake and ISIS’>

GridCloud Replica 1

Simulated Power System Replica 1
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| |
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Cloud-hosted WAMS — Overall Architecture

* Project Team * Design and implement a cloud-based
— ISO-NE, NYPA, NYISO infrastructure including:
_ Cornell. WSU — Data Relay Module

— Data Repository
— PMU Registry
— Phasor State Estimator
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Cloud-hosted WAMS - Objectives

e Address concerns about security and privacy
— Virtual Private Cloud
— Explore encryption options

* Build an infrastructure and design necessary components
— Protocol, data relay component
— Replication and redundancy

— Standard interface to accommodate current and future applications
e Ease of integration

 Demonstrate through basic/necessary applications

— A common PMU Registry

* Essential for multilateral data exchange

* Experiment and gain insights about its interactions with other apps
— PMU data collecting, routing, and exchanging

* Experiment and gain insights about the data protocol

e Eventually separate semantics from data — measurement based

* PMUs directly stream to the cloud
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Cloud-hosted WAMS - Objectives cont.

* Prove the security and efficiency of the cloud solution

* Advance the cloud computing technology in the power
industry

e Other Future Use
— Data Mining
— Non-operational Data
— Other cloud apps: PMU-based Voltage Stability, etc.
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Cloud-hosted WAMS

 Simulated PMU =» Historical PMU =» Real-time PMU

ISO-NE PDC

All PMng Data in a single C37 Stream

First Stage — start from simple
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PSE Results Measurement-Model Mapping

User
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Backup AGC

396 Tie-line ACEp = (NIAp- NIS) - 10B (FAp - FS)
é ACEp: PMU based area control error

393 QZ‘?

\

schedule
NIAp: PMU based actual net interchange
\ / NIS: Scheduled net interchange
B: Balancing Authority Bias
FAp: PMU based average actual frequency
FS:  Scheduled frequency

Cloud Synchrophasor
based Automatic
Generator Control

K7
PV20  g9p NNC
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Challenges

e Security, Security, and Security!

Downtime source: www.spideroak.com
Data loss/hacked

Password weakness

Comprised host running malwares

Security issues with traditional web
and data-hosting applications

Infrastructure security <- Clearly define trust boundaries

Data security and storage <- Data encryption with proper key mgmt.
Identity and Access Management <- Robust federated identity mgmt.

VM side-channel attacks <- Not trivial to place malicious VM on the

same physical host of victim; sophisticated
detection scheme; single tenant option in
AWS VPC

Audit and compliance <- Strong control monitoring function
with robust external audit process

Source: A. Azees, “Challenges and Performance Enhancement in Could Computing”

Y. Chen, V. Paxson, and R.H. Katz, “What’s new about Cloud Computing Security?”
http://elastic-security.com/2013/09/11/how-to-detect-side-channel- attacks-in-cloud-infrastructures/
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Near-term plan and Conclusions

Still at early stage of cloud computing technology
— The beta production cloud platform is ready to be released to planning
engineers for TARA N-1-1 study and GE MARS resource adequacy analysis
— Expand the user base to operations support engineers
— Additional cloud deployment of PSS/E and TSAT

* Cloud-hosted wide area monitoring
— Build a prototype system
— Explore other PMU applications such as Measurement based Voltage
Stability Assessment (MBVSA)

e Security concerns shall not discourage adopting cloud computing; it
is necessary to understand responsibilities and adapt security
practices to this new environment

e Continuous development of Internal IT cloud policy
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