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Role of ICT in Smart Grid
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Old Grid

• You call when the power goes out.

• Utility pays whatever it takes to meet peak demand.

• Difficult to manage high Wind and Solar penetration

• Cannot manage distributed generation safely.

• ~10% power loss in T&D

‘New Applications enabled by Additional Infrastructure’

Adv.Metering 
System

Enabled 
Consumers

Economic 
Dispatch

Smart Grid

• Utility knows  power is out and usually restores it automatically.

• Utility suppresses demand at peak.  Lowers cost.  Reduces CAPEX.

• No problem with higher wind and solar penetration.

• Can manage distributed generation safely.

• Power Loss reduced by 2+%… lowers emissions & customer bills.
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IT – Data Validation and 
Management



Smart Meters/AMI Integration with 
GIS, OMS and DMS

Smart Meters/AMI

• Meter Readings

• Voltage => DMS

• Last Gasp Communication => OMS

GIS

• Network Model Information => OMS, DMS

DMS

• Status Changes => OMS

Customers

• Phone Calls => OMS

• Social Media => OMS



Enterprise Data Management - Concept



Enterprise Data Management – Architecture



What are “States” – State Variables ?

Why do we need State Estimation?

� States are the minimum set of variables that uniquely determine the grid 
operation condition, e.g., Node Voltage Magnitudes and Phase Angles,  

� With node Vs and ��, all other quantities like Branch/Node Ps, Qs, Is can be 
uniquely calculated

� Can other sets of variables be state variables?

� There are more known variables than the minimum number of knowns to 
uniquely find out the unknowns (an over-determined problem)

� The knowns are conflict and cannot consistently determine the unknowns

� Different levels of trust to the accuracies of the knowns

� What are the differences of SE for Distribution Grid vs. Transmission Grid?

Distribution State Estimation (SE)



Usecases of Distribution SE

Differences of SE for Dist. Grid vs. Trans. Grid

� Bad Data Detection for real time and estimated measurements

� Accurate Voltages and Power Factors for VVC Control in real time

� Accurate awareness of grid operation condition in real time

� Unbalanced Gird – Single Phase, 2 – 3 Phases, Grounded, Non-grounded

� Unbalanced Loads, Unbalanced DG Generations

� Mainly Radial Grid Configuration

� With Limited or lack of sufficient measurement redundancy

� Taking advantage of radial network configuration

� Available for decoupled SE solution: Sub. By Sub. Or even Feeder by Feeder

Distribution SE - Data Validation



Communications – Foundational 
Technology



Economical, Societal and Environmental SustainabilityEconomical, Societal and Environmental Sustainability
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NIST- Recognized 

Standards Release 1.0
Following the April 28-29 
Smart Grid Interoperability 
workshop, NIST deemed that 
sufficient consensus has 
been achieved on 16 initial 
standards

On May 8, NIST announced 
intention to recognize these 
standards following 30 day 
comment period

NIST’s announcement 
recognized that some of 
these standards will require 
further development and 
many additional standards 
will be needed.

NIST will recognize 
additional standards as 
consensus is achieved

Standard Application

AMI-SEC System Security 
Requirements

Advanced metering infrastructure (AMI) and Smart Grid end-to-end 
security

ANSI C12.19/MC1219 Revenue metering information model

BACnet ANSI ASHRAE 135-2008/ISO 
16484-5

Building automation

DNP3 Substation and feeder device automation

IEC 60870-6 / TASE.2 Inter-control center communications

IEC 61850 Substation automation and protection

IEC 61968/61970 Application level energy management system interfaces

IEC 62351 Parts 1-8 Information security for power system control operations

IEEE C37.118 Phasor measurement unit (PMU) communications

IEEE 1547 Physical and electrical interconnections between utility and 
distributed generation (DG)

IEEE 1686-2007 Security for intelligent electronic devices (IEDs)

NERC CIP 002-009 Cyber security standards for the bulk power system

NIST Special Publication (SP) 800-
53, NIST SP 800-82

Cyber security standards and guidelines for federal information 
systems, including those for the bulk power system

Open Automated Demand 
Response (Open ADR)

Price responsive and direct load control

OpenHAN Home Area Network device communication, measurement, and 
control

ZigBee/HomePlug Smart Energy 
Profile

Home Area Network (HAN) Device Communications and Information 
Model



Communication Protocols
Control Center to Control Center

• IEC 60870-6/TASE.2 – Inter-control Center Communications 

Protocol (ICCP)

Control Center to Field Equipment

• IEEE 1815 (DNP3) – North American Suppliers

• IEC 60870-5 – European Suppliers

• 101 – serial communications

• 103 – protection devices

• 104 – TCP/IP (network communications)

Field Equipment

• IEC 61850 – substation automation and protection

• IEEE 1815 (DNP3) – substation and feeder device automation



IoT and Analytics



Drive the next productivity revolution by connecting
intelligent machines with people at work

Intelligent
Machines1. Big Data

& Analytics2.
People 
at Work3.

Leverage technology & 
communication to cost-

effectively connect 
machines

Combine the power of 
big data, big analytics, 
and industry physics

Connecting people any 
place, any way, and any 

time for intelligent 
operations

The “II” Connects…

Global Energy Capex 

$1.9T/year

The first 1% annual savings 

equals $300B over 15 years

A world that works  better, faster, safer, cleaner and cheaper

++

=

Energy
Value:

Internet of Things (IoT)



Analytics

Meter Insight
(in development)

Outage Insight
(in development)

Reliability Insight
(in development)

Renewables Insight
(in design)

Consumer Insight
(in design)

• Automated KPI 
data validation

• Dynamic KPI 
dashboards

• Outage Event 
Recorder

• Planned outage 
optimization

• Predictive 
Outage 
Analytics

• Accurate ETR
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• PV load 
(dis)aggregatio
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analysis
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analysis

• EV penetration/ 
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Research Opportunities



Impact of High Penetration of Rooftop 
Solar PV on the Distribution System

New Applications of Power Electronics (my Power Electronics 

magazine article – August 22, 2013 issue)

• Substation Transformer On-line Tap Changer

• Low Voltage Network Dynamic Grid Edge Controllers

• Increased capability from Inverters

The Death Spiral (Intelligent Utility magazine article – November 

/December 2013 issue)

• Impact of High Penetration of Rooftop Solar PV in the State of 

Queensland, Australia



Thank You!


