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Abstract

Middleware is a classof softwae systemabove the op-
erating systenwhich is becaningwidelyusedfor program-
ming distributed systems. \oting is a fundamental oper
ation whendistributed systemsnvolve replicatedcompo-
nerts. However, supprt for votingin middlevare is very
limited. This paper describesssuesnvolvedwith suppat-
ing voting and more geneill datafusion,in middlevare.
WedescribeheVoting Virtual Machine (VVM)architecture,
which canbe embededin differentmiddlevare substates
sud as .NET and CORBA. We also describeits compan-
ion Voting Definition Language (VDL), which allows for
portalle descriptionof voting algorithms. The VVM and
VDL, togetherwith the external VVM voting manayer, pro-
vide for voting transpaiencyand adagive voting Finally,
we describehowthe simple“byte-by-byte” valuecompai-
sonschemedausedin othervotingmiddlevare aswell asin
byzarnine fault tolerantmulticastsystemslonotworkin the
faceof thehetepgeneityinherentin distributedsystems.

1 Intr oduction

Replicationis a techniqge commaly usedto increase
the availability of computerbasedservices. Active repli-
cationis a comman form of replication [11, 38]. In this
schemethe servicerequestfrom a client is multicastedto
all replicasin a consistenimanne (atomically andtotally
ordered).Eachreplicathenprocessetherequestindsends
backareply. Oneof thereplicas’repliesmustbechoserfor
theclient. This processof chosingonereply from mary is
calledvoting. The reply chosenby the voting processis
thenusedby the client, e.g.,it may cortain datathe client
hasrequestedfrom theservice.
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A simpleexampleof thisis shavn in Figurel. Eachre-
ply arrivesat the voter, which mustchose oneandsendit
onto theclient. In additionto this simplescenarigclients
themseles may be replicated aswith a nestednvocaion
chain,in which casethereqiestssentoutby theclientrepli-
casmustbe collatedinto a singlerequest to be sentto each
of thesenerreplicas.

DataFusion[41] is similar to voting, in thatit involves
producing oneoutputdatumfrom mary relatedinput data.
It is differentfrom votingin a numter of key ways. For ex-
ample,thereare not well-definedreplicasto expectinputs
from, sonamingandthe numter of inputs to exped areis-
sues.Anotherdiffererceis thatthevaluesarenot necessar
ily expededto bethe sameor evenclose,aswith actively
replicatedseners. Datafusionis a key technigie usedwith
distributed sensometworks [18], which are becomimy in-
creasinty prevaent, and intrusion detectionsystems[5],
which arebecaningincreasinty necessary

Middleware is a layer of software above the operat-
ing systemthat offers a comma programmirg abstrac-
tion acrossa distributed systemandhelpsmaskthe differ-
entkinds of hetergeneityinheren in distributed systems
[3]. Middleware systemssuchas CORBA [31] have be-
comevery popularin recentyearslargdy dueto theseben-
efits. However, currert middlewvare suppat for voting is
extremely limited in bothresearclprojeds andin commner
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Figure 1. Voting Context




cial productsandstandardsandis virtually noneistentfor

themoregeneal technquesof datafusion Thevotingsup-
portedin middlevaregeneally allows at bestthe specifica-
tion of “majority” or“all,” basednly onthereturnvalue of

amethal. Theseschemesmplicitly assumehatall meth-
ods have a returnvalue and that no valuesfrom retuned
paraneters(e.g, CORBA out orinout paraneters)will be
used.Further with a singlerecen excegion [30], they are
uncefinedwherethe clientsarereplicaed, andthus, multi-

ple requestsmustbe collatedinto one

Currentimplementationsof voting in middlevare are
alsovery inflexible in dealingwith floating point valuesin
gereralaswell asinexactvoting in particdar. Every mid-
dleware systemof which we are aware performsvoting in
a“byte-by-byte” fashionon a marshied network message
ratherthanvoting on unmashalledapplicatin-level data.
Moreover, little progresshasbeenmadetoward the abil-
ity to charge voting algorithms at runtime in responsdo
chamging condtions. This would be useful, for exanple,
to provide operatimg pointswith differenttradedfs with re-
specto perfomancefaulttolerarce,predgsion,andcorrect-
ness,and switch betweenthemwhenappopriate. More
detailson thesdimitationscanbefoundin [19, 42].

The contritutionsof this paperareasfollows:

e A descriptionof the Voting Virtual Machire (VVM),
a middlevare compamentwhich canbe embedéd in
different middeware substratesand which voteson
applicdion-leve data.

e A presetation of the Voting Definition Language
(VDL), whichis usedwith theVVM andwhichallows
portableandreusablecodingof voting algorithrrs.

o A detaileddescriptio of why currert byte-by-byte im-
plemenationsof votingin middewaredo notwork in
thefaceof thevely kindsof hetergeneitymiddlevare
is desigred to mask. Additiondly, we descrile why
value comgarisonsin current byzantire-fault-tderant
multicastsubstrateslo notwork for the samereasos,
anddiscusghearchitectwal implicatiors of this.

Togetler, the VVM andVDL help pushthe compleity of
addng fault toleranceaway from the applicdion progam-
merandtowardstheinfrastricture.

The remainetr of this pager is as follows. Section2
presets the VVM andSection3 describe VDL. Section4
providesVDL exanplesfor clocksynchpnizationanda su-
permajority voting algorithm Section5 discussesmple-
mentatim andotherpragnaticissuesregardingthe VVM.
Section6 discussedelatedwork, and Section7 concludks
this paperanddiscussesuture work.

2 VVM Architecture
2.1 Overview

We have designedand developed a prototype version
of the Voting Virtual Machine (VVM), and its compan-
ion Voting Definition Langwage (VDL) policy language
[4]. The VVM provides a powerful, well-specified,gen-
eral, portable flexible, and adaptablemectanismfor vot-
ing. It can be used stand-aloe to develop and test
portable voting algorithms. The VVM allows voting poli-
ciesto be changd at runtime and canbe integratedwith
presentdion layers such as thosefor distributed objects
(CORBA, SQAP, .NET, DCOM), message-iented mid-
dleware (IBM’s MQSeriesor Microsot’'s MessageQueue
(MSMQ)), aswell aswith otherkinds of middlevare. In-
deedto thebestof ourknowledge.theVVM is thefirst sys-
temfor voting or collationwhichis embediableinto differ-
entmiddewaresubstratesandVDL is thefirstindependent
andportablevoting languagethathasbeenimplemetned.

A simplified picture of the VVM arclitectureis shavn
in Figure2, asappliedto CORBA (thoudh it couldequally
well apply to ary othermiddleware system). The dashed
boxrepresets themodue labeled‘Voter” in Figurel. The
VVM opeatesasfollows. Network messageémarshalled
for transmissione.g.,into the CDR formatusedn CORBA
[IOP or with Suns XDR) arereceved indeendentlyfrom
eachreplicainto the unmashalmodule which corverts the
linearizedmessagemto an array of parametes. The pa-
rameterarraysaresentto the voter core modue, which se-
lectsonesetbasednthecurren votingpolicy, asdescribed
in thefollowing section.Finally, the marshalmodue “flat-
tens”the votedparametesinto onemessagewhichis sent
to theseneror client. Thevoterasshawvn herecanbecon-
figuredin agatevay [36]; alternatvely, it canbeembeded
in othermiddleware, e.g.,in aCORBA ORB, in which case
its unmashalandmarshaktepswill bethe ORB’s ones.

Thevotercoremodue acceptsnputswhichinform it of
the currert voting policy (VDL codefragnent) aswell as
notifying it whenafailureoccus. It outputsstatusnforma-
tion onthevoting, which canbe usedby extemal manages
to help detectperfamanceproblans, poterial intrusions,
or otheranomalies.This statusinformation canbe passed
to a Voting StatusService(not describedn this pape) to
suppot featuessuchasintrusiondetection

2.2 BasicVoter Functionality

We now descrile thebasicvoting functionality provided
by VVM, afterfirst providing somedefinitions. A ballot is
arequesbr replymessagsentby asinglereplica.A voteis
theproces®f choosingor constricting) onemessagérom
amory all theballots.
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Figure 3. States in the Voter Core

Thevotercoreshovnin Figure2 proesses singlevote
throughthe threestatesasdepictedin Figure2.2. At each
stagethe VDL codefor the current voting policy dictates
theactionof thevotercoreat eachstage.

Thevoterbeginseachvotein thequorumstate whereit
waitsfor enaighballotsto arrive to begin the actualvoting
process.After sufficient ballotshave arrived, the exclusion
stateis entered Herea number of ballotscanbe excluded
from furtherconsideationto enalte theapplicdion to toler
atevaluefailures,e.g, thosecausedy a faulty (andunde-
tected)floating point processoror a bread in security The
collation statefollows exclusion Here,onevalueis chosen
from thosenot excluded.

After the collation stateis finished,the voter may also
retun aconfdencevalug indicatingthelevel of confidence

to the client thatwould nomally receve the vote. For ex-
ample,in the quaum stateit may be desirableto throw an
exceqion if the quoum is not met aftera certaintimeout.
An excepion could be thrown in the exclusionstateif too
mary membes areexcluded,or in the collation stateif the
nunberof ballotswhichincludedthevoted-ponvaluewas
toosmall.

In thelasttwo stateghevotermaybrarch backto a pre-
vious state,basedon the samestatusconditiors on which
anexceptian maybethrown. For examge, in the exclusion
statejf toomary ballotsareexcluded,thevotercanbrarch
backto the quaum stateto wait for more.

2.3 Advancd Voter Functionality

Thevotercanbespecifiedo perfam randan opeiations
atary or all of thethreestatesto help thwart an adwersary
intent on corrypting a vote; this is, of course, specifiedin
VDL. For exanple, in the quaum state,the voter canbe
instructedo wait for arancm pere@ntageof themaximum
ballots(sizeof thegroup sendimy theballots)to arrive. Fur-
ther, this numbe coud charge with eachvote or could be
the samefor all votesthe voter maraged. In the exclusion
statethe votercanexclude a random nunberor percetage
of the ballots, or all but a randan nurber of the ballots;
again this percentag could potentially be resetat differ-
enttimeintenals. Finally, the collationstatecanrandanly
chose a value This is reasonhle in mary applicatiors
wherethe particdarly baddatahave alreadybeendiscarded
in theexclusionstate.

Anotherway in which the VVM can resistcormuption
is by weightedvoting, or giving different replicasvarying
amounts of trustin different statesof voting. For exanple,
in the quaum state,insteadof waiting for a givennumker



of ballots,it canwait for somenumbe of points with each
replicaassigned differentnumter of points. Whenabal-
lot arrives, that ballot’s arrival counts towards the nunber
of pointsdictatedby its quaum weighting. In the colla-
tion state,operaions canbe perfamedafterthe remairing
ballots are exparded basedon a weighting. For exanple,
supmsethereareballotswith values{2,34} from replicas
1-3 respectrely, andthe weightingis {1,22}. After the
expansiontheballotswill be{2,33,4,4}, andthisis whata
collationopemtionsuchasmedian or random will utilize.

The weightsusedcanbe compued basedon mary fac-
tors, including intrusion detectionfeeds, rancbmizatiors,
andotherfactors.They aresetby anextemal managg not
specifiedn theVDL.

2.4 Failure Model

TheVVM assumes crashfailure modelfor the hostsit
runson. Thisis areasonablassumptia in mary situations,
becase,in mostconfiguations,the VVM will berunring
in the samemachine or even processas the client. Thus,
for all practicalpurposes,the client andits voter will fail
togetter or not at all; andthe client will not have to deal
with the possibility of afailedvoter

The VVM alsoassumes Byzantire failure mocel for
apgications rurning on seners, but only a crashfailure
mockl for the middleware and opeating systemcoderun-
ning on them. This model can be usefulfor applicatiors
thatusedatafusion or N-version programmirg, wherethe
datato be collatedaregeneratedn multiple differentways
andsomemay be inaccuateor erroreous.If this werenot
realisticfor a given system,thena stronger failure mocel
(wealer assumptios) could be provided with techniques
such as the network attachmen contwoller (NAC) in the
Delta-4system[11] or with moreexpersive proto®ls sim-
ilar to thosein [35] or [9]. Thisis beirg purswedby Trusted
InformationSystemsasdiscussedh Section7.1.

3 Voting Definition Language

In this sectionwe descrile VDL. We first defineits syn-
tax, thendescribethe primitive opeationssuppatedin the
language.We thendescribeconfidencevalues.We notethat
thisresearclis notatheoretichinvestigatiorof how to rep-
resentall voting algorithms. Rather it is a pragnatic inves-
tigation into how to suppat voting in middeware,though
supprting aswide assetof algoithmsaspossibleis obvi-
ouslyuseful.

3.1 VDL Syntax

Figure 4 gives an ovewiew of the VDL syntax. Sym-
bolsfor parentiesesandcurly braces (e.g.," }") arepartof

policy name(parametersj

quorum (quorumop (parameters))
[ throw ex_nameif (condition)]*

[ exclusion[label] (exclusionop (parameters))
[ replaceby meanmedian|value]
[ [ throw exceptionnameif (condition)] |
[ gotoquorum
[ (using (quorumop (parameters)inorejtotal) ]
if (condition)] J* ]+

collation (collation.op (parameters))
[ [ throw exceptionnameif (condition)] |
[ goto quorum
[ (using (quorumop (parameters)inorejtotal) ]
if (condition)] |
[ goto exclusion[label] if (condition)] ]*
[confidence(confidenceexpression |

} Figure 4. VDL Syntax

VDL's syntax. Squarebraclets(“]”), asterisksandpluses
areusedto dende pottions of syntaxthat may occurzero,
one,or moretimes,in thetraditionaluseof thesesymbols.

A VDL policy beginswith thepolicy’s nameandparam-
eterswhich canincludelong, double, the built-in enuner
atedtypesfor operatios in eachstate.

Following is the declarationof the quorum operaion
andits parametes. It canoptionallybefollowed by a state-
mentindicatingthat a namedexception shouldbe throvn
to theclient uncer certaincondtions. Thesecorditionsare
expressionsuilt with thepolicy’s paranetersandalsocon-
dition variablesthat the voter core providesregading the
statusof a vote. Thesearelisted in Table1. For exam-
ple, elapsedtime denoteghe millisecond sincethe voter
wasinitialized for a given vote, for exampe at thetime a
client’s requestwas sentout. It is usefu, for exanple, to
setatimeou in the quorum state,or for confidencevalues.
Notethatin the descriptims of the conficencevariablesall
percemagesarebasednthetotal nurmberof ballots.

Thestatemenspecifyingtheexclusionoperdion andits
paranetersfollows the quorum statement.It canoption-
ally befollowedby aclausewhichindicateshat,insteadof
beingdiscardedall valuesexcludedby this operdion areto
bereplacedy eitherthe median value, themeanvalue or
a given value. The exclusionstatementmay containmul-
tiple goto and excepion statementsn ary order. A goto
statemensendsthe vote backto the quorum stateuncer
certainconditians, which arespecifiedwith expressionsn-
volving the exact samesetof paranetersandvariables as
the throw statemenfor exceptions. This goto statement
may also specify with the using clause,a new operdion
andnew parametesto usein thequorum state.Thisclause
alsospecifieavhetherthis quorum apgiesto all ballotsre-
ceived(qualifiertotal) or only thosereceied afterthe exe-



CONDITION MEANING | STATE | PRIMITIVES | MEANING
VARIABLES - - — quorum until k[%] wait until k[%] ballotsarrive
elapsedtime thetime sincevoteinitialized (msec) all_but k[%] wait until all but k[%] ballotsarrve
pct.same thepercentagef sameballots random n[%) m[%] wait until a randomnumber(ranged
num_same- thenumberof sameballots from n[%] to m[%)]) of ballotsarrive
pct_remaining-total thepercentagef remainingballots exclusion | lowestn|%] excludethe lowestn [ 7] values
num_remaining-total | thetotalnumberof remainingballots highestn[%] excludethehighestn[ %] values
pct_remaining-now thepercentagef remainingballots(afterthis exclu- fu?thest n[(%)] exclude the ?urthest ;[%] vaiues
sion) .

— — - - hemedian
num_remaining.now | thenumberof remainingballots(afterthis exclusion) distancee from t&oc%e all valuesnot within e dis-
pctexcluded total thepercentagef excludedballots [mean median|value] | tancefrom thepositionor valuespec-
num_excludedtotal thetotal numberof excludedballots ified
pct_excluded now the percentagef excludedballots (after this exclu- outside_sigmaz excludeall valuesmorethanz stan-

sion) i _ darddeviationsfromthemean |
num_excludednow the numberof excludedballots(after this exclusion) distance.neighbor d excludeall valuesthatarenot within
ballots_total total# of ballotsreceved, equals distanced of their neighbor

(num_excluded total + num_remaining.total) distancecluster d excludeall valuesthatarenot within
ballots_max total# of ballotspossibleg.g.numberof replicas;if [mean/median] d d|st§nceof thg!rgelghbor starting

> ballots_total, quorum doesnot wait for all bal- cilustersupport 4 p gte%ﬁgr?w%?gicggectiom 5

lotsto arrive inner k& excludethemedianplusk — 1 adja-

centvalues,spacedasevenly aspos-
Table 1. VDL Condition Variables nearestk excludethemedianandk — 1 values
nearesit
random n[%)] excluderandomn[%]

. e none excludenone

cutionof thegoto (qudifier more). . . .
i . ) collation median choosehe medianvalue

Notethatmultiple exclusionstatementareallowedin a mean choosdhemearvalue

policy. If therearemorethanone,ary exclusionthatcan mean.neighbor ﬁﬂ%"fﬁé"ﬁﬁﬁiﬁf‘!""uei” a ballot
. u

be brancledto by a goto statemenmustspecifya labelto mode choosehe mostcommonvalue
enalte branching without ambigLity. random choosearandomballot’s value

TheVDL policy finally specifiegsheoperdion to beused
for thecollation state(ther arepresetly no paranetersto
these— they just choseone) aswell asthe optional ex-
ceptiors andbrarchingto quorum exactly asexclusional-
lowed After collation, theremaybeabrand to exclusion
Finally, aconfidenceexpressiormayoptionally beretumed
to indicatehow muchtrustshouldbe putin thevote.

If an exceptian is throvn by the VVM, the excepion
typeis onedefinedby the middeware system(middleware
typically requres clientsto catchexceqions, e.g., SYS-
TEMEXCEPTION for CORBA) soasnotto introduce new
exceptionsinto theinterface.

Table 2 shaws the primitivesfor eachstate. Primitives
in theexclusionstateareappliedafterthevalueshave been
sorted.

3.2 ConfidenceValues

All othervoterswe areawareof allow only binary outpu
betavior: eitherthe voter outpus a votedvalue, or either
fails or refuses(and perhas throwvs an excegion). How-
ever, the choicesof throwving an exceptian andreturnirg a
value representwo extremes. VDL allows the expression
of confidencevalues, with multiple useswhich we are ex-
ploring, in order to provide somemiddle ground between
theseextrenes.

Oneuseis to allow the clientto decidehow to useare-
ply basebnhow godd it is percéved. Theconfiderevalue
is presetly specifiedin VDL, asdescriledin Section3.1.
Alternately we areinvestigating allowing its specification
via a separateonficencedefinition language. This would

Table 2. VDL Primitives

allow piecesof code(corfidencepolicies)to be written by
adifferentpersorfrom theVDL progammerandthey also
couldpotentiallybereusedwith differentVDL policies.No
matterhow its specifiedtheconfidencevaluewill allow the
clientto adaptwith a muchbettergrarularity thanthe cur
rentbodeanoutpu behaior.

We arealsoinvestigatingutilizing the conficencevalue
for applicationlevel adapationwhile still providing voting
andreplication trans@reng. Thisis enalted by usingdel-
egdes, which are proxiesinterposedetweenthe applica-
tion clientandthemiddlenareproxy (stub) thatprovide the
sameAPI| asthatproxy (theAPI of whichtheclienthaspro-
grammedto). In particdar, we areinvestigatingthe useof
delggatesfrom the Quality Objects(QuO) framework [43].
QuOdelggaesaregeneratd basecbn QuO’s Structue De-
scriptionLangwage(SDL) [24] plusthemiddlewvare’sinter
facedefinitionlanguage(IDL) andthe QuO’s contra¢ de-
scriptionlanguag (CDL). The SDL allows specificatiorof
adaptatio stratgieswhich areabove the middewarelayer
yetbelow (andgeneally transpaentto) theclient.

Note that the voter canna return a confiderce in the
metha’s returnvalue,because¢he metha’s definition has
fixedits signatue. Alternatemears of returnirg the value
arebeingdeveloped, anal@ousto a Unix systemcall “re-
turning” anerrorrepat “on the side” via theerrno  vari-
able. In CORBA, for exanple, onepossibility for passing
theconfidencevalueinvolvescontet variabes.



policy SuperMajority() {
quorum (until (60%))
throw QUORUM_TIMEOUT if (elapsed_time > 1000)
exclusion(distance(1%))
throw BAD _VALUES if (pct_excluded_total > 40)
goto quorum (using (until (60%))total)
if (pct_remaining_total < 60)
collation (median)
confidence(pct_remaining_total /100.0)

} Figure 5. Supermajority Voting Algorithm

4 Examples
4.1 SuperMajority

Figure5 givesanexamge of asupermajdty voting pol-
icy implemertedin VDL. The policy returrs avoteif 60%
of theballotsareequal,where“equal” is setto meanbeing
within 1%. An exception is thrown if this canrot be met.
Otherwisea confidencevalue is returnedthat is equalto
thepercen of ballotsthatagreedwith the value votedupon
(chaosenin collation).

The policy initially waits for 60% of the ballotsto ar
rive. It thendiscardsall which arenotequal. At this point,
if morethan40% have beenexcluded,thena supernajor-
ity of 60% canrot be achieved, so an exceion is thrown.
If this doesnot happe, but lessthan60% reman (which
must be all equal), then the policy brarchesback to the
guorum stateto wait for more. If neitherthe brarch nor
the excepion occu, thenthe supemajority hasbeenmet,
and collation selectsonevalue,the median. Finally, the
confidencevalueis returna@. This SuperMajoity examge
canbe paraneterizedso that the threshdds of 60% or 1%
of theoperdion median, etc.,canbepassedn, for exampge
by avotermanagr or by aclientapplicatian.

4.2 Fault-Tolerant Clocks

Clock synchronizatian is a very importart prodem in
distributed compuing area. The various appoachespre-
viously proposedhave beencatggarized(in [32]) asmaster
slave, corvergencefundion, interval, Byzantire agreerent,
andclock seneralgoritms.

We demorstratetheuseof VDL to describecorvergence
function algoithms. A typical algoithm in this category
cortainsfour basicstepq32]:

e Collectclock valuesfrom othernodes,
e Manipulatethecollectedclock values,

e Calculatea corretion termfor local clock by applying
aconvergencefunction

policy CNVA (d, local walue) {
quorum (all)
exclusion(distance(d)) replaceby local _value
throw NOTHING_LEFT if (pctexcludedtotal = 100.0)
collation (mean)
confiderce (pct_remaining_total /100.0)

} Figure 6. CNVA Clock Synchronization

policy FCA (d, p) {
quorum (all)
exclusion(cluster_support (d, p))
throw NOTHING_LEFT if (pctexcludedtotal = 100.0)
collation (mean)
confiderce (pct_remaining_total /100.0)

Figure 7. FCA Clock Synchronization

e Correctthelocal clock.

Among thosesteps,the first threecan be mapped onto
the VVM' s threevoter states:quorum, exclusionandcol-
lation. The last stepis to emplg a correction algoithm
to adjustthe local clock, which would be the applications
fundtion.

We demorstratethe useof VDL to expresstwo corver-
gencealgoithms: Interactive Corvergen@ and Fast Con-
vergence.Figure 6 givesanexanple of theInteractive Con-
vergence Algorithm (CNVA) [21] implemened in VDL.
The synchronizing nodefirst collectsclock valuesfrom all
othernodss, andthenrepla@sthe valuesthat are “too far
away” from local value, where“too far avay” meansnot
within a givendistanced from local value. If all the val-
uesare excluded (redaced),an excegion is thrown. Af-
terthat,the synchonizingnodecalculateshe correctedlo-
cal clockvalueby chomsingthe meanof thosemanipuated
values. Finally, the confidencevalueis comptedaccod-
ing to how mary valuesoriginally collectedare excluded
(pct_remaining_total).

Figure7 givesan exampe of the FastCorvergenceAl-
gorithm (FCA) [27] implementedin VDL. After collecting
valuesfrom all other nodes, the synchraizing noce ex-
cludesthosevalues which receves suppot from lessthan
p other values, where value, “suppats” value, means
|value, — valuey| <= d. If all the valuesare excluded,
anexceptia is thrown. After that,the synchonizingnode
calculateghe correctedlocal clock value by choasing the
mean of thosemanipulatedvalues.Finally, the confidence
valueis compuedasin CNVA.

5 Discussion

An obviousquestioris why bothe with aseparat&oting
langauge suchas VDL, insteadof just allowing Java code



to be uploadedfor a givenvoting policy. In otherwords,is
VDL justamiddlewvare versionof “syntacticsuga?”

The answeris “no”, for two primary reasonswhich in-
dicatethat VDL hasits place. First, it is mucheasierto
readandbe ableto undcerstandwhat a voting policy is go-
ing to do, which aids reuse. Second,having a separate
VDL allows the possibility of perfoming offline analysis
of VDL to ascertainwhat tradedfs a given policy offers
in, for exanple, precisioricorrectessversusperfamance.
Thismanagability allows for bothadaptve andtransparen
voting, andthus,beneficiallypushesnuchcomgexity awvay
from the client andthe middeware. Suchmanagability is
oneareaof researchwe arebeginning.

An initial pratotypeof a passvely replicaed versionof
the VVM architectue was complded at the end of 199,
with very limiting simplifying assumptias. We hopeto
createa much more realistic implemenation. Actively
replicaed votersare more interestingand challengng. It
is crucial to be able to designthe VVM and VDL such
thatthe votersarestatemachires: deternmnistic andableto
male corsistentdecisiors (votesand other outpus) with-
outsynchponization To do this would requite a numker of
new corstraints,including ensurimg thateachvotergetsall
messageeqlests/repliesn thesameorder (e.g, with avir-
tually synchrmousmulticastsystem),sothat synchoniza-
tion betweervotersis not necessarya voter cannothave a
timeou; etc. Also, actively replicatel voterswill have to
be seededvith the sameexactrandon seed,at leaston a
perconnectia (client-sener relatiorship) basis.

Finally, in mary configuationsit will beunrecessaryo
replicae the VVM. In the caseof anunreplicatedclient, in
someconfiguationsthe VVM will be on the samehostor
evenin thesameaddessspacestheclient. In thiscasethe
VVM canbeconsideedto fail if, andonly if, theclienthas
failed,for all practicalpurppses(excluding softwaredesign
faults).

6 RelatedWork

Much work has beendore on voting in the last few
deca@s,andin this sectionwe constrat our researchwith
thatin theliterature.

6.1 Generd Limitati ons on Parameter Suppat
and Byte-by-Byte voting

To date thelimitationson voting suppat in middlevare
— “majority” or “all” on only the returnvalue— aredic-
tated by the way suchactive replicationschemegend to
hardle the paranetersof requestsandreplies,namely as
opajue blocks of datawhich can only be compared for
equality. While thisis muchsimplerto implementandcon-
figure, it hassevere problems. Voting amory active repli-

casgeneally consistanerelyof delivering areply from the
senerreplicaswhensomequaum of theseners(e.g.,one,
or the majority, or all) have sentrepliesexactly identical
“byte-by-byte” with the onebeingdelivered. For the pur
poseof this voting procedure thereturnvalue,out param-
eters,andinout paranetersareall included in the replys
vote without distinction. In a recentsystemthat also sup-
portsreplicatedclients[30], a similarly limited functioral-
ity is provided to vote on client requestsbeforedeliveling
oneto thesenerreplicas.
For examge, conside thefollowing CORBA interface:

interface foo {
| ong methodl( in | ong a);
voi d method2( in long d,
i nout short e,
out doubl e f);

}

A requestto methall couldpotentiallybevotedonbasedn
theparanetera, while thereply couldbevotedon basedn
theretumn value.ln methal2, however, therequestouldbe
votedon by somefunction of paraméersd ande, while the
repliescouldbevotedonusinge andf. (Notethatmethod2
hasnoretumn value) With thecurrentvoting stratgiessup-
ported in middlevare, hawever, the only individual datum
which canbevotedonis thereturnvaluefrom methodl.
With respectto the byte-ly-byte voting usedby mary
collation voting schemes,we note that goad middle-
ware strives for interogerability acrossmultiple dimen-
sions: CPU architectue, operatiig system,programmng
langlage, and middlevare implemertation [3]. However,
dueto this, byte-ly-bytevotingonmarshaledhetwork mes-
sagessimply doesnot work in the presene of ary hetero-
geneity For example,in the CORBA encodng, two mes-
sagewith identicalmeanimg to theclientcanlegally been-
codedby different sequenesof bytes,eitherby encoding
themwith differentendianmssor by usingdifferentvalues
for paddng bits. We notethat the limitations of the byte-
by-byte apprach are intrinsic to ary middlewvare frame-
work which provides intergperability and are not limited
to CORBA; CORBA is simply the best-specifiedndmost
popular middlevaresubstratevailabletoday More details
onthesdimitationscanbefound in [19, 42].
Theselimitations apply not only to middeware voting,
but alsoto all othersituationswherevalue errois mustbe
detectedFor exanple,[35, 9] offerreliablemulticasttrans-
port systemghattoleratebyzantire failures. Suchsystems
mustbe ableto detectvaluefailures. However, if the com-
parisonof valuesis performedon the messagelatawithout
unmarshalling,asis dore in all suchsystemswe areaware
of, it will notwork in the presencef hetergeneityfor the
reason®utlined above. Additionally, if middlewareis to be
layeredabore suchreliablemulticastsystemsit cannotea



cleanlayerirg. Ideallythemiddewareslowerlevelsshould
beableto treatthereliablemulticastasa fancierversionof
atranspor layersuchasTCP or UDP. However, thisis not
possible becasethe relaiblemulticasttranspet will need
to rely on help from the middlevare systemto unmarshl
the messagelatain orderto be ableto correctly perfam
value checling. This is necessarypecausainmashalling
the messageequres information on the applicaion-level
datatypesin the particularmessagewhich of couse will
depend on the methodbeing called and the directian (re-
quest or reply). This implies that the middlevare andthe
reliablemulticasttranswrt needto be closelycoupled

6.2 Collation Voting in Middlewar e

A numtber of recen prgectshave exterdedactive repli-
cationto CORBA. Thesesystemsnclude Orbix+Isis and
Electra[26, 22], Eternal[28], OGS[14], and AQUA [12].
Thesesystemall have thevirtue of providing ahighdegres
of (but not total) apgication transparecy, andalso of be-
ing usefu with comnercialmiddlevare However, they all
haveaverylimited form of voting: eithervotingonareturn
valuein asenerreply, notonotherparaméersin areply or
onary parameersin arequest, or performinganaive byte-
by-byte compaisonof themarstaledparaneterbuffer. The
Immunesystemprovidessurvivability to CORBA applica-
tions via active replication,voting, anda securemulticast
pratocol [30]. Like Rampart[35], it thuscovers a wider
range of malicious faults than doesthe VVM. However,
thereareno detailson the voting designor implemenation
otherthanit voteson both requestsaandreplies,andwaits
for a majority “being identicalin value”, we thuspresune
it employs byte-ly-byte voting onthe marshalegparameter
buffer. As such,it will notworkin thefaceof heterogneity

6.3 N-VersionProgramming

Active replication (which usessynchonizationvoting)
hasbeendevelopedto maskhardwarefailuresof nodesand
comnunicationlinks. N-Versionprogramning is a tech-
nigue usedto masksoftware designfaults[10, 1]. In this
appoach,N versiors of amodue areindependetly devel-
opeal from the samespecificatiorandexecuted on separate
(typically heterogneoushodes. The retun valueor “an-
swer” from eachis collatedusingcollationvoting.

We note that N-Version progammingsuffers from the
corsistentcomparisonproddem [7], which limits its usein
erra detectiondueto thefinite precision in compuer arith-
metic. Two replicascan compute the samevariablewith
slightly different values,thentake differentbrarchesafter
a comparisonthattestedagairst a cutoff thatwasbetween
thetwo values. This can,of courseresultin thetwo repli-
casdiverging. We do not believe thatthe VVM — evenif

replicatedand usedto votein N-Versionprogams— suf-
fers from the consistenttompaison problem. It hasonly
oneversionof thecode(though evenwith multiple versiors
it wouldnothave aprablem,becausé doesnotusefloating
poirt nunbersin its contrd flow). Solong asthe presenta-
tion codinglayer (“unmarshal’below) preseresthe order
ing betweendifferent floating point valuesacrossdifferent
architectues— a property of every encodng we have stud-
ied — thenthe VVM will work properly, evenif its repli-
casareN-Versim. Indeed the VVM canbeusedto detect
thatanapplicdion replicahassufferedfrom the corsistent
comprisonprablemanddiverged aswell asdetectingone
thathasperfomeda nordeterminstic action(thatthe other
replicasdid not) anddivergedfor thisreason

6.4 Voting Algorithms

Theoretichwork on voting datesbackmorethanfifteen
years. We have implenented,in VDL, variousclock syn-
chranizationandothe algorithms from someof the major
work in thisfield. Section4 providesthreeexanples.

Thereare somealgoiithms which VDL andVVM can-
not presentlyexpress, thowgh, when we exterd VDL to
covervotingonmultiple parametes, we hopeto covermary
of these. Exampes include distanceagreenant protocols
anddistancedecision[13], which involve voting in multi-
dimersional space;the generalizatio of comnonly used
voting technigessuchasFormdized Majority Voter, Gen-
eralizedVedianVoter, etc.in [23]; andtheadjudicates and
adjudcationfunctions[16], whicharegenealizedconceps
of votersandvoting algoithms. The ConsensuS§erviceis
atechniqu for corstructingagreenentproto®Is [17].

Ourresearclis notatheoeticalattempto provideagen-
eralizedvoting serviceor notationthatstrivesto expressall
possiblevotingalgoithms. Ratherit is apragmaic effort to
createan embeddble middewarevoting compament. Cer
tainly we have tried to make VDL beasgeneralspossible
— andit coversmuchof the spaceof voting algoithmsin
theliterature asdiscussedh [42] — but covering theentire
spaceds notoneof its goals.

There are also several software systemsthat are well
known for their implemertation works of voting. One of
themistheUCLA DEDIX [2] systemwhichis adistributed
testbedfor multiple-versionsoftware. Anotheroneis the
fault-tderantavionicsapplicationof algoiithm diversity de-
scribedn [8]. TheEFTOSVoting Farmis aclassof C func-
tions thatimplemerts applicationlevel voting for parallel
message-gssingsystems[1] insteadof moregeneal dis-
tributedsystemsaswith the VVM. Noneof thesesystems
involve middlevare



7 Conclusions

In this paperwe have presentedhe Voting Virtual Ma-
chine amiddlevarevoting conponert thatcanbeusedwith
differentmiddeware frameworks. Its compaion Voting
Definition Language allows specificationof portable vot-
ing algorithns thatcanbe usedwith differentapplicatiors
andmiddlewvare frameworks. Togetter, theVVM andVDL
separateoting policiesfrom theapplicatian andvotercore,
which canhelp applicatiors dealwith the comgexities in-
volved with integrating faulttolerane into applicatiors. Fi-
nally, we have describedhelimitations of the byte-by-byte
value compaisonperfamedin virtually all middlevareand
group commurication systemsand overviewed the archi-
tecturd implicatiors for usingsuchsystemsn the faceof
hetergeneity

7.1 Status

We have develgpedaninitial protaype of mostcompo-
ners andprimitives idertified in this paperandplanapub-
lic releasenf the C++ version,andhopdully alsothe Java
version,in earlysummer200L.

A numter of partiesareinterestedn usingthe VVM.
NAI Labs (formerly Trustedinformation Systems)s very
interestedn evaluatirg it for usein its DARPA-funded IT-
DOSprojed [29]. Thisprojectinvolvesbuilding suppat for
Byzantire failuresin CORBA, usingTAO [37] andthe mul-
ticastalgofithmsin [9]. It explicitly idertified the needfor
sometling like the VVM (not just byte-by-byte voting) in
their researctproposal. BBN is actively consideing using
the VVM for applicdion-levedl datafusionin its DARPA-
funded APOD projed [6]. Finally, TriGeo Network Secu-
rity plansto usethe VVM to adaptvely collate andfilter
intrusiondetectia alerts[40].

7.2 Ongoingand Futur e Work

We arecurrertly involvedin researchn a numter of ar-
easthat build on the researchpresentedn this paper An
important task is to compete an exhatstive searchof the
voting literature to ascertainvaysin which the VVM and
VDL coud andshoud be extencedto offer broadercover
age.A bypraductwill bealarge collectionof voting algo-
rithmsin VDL. Anothe partof our researchinvolves de-
velopingtoolsto ascertairwhattradedfs betweerfaulttol-
erarce, correctress,and perfamancea given VDL policy
provides. We believe this will require mandatig a subset
of VDL to enablea policy to be analyzéle. Theresultsof
this analysiswill beusedin our researcho develop voting
manaersthatchosethe bestvoting algorithm (or at least
a reasonhble one)for the given operding condtions, per
hags givenhigh-level requiranentsfrom the apgication re-

gadingits preferedtradeofs betweerfaulttolerarce, pre-
cision/corectnessandperfamance aswell aswhatsafety
propertiescould be guaanteed.We alsoplanto apply the
VVM to a muchwider range of applicdion architetures,
including replicatedmohile agents distributed sensomet-
works,andintrusiondetectionsystems.
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