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Abstract

Middleware is a classof software systemsabovetheop-
eratingsystemwhich is becomingwidelyusedfor program-
ming distributed systems. Voting is a fundamentaloper-
ation whendistributed systemsinvolve replicatedcompo-
nents. However, support for voting in middleware is very
limited. Thispaper describesissuesinvolvedwith support-
ing voting, and more general data fusion, in middleware.
WedescribetheVotingVirtual Machine(VVM)architecture,
which canbeembeddedin differentmiddleware substrates
such as .NET and CORBA. We also describeits compan-
ion Voting Definition Language (VDL), which allows for
portable descriptionof voting algorithms. TheVVM and
VDL, togetherwith theexternalVVM votingmanager, pro-
vide for voting transparencyandadaptive voting. Finally,
wedescribehowthesimple“byte-by-byte” valuecompari-
sonschemesusedin othervotingmiddleware aswell as in
byzantinefault tolerantmulticastsystemsdonotwork in the
faceof theheterogeneityinherentin distributedsystems.

1 Intr oduction

Replicationis a technique commonly usedto increase
the availability of computer-basedservices. Active repli-
cation is a common form of replication [11, 38]. In this
scheme,the servicerequest from a client is multicastedto
all replicasin a consistentmanner (atomicallyandtotally
ordered).Eachreplicathenprocessestherequestandsends
backareply. Oneof thereplicas’repliesmustbechosenfor
theclient. Thisprocessof choosingonereplyfrom many is
calledvoting. The reply chosenby the voting processis
thenusedby theclient, e.g.,it maycontain datatheclient
hasrequestedfrom theservice.

A simpleexampleof this is shown in Figure1. Eachre-
ply arrivesat thevoter, which mustchooseoneandsendit
on to theclient. In additionto this simplescenario, clients
themselves may be replicated, aswith a nestedinvocation
chain,in whichcasetherequestssentoutby theclientrepli-
casmustbecollatedinto a singlerequest to besentto each
of theserver replicas.

DataFusion[41] is similar to voting, in that it involves
producingoneoutputdatumfrom many relatedinput data.
It is differentfrom voting in a number of key ways.For ex-
ample,therearenot well-definedreplicasto expectinputs
from, sonamingandthenumber of inputs to expect areis-
sues.Anotherdifferenceis thatthevaluesarenotnecessar-
ily expected to bethesameor evenclose,aswith actively
replicatedservers. Datafusionis a key techniqueusedwith
distributedsensornetworks [18], which arebecoming in-
creasingly prevalent, and intrusion detectionsystems[5],
whicharebecoming increasingly necessary.

Middleware is a layer of software above the operat-
ing systemthat offers a common programming abstrac-
tion acrossa distributedsystemandhelpsmaskthediffer-
ent kinds of heterogeneityinherent in distributedsystems
[3]. Middleware systemssuchas CORBA [31] have be-
comeverypopular in recentyearslargely dueto theseben-
efits. However, current middleware support for voting is
extremely limited in bothresearchprojects andin commer-
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Figure 1. Voting Context
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cial productsandstandards,andis virtually nonexistentfor
themoregeneral techniquesof datafusion. Thevotingsup-
portedin middlewaregenerally allows atbestthespecifica-
tion of “majority” or “all,” basedonly onthereturnvalueof
a method. Theseschemesimplicitly assumethatall meth-
odshave a returnvalueand that no valuesfrom returned
parameters(e.g., CORBA out or inout parameters)will be
used.Further, with a singlerecent exception [30], they are
undefinedwheretheclientsarereplicated,andthus,multi-
ple requestsmustbecollatedinto one.

Current implementationsof voting in middleware are
alsovery inflexible in dealingwith floatingpoint valuesin
generalaswell asinexactvoting in particular. Every mid-
dlewaresystemof which we areawareperformsvoting in
a “byte-by-byte” fashionon a marshalled network message
ratherthanvoting on unmarshalledapplication-level data.
Moreover, little progresshasbeenmadetoward the abil-
ity to change voting algorithms at runtime in responseto
changing conditions. This would be useful, for example,
to provideoperating pointswith differenttradeoffs with re-
specttoperformance,faulttolerance,precision,andcorrect-
ness,andswitch betweenthemwhenappropriate. More
detailson theselimitationscanbefoundin [19, 42].

Thecontributionsof this paperareasfollows:

� A descriptionof the Voting Virtual Machine (VVM),
a middlewarecomponentwhich canbe embedded in
different middleware substratesand which votes on
application-level data.

� A presentation of the Voting Definition Language
(VDL), whichis usedwith theVVM andwhichallows
portableandreusablecodingof votingalgorithms.

� A detaileddescription of whycurrent byte-by-byte im-
plementationsof voting in middlewaredo not work in
thefaceof thevery kindsof heterogeneitymiddleware
is designed to mask. Additionally, we describe why
valuecomparisonsin current byzantine-fault-tolerant
multicastsubstratesdo notwork for thesamereasons,
anddiscussthearchitectural implications of this.

Together, theVVM andVDL helppushthecomplexity of
adding fault toleranceaway from theapplication program-
merandtowardstheinfrastructure.

The remainder of this paper is as follows. Section2
presents theVVM andSection3 describes VDL. Section4
providesVDL examplesfor clocksynchronizationandasu-
permajority voting algorithm. Section5 discussesimple-
mentation andotherpragmatic issuesregardingthe VVM.
Section6 discussedrelatedwork, andSection7 concludes
thispaperanddiscussesfuture work.

2 VVM Ar chitecture

2.1 Overview

We have designedand developed a prototype version
of the Voting Virtual Machine (VVM), and its compan-
ion Voting Definition Language (VDL) policy language
[4]. The VVM provides a powerful, well-specified,gen-
eral, portable, flexible, andadaptablemechanismfor vot-
ing. It can be used stand-alone to develop and test
portable voting algorithms. The VVM allows voting poli-
cies to be changed at runtime, andcanbe integratedwith
presentation layers such as those for distributed objects
(CORBA, SOAP, .NET, DCOM), message-oriented mid-
dleware(IBM’ s MQSeriesor Microsoft’s MessageQueue
(MSMQ)), aswell aswith otherkinds of middleware. In-
deed,to thebestof ourknowledge.theVVM is thefirst sys-
temfor votingor collationwhich is embeddableinto differ-
entmiddlewaresubstrates,andVDL is thefirst independent
andportablevoting languagethathasbeenimplemented.

A simplified picture of the VVM architectureis shown
in Figure2, asappliedto CORBA (though it couldequally
well apply to any othermiddleware system). The dashed
boxrepresents themodule labeled“Voter” in Figure1. The
VVM operatesasfollows. Network messages(marshalled
for transmission,e.g.,into theCDRformatusedin CORBA
IIOP or with Sun’s XDR) arereceived independentlyfrom
eachreplicainto theunmarshalmodule whichconverts the
linearizedmessagesinto an arrayof parameters. The pa-
rameterarraysaresentto thevotercore module, which se-
lectsonesetbasedonthecurrent votingpolicy, asdescribed
in thefollowing section.Finally, themarshalmodule “flat-
tens”thevotedparameters into onemessage,which is sent
to theserveror client. Thevoterasshown herecanbecon-
figuredin a gateway [36]; alternatively, it canbeembedded
in othermiddleware,e.g.,in aCORBA ORB,in whichcase
its unmarshalandmarshalstepswill betheORB’s ones.

Thevotercoremodule acceptsinputswhich inform it of
the current voting policy (VDL codefragment) aswell as
notifying it whenafailureoccurs. It outputsstatusinforma-
tion on thevoting, whichcanbeusedby externalmanagers
to help detectperformanceproblems, potential intrusions,
or otheranomalies.This statusinformation canbe passed
to a Voting StatusService(not describedin this paper) to
support featuressuchasintrusiondetection.

2.2 BasicVoter Functionality

We now describe thebasicvoting functionality provided
by VVM, afterfirst providing somedefinitions. A ballot is
arequestor replymessagesentby asinglereplica.A voteis
theprocessof choosing(or constructing)onemessagefrom
among all theballots.

2



(VSS)

conditions &
QOS
requirements

policy params;
weights

Voting
Alerts to
subscribers

Status
Service

param

voted_param

voter core

[1..N]

k

k

failure notification

unmarshal

current voting policy & Voting Current
Manager

voted_iiop_msg

Voting
statistics

marshal

iiop_msg[1..N]

Figure 2. VVM Architecture

exception

unmarshal

Confidence

confidence value

marshal

exclusion

k

quorum

exclusion

quorum
exceptions

exceptions

voted_param

param [1..N]

collationcollation
exceptions

k

Figure 3. States in the Voter Core

Thevotercoreshown in Figure2 processesasinglevote
throughthethreestates,asdepictedin Figure2.2. At each
stage,the VDL codefor the current voting policy dictates
theactionof thevotercoreat eachstage.

Thevoterbeginseachvotein thequorumstate,whereit
waitsfor enoughballotsto arrive to begin theactualvoting
process.After sufficient ballotshave arrived,theexclusion
stateis entered. Herea numberof ballotscanbeexcluded
from furtherconsiderationto enable theapplication to toler-
atevaluefailures,e.g., thosecausedby a faulty (andunde-
tected)floatingpoint processoror a breach in security. The
collation statefollows exclusion. Here,onevalueis chosen
from thosenotexcluded.

After the collation stateis finished,the voter may also
return aconfidencevalue, indicatingthelevel of confidence

in thevote.Thesearediscussedfurtherin Section3.2.
In eachof thethreestates,exceptionsmaybethrown as

directedby theVDL; in whichcase,anexception is returned
to theclient thatwould normally receive thevote. For ex-
ample,in thequorum stateit maybedesirableto throw an
exception if the quorum is not met aftera certaintimeout.
An exception couldbe thrown in theexclusionstateif too
many members areexcluded,or in thecollationstateif the
numberof ballotswhichincludedthevoted-uponvaluewas
toosmall.

In thelasttwo statesthevotermaybranchbackto apre-
vious state,basedon the samestatusconditions on which
anexception maybethrown. For example, in theexclusion
state,if toomany ballotsareexcluded,thevotercanbranch
backto thequorumstateto wait for more.

2.3 Advanced Voter Functionality

Thevotercanbespecifiedto perform random operations
at any or all of the threestatesto help thwart anadversary
intent on corrupting a vote; this is, of course,specifiedin
VDL. For example, in the quorum state,the voter canbe
instructedto wait for a randompercentageof themaximum
ballots(sizeof thegroupsending theballots)to arrive. Fur-
ther, this number could changewith eachvoteor couldbe
thesamefor all votesthevotermanaged.In theexclusion
statethevotercanexclude a random numberor percentage
of the ballots,or all but a random number of the ballots;
again, this percentage could potentiallybe resetat differ-
enttime intervals. Finally, thecollationstatecanrandomly
choose a value. This is reasonable in many applications
wheretheparticularly baddatahavealreadybeendiscarded
in theexclusionstate.

Another way in which the VVM can resistcorruption
is by weightedvoting, or giving different replicasvarying
amountsof trust in differentstatesof voting. For example,
in thequorum state,insteadof waiting for a givennumber
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of ballots,it canwait for somenumber of points, with each
replicaassigneda differentnumber of points. Whena bal-
lot arrives, that ballot’s arrival counts towards the number
of pointsdictatedby its quorum weighting. In the colla-
tion state,operationscanbeperformedaftertheremaining
ballotsareexpandedbasedon a weighting. For example,
supposethereareballotswith values� 2,3,4� from replicas
1–3, respectively, andthe weightingis � 1,2,2 � . After the
expansion,theballotswill be � 2,3,3,4,4� , andthis is whata
collationoperationsuchasmedian or random will utilize.

Theweightsusedcanbecomputedbasedon many fac-
tors, including intrusion detectionfeeds,randomizations,
andotherfactors.They aresetby anexternal manager, not
specifiedin theVDL.

2.4 Failur eModel

TheVVM assumesa crashfailuremodelfor thehostsit
runson.Thisis areasonableassumption in many situations,
because,in mostconfigurations,theVVM will berunning
in the samemachine or even processas the client. Thus,
for all practicalpurposes,the client andits voter will fail
together or not at all; and the client will not have to deal
with thepossibilityof a failedvoter.

The VVM alsoassumesa Byzantine failure model for
applications running on servers, but only a crashfailure
model for the middlewareandoperating systemcoderun-
ning on them. This model canbe useful for applications
thatusedatafusionor N-version programming, wherethe
datato becollatedaregeneratedin multiple differentways
andsomemaybeinaccurateor erroneous.If this werenot
realistic for a given system,thena stronger failure model
(weaker assumptions) could be provided with techniques
such as the network attachment controller (NAC) in the
Delta-4system[11] or with moreexpensive protocols sim-
ilar to thosein [35] or [9]. This is being pursuedby Trusted
InformationSystems,asdiscussedin Section7.1.

3 Voting Definition Language

In this sectionwe describe VDL. We first defineits syn-
tax, thendescribetheprimitive operationssupportedin the
language.Wethendescribeconfidencevalues.Wenotethat
this researchis nota theoretical investigationof how to rep-
resentall votingalgorithms.Rather, it is a pragmatic inves-
tigation into how to support voting in middleware,though
supporting aswide assetof algorithmsaspossibleis obvi-
ouslyuseful.

3.1 VDL Syntax

Figure4 givesan overview of the VDL syntax. Sym-
bolsfor parenthesesandcurly braces (e.g.,“ � ”) arepartof

policy name(parameters)�
quorum (quorumop (parameters))

[ thr ow ex nameif (condition) �	�
[ exclusion[label] (exclusion op (parameters))

[ replaceby mean
median
 �
������� ]
[ [ thr ow exceptionnameif (condition)] 


[ goto quorum
[ (using (quorumop (parameters))more
 total) ]
if (condition)] � � ���

collation (collation op (parameters))
[ [ thr ow exceptionnameif (condition)] 


[ goto quorum
[ (using (quorumop (parameters))more
 total) ]
if (condition) ��


[ goto exclusion[label] if (condition)] � ��
confidence(confidenceexpression) ��

Figure 4. VDL Syntax

VDL’s syntax. Squarebrackets(“ � ”), asterisks,andpluses
areusedto denote portionsof syntaxthatmayoccurzero,
one,or moretimes,in thetraditionaluseof thesesymbols.

A VDL policy beginswith thepolicy’snameandparam-
eters,which canincludelong, double, thebuilt-in enumer-
atedtypesfor operations in eachstate.

Following is the declarationof the quorum operation
andits parameters. It canoptionallybefollowed by a state-
ment indicatingthat a namedexception shouldbe thrown
to theclient under certainconditions. Theseconditionsare
expressionsbuilt with thepolicy’sparametersandalsocon-
dition variablesthat the voter coreprovidesregarding the
statusof a vote. Theseare listed in Table 1. For exam-
ple, elapsedtime denotesthemilliseconds sincethe voter
was initialized for a given vote, for example at the time a
client’s requestwassentout. It is useful, for example, to
seta timeout in thequorum state,or for confidencevalues.
Notethat in thedescriptionsof theconfidencevariablesall
percentagesarebasedon thetotal numberof ballots.

Thestatementspecifyingtheexclusionoperation andits
parametersfollows the quorum statement.It canoption-
ally befollowedby aclausewhichindicatesthat,insteadof
beingdiscarded, all valuesexcludedby thisoperation areto
bereplacedby eitherthemedian value, themeanvalue, or
a given value. The exclusionstatementmay containmul-
tiple goto andexception statementsin any order. A goto
statementsendsthe vote back to the quorum stateunder
certainconditions,whicharespecifiedwith expressionsin-
volving the exact samesetof parametersandvariables as
the thr ow statementfor exceptions. This goto statement
may alsospecify, with the using clause,a new operation
andnew parameters to usein thequorum state.Thisclause
alsospecifieswhetherthisquorum applies to all ballotsre-
ceived(qualifier total) or only thosereceivedaftertheexe-
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CONDITION
VARIABLES

MEANING

elapsedtime thetime sincevoteinitialized (msec)
pct same thepercentageof sameballots
num same thenumberof sameballots
pct remaining total thepercentageof remainingballots
num remaining total thetotal numberof remainingballots
pct remaining now thepercentageof remainingballots(afterthisexclu-

sion)
num remaining now thenumberof remainingballots(afterthis exclusion)
pct excluded total thepercentageof excludedballots
num excluded total thetotal numberof excludedballots
pct excluded now thepercentageof excludedballots(after this exclu-

sion)
num excludednow thenumberof excludedballots(afterthis exclusion)
ballots total total# of ballotsreceived,equals

(num excluded total + num remaining total)
ballots max total# of ballotspossible,e.g.numberof replicas;if�

ballots total, quorum doesnot wait for all bal-
lots to arrive.

Table 1. VDL Condition Variables

cutionof thegoto (qualifier more).
Notethatmultipleexclusionstatementsareallowedin a

policy. If therearemorethanone,any exclusion that can
bebranchedto by a goto statementmustspecifya label to
enable branchingwithout ambiguity.

TheVDL policy finally specifiestheoperation to beused
for thecollation state(there arepresently no parametersto
these— they just chooseone), aswell asthe optional ex-
ceptions andbranchingto quorum exactlyasexclusional-
lowed. After collation, theremaybeabranch to exclusion.
Finally, aconfidenceexpressionmayoptionallybereturned
to indicatehow muchtrustshouldbeput in thevote.

If an exception is thrown by the VVM, the exception
typeis onedefinedby themiddlewaresystem(middleware
typically requires clients to catchexceptions, e.g., SYS-
TEMEXCEPTION for CORBA) soasnot to introducenew
exceptionsinto theinterface.

Table2 shows the primitivesfor eachstate. Primitives
in theexclusionstateareappliedafterthevalueshavebeen
sorted.

3.2 ConfidenceValues

All othervotersweareawareof allow onlybinary output
behavior: either the voter outputs a votedvalue, or either
fails or refuses(andperhaps throws an exception). How-
ever, thechoicesof throwing anexception andreturning a
value represent two extremes. VDL allows the expression
of confidencevalues,with multiple useswhich we areex-
ploring, in order to provide somemiddle ground between
theseextremes.

Oneuseis to allow theclient to decidehow to usea re-
ply basedonhow good it is perceived.Theconfidencevalue
is presently specifiedin VDL, asdescribed in Section3.1.
Alternately, we areinvestigating allowing its specification
via a separateconfidencedefinition language. This would

STATE PRIMITIVES MEANING

quorum until ��� ��� wait until � � ��� ballotsarrive
all but ��� ��� wait until all but � � ��� ballotsarrive
random !"� ���$#%� ��� wait until a randomnumber(ranged

from !"� ��� to #%� ��� ) of ballotsarrive
exclusion lowest !�� ��� excludethelowest !"� ��� values

highest !"� ��� excludethehighest!"� ��� values
furthest !"� ��� exclude the furthest !"� ��� values

from themedian
distance & fr om
[mean'median ' (*),+.-
& ] exclude all valuesnot within & dis-

tancefrom thepositionor valuespec-
ified

outside sigma / excludeall valuesmorethan / stan-
darddeviationsfrom themean

distance neighbor 0 excludeall valuesthat arenot within
distance0 of their neighbor

distance cluster 0
[mean'median]

excludeall valuesthat arenot within0 distanceof their neighbor, starting
at positionspecified

cluster support 0�1 Seeexamplein Section4.2
inner � excludethemedianplus �3254 adja-

centvalues,spacedasevenly aspos-
sibleon eachsideof themedian

nearest � excludethemedianand �6274 values
nearestit

random !"� ��� excluderandom!�� ���
none excludenone

collation median choosethemedianvalue
mean choosethemeanvalue
mean neighbor choosethe closestvalue in a ballot

from themeanvalue
mode choosethemostcommonvalue
random choosearandomballot’s value

Table 2. VDL Primitives

allow piecesof code(confidencepolicies)to bewritten by
adifferentpersonfrom theVDL programmer, andthey also
couldpotentiallybereusedwith differentVDL policies.No
matterhow its specified,theconfidencevaluewill allow the
client to adaptwith a muchbettergranularity thanthecur-
rentbooleanoutput behavior.

We arealsoinvestigatingutilizing the confidencevalue
for application-level adaptationwhile still providing voting
andreplication transparency. This is enabled by usingdel-
egates,which areproxiesinterposedbetweenthe applica-
tion clientandthemiddlewareproxy(stub), thatprovidethe
sameAPI asthatproxy (theAPI of whichtheclienthaspro-
grammedto). In particular, we areinvestigatingtheuseof
delegatesfrom theQuality Objects(QuO)framework [43].
QuOdelegatesaregenerated basedonQuO’sStructureDe-
scriptionLanguage(SDL) [24] plusthemiddleware’s inter-
facedefinition language(IDL) andtheQuO’s contract de-
scriptionlanguage (CDL). TheSDL allows specificationof
adaptation strategieswhich areabove themiddlewarelayer
yetbelow (andgenerally transparentto) theclient.

Note that the voter cannot return a confidence in the
method’s returnvalue,becausethemethod’s definitionhas
fixed its signature. Alternatemeans of returning the value
arebeingdeveloped,analogousto a Unix systemcall “re-
turning” anerror report “on theside” via theerrno vari-
able. In CORBA, for example, onepossibility for passing
theconfidencevalueinvolvescontext variables.
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policy SuperMajority() �
quorum (until (60%))

thr ow QUORUM TIMEOUT if 89�:�	�:;�<*�>= ?A@CBD�FEHG,I�I�I�J
exclusion(distance(1%))

thr ow BAD VALUES if 8K;"LM? �>N"L$���"=O�>= ?QP*?Q���RETS I�J
goto quorum (using (until (60%)) total)

if 8K;"LU? VW�*B5�O@CXY@9X�Z ?AP:?A���\[^]�I J
collation (median)
confidence8K;"LM? VW�>BD�O@9X_@9X�Z ?QP*?Q���a`
G>I�IOb I J�

Figure 5. Supermajority Voting Algorithm

4 Examples

4.1 SuperMajority

Figure5 givesanexample of asupermajority votingpol-
icy implementedin VDL. Thepolicy returns a voteif 60%
of theballotsareequal,where“equal” is setto meanbeing
within 1%. An exception is thrown if this cannot be met.
Otherwisea confidencevalue is returnedthat is equal to
thepercent of ballotsthatagreedwith thevalue votedupon
(chosenin collation).

The policy initially waits for 60% of the ballots to ar-
rive. It thendiscardsall which arenot equal.At this point,
if morethan40% have beenexcluded,thena supermajor-
ity of 60% cannot be achieved, so an exception is thrown.
If this doesnot happen, but lessthan60% remain (which
must be all equal), then the policy branchesback to the
quorum stateto wait for more. If neitherthe branch nor
the exception occur, thenthe supermajority hasbeenmet,
andcollation selectsonevalue, the median. Finally, the
confidencevalueis returned. This SuperMajority example
canbe parameterizedso that the thresholds of 60%or 1%
of theoperation median, etc.,canbepassedin, for example
by a votermanageror by a clientapplication.

4.2 Fault-Tolerant Clocks

Clock synchronization is a very important problem in
distributedcomputing area. The various approachespre-
viously proposedhavebeencategorized(in [32]) asmaster-
slave,convergencefunction, interval,Byzantineagreement,
andclockserveralgorithms.

Wedemonstratetheuseof VDL to describeconvergence
function algorithms. A typical algorithm in this category
containsfour basicsteps[32]:

� Collectclockvaluesfrom othernodes,

� Manipulatethecollectedclockvalues,

� Calculateacorrection termfor localclockby applying
aconvergencefunction,

policy CNVA ( = , ��P:L$��� �
�c�	��� ) �
quorum (all)
exclusion(distance( = )) replaceby ��PWLM��� �
�������

thr ow NOTHING LEFT if (pct excludedtotal = 100.0)
collation (mean)
confidence 8K;dLM? VW�*B5�O@CXY@9X�Z ?QP*?Q���a`OG,I�IOb I�J�

Figure 6. CNVA Clock Synchronization

policy FCA ( = , ; ) �
quorum (all)
exclusion(cluster support ( = , ; ))

thr ow NOTHING LEFT if (pct excludedtotal = 100.0)
collation (mean)
confidence 8K;dLM? VW�*B5�O@CXY@9X�Z ?QP*?Q���a`OG,I�IOb I�J�

Figure 7. FCA Clock Synchronization

� Correctthelocalclock.

Among thosesteps,the first threecanbe mapped onto
theVVM’ s threevoterstates:quorum, exclusionandcol-
lation. The last stepis to employ a correction algorithm
to adjustthe local clock, which would be theapplication’s
function.

We demonstratetheuseof VDL to expresstwo conver-
gencealgorithms: Interactive Convergence andFastCon-
vergence.Figure6 givesanexampleof theInteractiveCon-
vergenceAlgorithm (CNVA) [21] implemented in VDL.
Thesynchronizingnodefirst collectsclock valuesfrom all
othernodes, andthenreplacesthe valuesthat are“too far
away” from eCf
g*h"eji"h"e9kml , where“too far away” meansnot
within a givendistancen from eof
g*h"eji"h"e9kml . If all the val-
uesareexcluded (replaced),an exception is thrown. Af-
ter that,thesynchronizingnodecalculatesthecorrectedlo-
calclockvalueby choosingthemeanof thosemanipulated
values.Finally, the confidencevalueis computedaccord-
ing to how many valuesoriginally collectedareexcluded
(p\g*q r
l�sthcuQvwuQvmx qyf qyh"e ).

Figure7 givesanexample of theFastConvergenceAl-
gorithm (FCA) [27] implementedin VDL. After collecting
valuesfrom all other nodes, the synchronizing node ex-
cludesthosevalues which receives support from lessthanp other values, where i"h"e9kml ) “supports” i"h"e9kml�z means{ i"h"e9kml )}| i"h"e9kml z {�~%� n . If all the valuesareexcluded,
anexception is thrown. After that, thesynchronizingnode
calculatesthe correctedlocal clock valueby choosing the
meanof thosemanipulatedvalues.Finally, theconfidence
valueis computedasin CNVA.

5 Discussion

An obviousquestionis whybother with aseparatevoting
langaugesuchasVDL, insteadof just allowing Java code
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to beuploadedfor a givenvoting policy. In otherwords,is
VDL just amiddleware versionof “syntacticsugar?”

The answeris “no”, for two primary reasonswhich in-
dicatethat VDL hasits place. First, it is mucheasierto
readandbeableto understandwhata voting policy is go-
ing to do, which aids reuse. Second,having a separate
VDL allows the possibility of performing offline analysis
of VDL to ascertainwhat tradeoffs a given policy offers
in, for example, precision/correctnessversusperformance.
Thismanageabilityallowsfor bothadaptiveandtransparent
voting, andthus,beneficiallypushesmuchcomplexity away
from theclient andthemiddleware. Suchmanageability is
oneareaof researchwe arebeginning.

An initial prototypeof a passively replicatedversionof
the VVM architecture wascompleted at the endof 1999,
with very limiting simplifying assumptions. We hopeto
createa much more realistic implementation. Actively
replicated votersaremore interestingandchallenging. It
is crucial to be able to designthe VVM and VDL such
thatthevotersarestatemachines:deterministic andableto
make consistentdecisions (votesandotheroutputs) with-
out synchronization. To do this would require a number of
new constraints,includingensuring thateachvotergetsall
messagerequests/repliesin thesameorder (e.g., with a vir-
tually synchronousmulticastsystem),so thatsynchroniza-
tion betweenvotersis not necessary; a votercannothave a
timeout; etc. Also, actively replicated voterswill have to
be seededwith the sameexact random seed,at leaston a
per-connection (client-server relationship)basis.

Finally, in many configurationsit will beunnecessaryto
replicate theVVM. In thecaseof anunreplicatedclient, in
someconfigurationstheVVM will beon thesamehostor
evenin thesameaddressspaceastheclient. In thiscase,the
VVM canbeconsideredto fail if, andonly if, theclienthas
failed,for all practicalpurposes(excludingsoftwaredesign
faults).

6 RelatedWork

Much work has beendone on voting in the last few
decades,andin this sectionwe constrast our researchwith
thatin theliterature.

6.1 General Limitati ons on Parameter Support
and Byte-by-Bytevoting

To date,thelimitationson votingsupport in middleware
— “majority” or “all” on only the returnvalue— aredic-
tatedby the way suchactive replicationschemestend to
handle the parametersof requestsandreplies,namely, as
opaque blocks of data which can only be compared for
equality. While this is muchsimplerto implementandcon-
figure, it hassevereproblems. Voting among active repli-

casgenerally consistsmerelyof delivering areply from the
server replicaswhensomequorumof theservers(e.g.,one,
or the majority, or all) have sentrepliesexactly identical
“byte-by-byte” with the onebeingdelivered. For the pur-
poseof this voting procedure,thereturnvalue,out param-
eters,and inout parametersareall included in the reply’s
vote without distinction. In a recentsystemthat alsosup-
portsreplicatedclients[30], a similarly limited functional-
ity is provided to vote on client requestsbeforedelivering
oneto theserver replicas.

For example, consider thefollowing CORBA interface:

interface foo �
long method1( in long a);
void method2( in long d,

inout short e,
out double f);�

A requesttomethod1couldpotentiallybevotedonbasedon
theparameter h , while thereplycouldbevotedonbasedon
thereturn value.In method2,however, therequestcouldbe
votedonby somefunction of parameters n and l , while the
repliescouldbevotedonusingl and� . (Notethat s�l�qU�\f
nd�
hasnoreturn value.) With thecurrentvotingstrategiessup-
ported in middleware,however, the only individual datum
whichcanbevotedon is thereturnvaluefrom stlWqU�\f
n\� .

With respectto the byte-by-byte voting usedby many
collation voting schemes,we note that good middle-
ware strives for interoperability acrossmultiple dimen-
sions: CPU architecture, operating system,programming
language,andmiddleware implementation [3]. However,
dueto this,byte-by-bytevotingonmarshalednetwork mes-
sagessimply doesnot work in thepresence of any hetero-
geneity. For example,in the CORBA encoding, two mes-
sageswith identicalmeaning to theclientcanlegally been-
codedby different sequencesof bytes,eitherby encoding
themwith differentendiannessor by usingdifferentvalues
for padding bits. We notethat the limitations of the byte-
by-byte approach are intrinsic to any middleware frame-
work which provides interoperability and are not limited
to CORBA; CORBA is simply thebest-specifiedandmost
popular middlewaresubstrateavailabletoday. More details
on theselimitationscanbefound in [19, 42].

Theselimitations apply not only to middlewarevoting,
but alsoto all othersituationswherevalueerrors mustbe
detected. For example,[35, 9] offerreliablemulticasttrans-
port systemsthat toleratebyzantine failures.Suchsystems
mustbeableto detectvaluefailures. However, if thecom-
parisonof valuesis performedon themessagedatawithout
unmarshalling,asis done in all suchsystemswe areaware
of, it will not work in thepresenceof heterogeneityfor the
reasonsoutlined above. Additionally, if middlewareis to be
layeredabovesuchreliablemulticastsystems,it cannotbea
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cleanlayering. Ideallythemiddleware’slowerlevelsshould
beableto treatthereliablemulticastasa fancierversionof
a transport layersuchasTCPor UDP. However, this is not
possible,becausetherelaiblemulticasttransport will need
to rely on help from the middlewaresystemto unmarshal
the messagedatain order to be able to correctly perform
value checking. This is necessarybecauseunmarshalling
the messagerequires information on the application-level
datatypesin the particularmessage,which of coursewill
dependon the methodbeingcalledand the direction (re-
quest or reply). This implies that the middlewareandthe
reliablemulticasttransport needto becloselycoupled.

6.2 Collation Voting in Middlewar e

A number of recent projectshave extendedactive repli-
cation to CORBA. ThesesystemsincludeOrbix+Isis and
Electra[26, 22], Eternal[28], OGS[14], andAQuA [12].
Thesesystemsall havethevirtueof providing ahighdegree
of (but not total) application transparency, andalsoof be-
ing useful with commercialmiddleware. However, they all
haveavery limited form of voting: eithervotingonareturn
value in aserverreply, notonotherparametersin a replyor
onany parametersin a request,or performinga naivebyte-
by-bytecomparisonof themarshaledparameterbuffer. The
Immunesystemprovidessurvivability to CORBA applica-
tions via active replication,voting, anda securemulticast
protocol [30]. Like Rampart[35], it thuscovers a wider
range of malicious faults than doesthe VVM. However,
thereareno detailson thevoting designor implementation
otherthanit voteson both requestsandreplies,andwaits
for a majority “being identicalin value”; we thuspresume
it employs byte-by-byte votingon themarshaledparameter
buffer. As such,it will notwork in thefaceof heterogeneity.

6.3 N-VersionProgramming

Active replication(which usessynchronizationvoting)
hasbeendevelopedto maskhardwarefailuresof nodesand
communicationlinks. N-Versionprogramming is a tech-
nique usedto masksoftwaredesignfaults [10, 1]. In this
approach,N versions of a module areindependently devel-
oped from thesamespecificationandexecutedon separate
(typically heterogeneous)nodes.The return valueor “an-
swer” from eachis collatedusingcollationvoting.

We note that N-Version programmingsuffers from the
consistentcomparisonproblem [7], which limits its usein
error detectiondueto thefinite precision in computer arith-
metic. Two replicascancompute the samevariablewith
slightly different values,thentake differentbranchesafter
a comparisonthat testedagainst a cutoff thatwasbetween
thetwo values.This can,of course,resultin thetwo repli-
casdiverging. We do not believe that theVVM — even if

replicatedandusedto vote in N-Versionprograms— suf-
fers from the consistentcomparison problem. It hasonly
oneversionof thecode(thoughevenwith multipleversions
it wouldnothaveaproblem,becauseit doesnotusefloating
point numbersin its control flow). Solongasthepresenta-
tion codinglayer(“unmarshal”below) preservestheorder-
ing betweendifferentfloatingpoint valuesacrossdifferent
architectures— apropertyof everyencoding wehavestud-
ied — thentheVVM will work properly, even if its repli-
casareN-Version. Indeed, theVVM canbeusedto detect
thatanapplication replicahassufferedfrom theconsistent
comparisonproblemanddiverged, aswell asdetectingone
thathasperformeda nondeterministic action(thattheother
replicasdid not)anddivergedfor this reason.

6.4 Voting Algorithms

Theoretical work on votingdatesbackmorethanfifteen
years. We have implemented,in VDL, variousclock syn-
chronizationandother algorithms from someof themajor
work in thisfield. Section4 providesthreeexamples.

Therearesomealgorithms which VDL andVVM can-
not presentlyexpress, though, when we extend VDL to
covervotingonmultipleparameters,wehopetocovermany
of these. Examples includedistanceagreement protocols
anddistancedecision[13], which involve voting in multi-
dimensional space;the generalization of commonly used
voting techniquessuchasFormalized Majority Voter, Gen-
eralizedMedianVoter, etc. in [23]; andtheadjudicatorsand
adjudicationfunctions[16], whicharegeneralizedconcepts
of votersandvoting algorithms. TheConsensusServiceis
a technique for constructingagreementprotocols [17].

Ourresearchis notatheoreticalattempttoprovideagen-
eralizedvotingserviceor notationthatstrivesto expressall
possiblevotingalgorithms.Rather, it isapragmatic effort to
createanembeddablemiddlewarevoting component. Cer-
tainly wehave tried to makeVDL beasgeneralaspossible
— andit coversmuchof thespaceof voting algorithms in
theliterature,asdiscussedin [42] — but covering theentire
spaceis notoneof its goals.

There are also several software systemsthat are well
known for their implementation works of voting. Oneof
themis theUCLA DEDIX [2] system,whichis adistributed
testbedfor multiple-versionsoftware. Anotherone is the
fault-tolerantavionicsapplicationof algorithm diversity de-
scribedin [8]. TheEFTOSVotingFarmis aclassof C func-
tions that implements application-level voting for parallel
message-passingsystems[15], insteadof moregeneral dis-
tributedsystemsaswith the VVM. Noneof thesesystems
involvemiddleware.
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7 Conclusions

In this paperwe have presentedthe Voting Virtual Ma-
chine, amiddlewarevotingcomponent thatcanbeusedwith
different middleware frameworks. Its companion Voting
Definition Languageallows specificationof portable vot-
ing algorithms thatcanbeusedwith differentapplications
andmiddleware frameworks.Together, theVVM andVDL
separatevotingpoliciesfrom theapplication andvotercore,
which canhelpapplications dealwith thecomplexities in-
volved with integrating fault tolerance into applications. Fi-
nally, we havedescribedthelimitationsof thebyte-by-byte
valuecomparisonperformedin virtually all middlewareand
group communication systems,andoverviewed the archi-
tectural implications for usingsuchsystemsin the faceof
heterogeneity.

7.1 Status

We have developedan initial prototypeof mostcompo-
nentsandprimitives identified in thispaper, andplanapub-
lic releaseof theC++ version,andhopefully alsotheJava
version,in earlysummer2001.

A number of partiesare interestedin using the VVM.
NAI Labs(formerly TrustedInformationSystems)is very
interestedin evaluating it for usein its DARPA-funded IT-
DOSproject [29]. Thisprojectinvolvesbuildingsupport for
Byzantinefailuresin CORBA, usingTAO [37] andthemul-
ticastalgorithmsin [9]. It explicitly identified theneedfor
something like the VVM (not just byte-by-byte voting) in
their researchproposal.BBN is actively considering using
the VVM for application-level datafusion in its DARPA-
fundedAPOD project [6]. Finally, TriGeoNetwork Secu-
rity plansto usethe VVM to adaptively collateandfilter
intrusiondetection alerts[40].

7.2 Ongoingand Futur eWork

We arecurrently involvedin researchin a number of ar-
easthat build on the researchpresentedin this paper. An
important task is to complete an exhaustive searchof the
voting literature to ascertainwaysin which the VVM and
VDL could andshould beextendedto offer broadercover-
age.A byproductwill bea large collectionof voting algo-
rithms in VDL. Another part of our researchinvolvesde-
velopingtoolsto ascertainwhattradeoffs betweenfault tol-
erance, correctness,andperformancea given VDL policy
provides. We believe this will require mandating a subset
of VDL to enablea policy to beanalyzable. Theresultsof
this analysiswill beusedin our researchto develop voting
managersthatchoosethebestvoting algorithm (or at least
a reasonable one) for the given operating conditions, per-
haps givenhigh-level requirementsfrom theapplication re-

garding its preferredtradeoffs betweenfault tolerance,pre-
cision/correctness,andperformance, aswell aswhatsafety
propertiescouldbe guaranteed.We alsoplan to apply the
VVM to a muchwider range of application architectures,
including replicatedmobile agents,distributedsensornet-
works,andintrusiondetectionsystems.
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