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Distributedsystemsin which clientsandserversarereplicatedoftenrequirea mechanismfor voting
onmultiple requeststo or repliesfrom aserver. Voting is theprocessof choosingasinglereplyor request
usingsomespecifiedpolicy thatdefineshow that singlereply or requestis determined.Currently, there
exist veryfew systemsemploying suchavotingmechanism.Thosethatdoexist lackflexibility andarenot
easilyembeddedinto middlewarearchitecture.Work completedfor this thesisincludesthedevelopment
of theVoting Virtual Machine(VVM), a voting mechanismthataddressesmany of thecurrentobstacles
within theareaof voting in distributedsystems.

TheVVM providesa powerful, general,portable,flexible, andadaptive voting mechanism.It canbe
usedasastandaloneapplicationfor thedevelopmentandtestingof votingalgorithmsor it canbeinserted
into middlewaresystemslike CORBA andMicrosoft’s DCOM. Also, theVVM maybeappliedto other
architecturesthat requirevoting, suchas quorumconsensus,collation engines,merging of partitioned
replicas,andagent-basedsystems.Along with the provision of a voting service,thevoter tabulatesthe
valuesandtiming of replicas’repliesfor performanceandsecuritymonitoring. This thesisalsoinvesti-
gatessecurityissuesinvolving theVVM, including the toleranceof faulty valueswithin differentvoting
policiesandthefeasibilityof anadversaryinferring thecurrentvoting policy.
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Chapter 1

Intr oduction

Theexplosive growth of theInternetin thelastfew yearshasthrustdistributedsystemssoftwarefrom the
realmof researchprojectsandhand-craftedspecialtyapplicationsto becomingcommon,almostubiqui-
tous. Simultaneously, computerhardwarehasbecomemuchcheaper. Thesetwo trendshave allowedfor
the rapid growth of softwarebeingdistributedacrosscorporatenetworks, intranets,andextranets.As a
result,societyis relying muchmoreheavily on servicesprovidedby distributedsoftware.

Replicationis a commonlyusedtechniqueto increasetheavailability of theseservicesandto lower
thedelayin accessingthem,especiallyin thecaseof read-onlyaccesses.Onemajor form of replication
is Active replication[1, 2]. In this scheme,the servicerequestfrom a client is multicastto all replicas
atomicallyandtotally ordered.Eachreplicathenprocessestherequestandsendsbacka reply, andoneof
theserepliesmustbechosenfor theclient. Thisprocessof choosingonereply from many is calledvoting.
Thereply chosenby thevoting processis thenusedby theclient, e.g. it maycontaindatatheclient has
requestedfrom theservice.Thisvoting processis depictedin Figure1.1.

Work completedfor this thesispertainsto voting issuesthat are applicableto other areasbesides
replicatedservices.The Voting Virtual Machineis a generalvoting mechanismthat canbe appliedto
quorumconsensus,a strategy that is usedfor replica control in which the client obtainsa quorumof
votesfrom the replicasbeforeproceeding[3]. Anotherusefor theVVM is in the areaof moregeneral
collationengines,wherereplicasarenotassumedto returnthesamevaluesand,indeed,maynot evenbe
consideredreplicasin thegivensystem.However, thesesystemsrequireasinglecollatedvalue;examples
includenetwork management,Qualityof Service(QoS)managers,andfault-toleranttimesynchronization
in Tempo[4]andNTP[5]. Therearemany timeswhena network partitionwill breakup a setof replicas.
In somesystemsthe non-primarypartition is allowed to continueoperations.Whenthe replicasmerge
backinto a singlegroup,it is necessaryto merge their statesso thatall replicasmaintainthesamestate.
TheVVM couldbeusedin thismergingof replicastateminimizing theamountof programmingrequired
of systemprogrammers.A furtherpotentialapplicationareafor theVVM is distributedsensornetworks

Client Voter

Server[1]reply[1]

Server[N]relpy[N]

voted_reply

Figure1.1: Voting Context
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(DSNs)[6]. Theseconsistof largenumbersof inexpensive, small,dispersedcooperatingsensors,whose
valuesof coursemustbe collatedto provide a moreglobal view. Application areasfor DSNs include
surveillanceandenvironmentalmodeling.

Anotherapplicationof voting is within agent-basedsystemswherefault-toleranceandsecurityare
necessarycharacteristics.Agentsmigratefrom computerto computerfor variousreasons(e.g. datacol-
lection),andtheagentsaresusceptibleto anadversarythatwantsto corrupttheagent’s operationor data.
The useof voting in agent-basedsystemsis discussedin [7], wherereplicationandvoting areusedto
masktheeffectsof corruptedagents.This is implementedby replicatingagentsat eachcomputervisited,
andavoterlocatedat eachcomputerwaitsfor aspecifiednumberof equivalentreplicas.

An additionalpromisingareain which theVVM canbeappliedis in the fusionor reductionof data
necessaryfor intrusiondetection[8]. As aconcreteexample,considertheHummersystem,whichfocuses
onsystemsupportto shareandcollateintrusiondetectioninformation[9]. Hummeragentsrunonmultiple
machines,collecting local information relatedto potentialintrusionsfrom systemlogs andother local
sources.Agentsanswerqueriesfrom otheragentsaboutlocal conditions.A givenagentmustalsoquery
multiple otheragentsto build aview of theintrusionstatusof thehostsin thesystem.In doingso,it must
dealwith thepossibilityof valuefaultscausedby Hummeragentsrunningon compromisedhosts.This,
of course,canbedonein a very flexible andadaptablemannerby usingtheVVM. It is alsopossibleto
constructhierarchiesof Hummeragents,whereeachhigherlevel (LANs, domains,etc). summarizesthe
conditionsof lower levelswith amoreglobalperspective andwith lessnetwork traffic. This is alsoagood
candidatefor insertionof theVVM. Finally, if a client mustrely on a non-localHummeragent(e.g.,at a
high level in thehierarchy),theclient mustdealwith thepotentialcorruptionof a givenHummeragent.
This, too,canbeimplementedusingtheVVM.

In all theaboveusesof theVVM, theVVM itself canserveasanintrusiondetectionstatusserver, no-
tifying othersof valuefaultsfrom Hummeragents.Thisuseof theVVM will bediscussedin Section3.8.

TheVVM not only detectsfaulty valuesin otherapplications,but canalsoimpedeor thwart attacks
on thevoter throughadaptive voting policies. A voting policy defineshow thevoter will selecta single
answer;differentpoliciescanhelpagainstdifferentattacks.If a malicioususerknows which policy the
VVM is currentlyusing,thenthey maybeableto bypassdetectionandcorruptthereplies.TheVVM has
theability to protectthepolicy from beinglearnedby themalicioususerandto protectthe repliesfrom
corruption.

While votinghaswideapplication,currentsupportfor voting is quitelimited in bothresearchprojects
andin commercialproductsandstandards.This is dictatedby the way suchactive replicationschemes
tendto handletheparametersof requestsandreplies,namely, asopaqueblocksof datathatcanonly be
comparedfor equality. As a result,voting amongactive replicasgenerallyconsistsof delivering a reply
from theserver replicaswhensomequorumof theservers(e.g.one,themajority, or all) have sentreplies
exactly identicalbyte-for-byteto theonebeingdelivered.For thepurposeof thiskind of votingprocedure,
thereturnvalue,out parameters,andinout parametersareall includedin the“reply” without distinction.
In recentsystemsthatalsosupportreplicatedclients,asimilarly limited functionalitymaybeprovidedto
voteonclient requestsbeforedeliveringoneto theserver [10, 11].

For example,considerthefollowing CORBA interface:

interface foo
�
long method1(in long a);
void method2(in long d,

inout short e,
out double f);�

2



A requestto method1could potentiallybe votedon basedon theparameter� , while the reply could be
votedon basedon thereturnvalue.In method2, however, therequestcouldbevotedonby somefunction
of parameters� and � , while the repliescould be votedon using � and � . (Note that ���	��

����� hasno
returnvalue.) With the currentvoting strategiessupportedin middleware,however, the only individual
datumwhichcanbevotedon is thereturnvaluefrom ������
������ .

In theabsenceof any votingalgorithmcapableof distinguishingthedifferentparametersin amessage,
thetechniqueof byte-by-bytecomparisondependsonpropertiesof datamarshallingthatin somecasesare
not guaranteedby therelevantstandards.Importantsemanticsof thecomponentsof thedatabeingvoted
on, which dependon the signatureof the methodbeing implemented(i.e., the orderanddatatypesof
parametersandreturnvalue)areignored.They arealsoveryinflexible in dealingwith floatingpointvalues
in particular, aswell aswith inexact voting in general.Moreover, little progresshasbeenmadetoward
theability to changevotingalgorithmsat runtimein responseto changingconditionsor requirementsand
tradeoffs.

This thesisdescribesthedesignandimplementationof theVoting Virtual Machine,a voting mecha-
nismdesignedto helpovercomethe limitation of currentvoting mechanisms,anddiscussesthesecurity
aspectsof utilizing avoterwithin middleware.Thecontributionsof this thesisare:

� Thedesignandprototypeimplementationof theVotingVirtual Machine(VVM) thatcanbeusedin
distributedmiddlewaresystems.

� Thedesignof Voting DescriptionLanguage(VDL)to enableauserto defineavoting policy for the
VotingVirtual Machine.This is thefirst languageweareawareof thatallows for expressingvoting
algorithms.

� Thedesignof theVoting StatusService(VSS),ananomalydetectionservicethatcollectsandpro-
cessesdataabouteachballotenablingthedetectionof abnormalbehavior.

� Theinvestigationof thetypesandnumberof faulty valuestheVoting Virtual Machinecantolerate
in the spaceof all policiesexpressibleby Voting DescriptionLanguageandthe likelinessof the
VotingVirtual Machine’s removing thosefaulty values.

� A securityinferencestudycharacterizingthelevel of difficulty for amalicioususerto learnavoter’s
policy andhow usefulknowledgeof thepolicy might beto amalicioususer.

The remainderof this thesisis organizedas follows. Backgroundwork is reviewed in Chapter2.
Chapter3 providesanoverview of theVVM context, basicsof theVVM operations,advancedoperations
of the VVM, the VVM developmentenvironment,the VDL, andVSS. Chapter4 givesan overview of
the VVM’ s operationsthat provide the tolerationof faulty values,while Chapter5 providesa summary
of how theVVM canresistmaliciousattacks.Chapter6 discussesvariousimplementationissuesandthe
currentimplementationstatusof theVVM. Chapter7 summarizesthis thesisanddiscussesfutureresearch
on VVM.
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Chapter 2

RelatedWork

This chapterdiscussessomeof the researchinto voting andthecurrentstateof voting. First coveredis
thecurrentvoting techniqueof byte-by-bytecomparisonfor collationandits drawbacks.Next, theuseof
voting to synchronizeoperationsrunningon replicas.Thethird sectionof this chapterdiscussesthepast
work in choosingonevaluefrom many in replication.Theideaof independentlydevelopingreplicasfrom
the samespecificationis calledN-Versionprogrammingandis the topic of the fourth section. The last
sectionof this chapterdiscussesthework donein voting algorithmsandhow theVDL allows adeveloper
to implementall theclassesof algorithmsfor thevoter.

2.1 A Noteon Byte-by-ByteVoting

With respectto the byte-by-bytevoting usedby many collation voting schemes,we note that CORBA
strivesfor interoperabilityacrossmultipledimensions:

� CPUarchitecture

� operatingsystem

� programminglanguage

� ORBimplementation

This interoperability(andits elegantarchitecture)is abig reasonfor CORBA’ssuccessin themarketplace,
in theopinionof theauthors.For this reason,however, performingabyte-by-bytecomparisonof themar-
shalledparameterbuffer haslimitations,onesthatwouldbeconsideredseverein realCORBA usage,and
in somecasescanbe impossible.For example,CDR usesa canonicalintermediateform for basictypes,
includingrealnumbers.However, if thesameapplicationcodeis beingusedon differentmachinearchi-
tectures(evenwith thesameORB vendor, OS,andlanguage),theremaybedifferentlevels of precision
or otherdifferencesin the (IEEE 754)encodingof thefloatingpoint value. Further, thePentiumfamily
of chipshasa switch,setin hardware,that tells theprocessorto roundup or down. Thus,evenwith the
sameCPU andOS and languageandORB, differenthostsmay returndifferentanswers.Also, GIOP
messagesmayhavevariable-lengthheaderinformationsuchassystemcontext thatORBimplementations
canoptionallyfill in or leave out. Thus,evenwith thesameCPU,OS,andlanguage,therecanbepadding
in the body field (marshaledparameters)of onecopy of of a messagefrom onereplicaandno padding
in the other. It is impossibleto detectthis andcorrectthe alignmentif the IDL is not usedto interpret
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theheaderandparameterbuffer. Finally, even if thepaddinglocationsareidentical,theCORBA speci-
ficationexplicitly statesthat thevalueof thepaddingbytesis undefined,which couldcauseproblemsin
byte-by-bytecomparison[12].

As a result of the above limitations, it is quite likely that a userof a replicationservicebasedon
byte-by-bytevoting would have no problemsin its in-housetestinganddevelopment,which would tend
to befairly homogeneousin many dimensions(ORBvendor, OS,CPUarchitecture).However, whentheir
softwarewasfieldedor releasedto others,thehomogeneitycould greatlydiminishandtheabove-noted
limitations of byte-by-bytevoting could causesporadicandmysteriousruntimeerrors. By contrast,the
VVM is theonly CORBA (or any othermiddleware)systemweareawareof thatexaminestheapplication-
level dataparametersin apresentation-layermessageon which to performthevoting.

Finally, we note that theselimitations of the byte-by-byteapproacharenot limited to CORBA; all
distributedsystemshave to dealwith presentation-level formattingaswell asmostor all of theinteroper-
ability dimensionsthatCORBA provides.

2.2 SynchronousVoting

Voting, in the mostcommontechnicaluseof the term, is a pessimisticstrategy for replicacontrol that
ensuresthatconflictingoperationswill not beexecutedconcurrently. We denotethis kind of voting syn-
chronizationvoting. In this scheme,a sufficient numberof votesmustbeacquiredfrom differentreplicas
to ensurethata candidateoperationdoesnot conflict with anotheronein progress.Thenumberof votes
a given operationrequiresto not conflict is application-dependent, and must be set by the application
programmer.

Synchronizationvoting wasfirst proposedby Thomasof BBN in [13]. It wasgeneralizedto weighted
voting in [14], wheredifferentreplicasaregivena differentnumberof votes.Therehave beena number
of generalizationsof voting suchasdynamicvoting [15], multi-dimensionalvoting [16], andvoting with
witnesses[17]. A recentandscalableexampleis Phalanx[18].

BBN’sCronus(CORBA-lik e)middleware[19, 20, 21] hashadreplicationwith synchronizationvoting
supportsincethemid-1980s;Arjuna is a morerecentsystemusingsuchmechanisms[22, 23, 24]. Much
experiencewasgainedwith voting applicationsduringthis periodin which Cronuswasdeployedwidely
in variousmilitary settings.However, theexperiencewith Cronusshowedthatsynchronizationvoting as
ageneralmechanismwastoodifficult for thevastmajority of programmersto use.

2.3 Collation Voting

For thesereasons,muchattentionin recentyearshasturnedto methodsof replicacontrolsuchasactive
replication,which have the potential to be more application-transparent. Active replicationis another
pessimisticstrategy for replicacontrol. It usesvoting in thesenseof “collating,” or choosingonereply
from amongmany. We call this kind of voting collation voting. Synchronizationvoting precededactive
replication,however. Oneearly exampleof collation voting is given in [25]. The earliestexampleof
collationvoting we areawareof is theSIFT (Software-ImplementedFault Tolerance)projectat SRI[26].
SIFTwasdesignedfor real-timeaircraftcontrol,andfeaturedeightprocessorsrunningin loosesynchrony
on theorderof 50 � sec.SIFT’s applicationsoftwareis structuredasa setof iterative tasksthatwererun
at a frequency thatdependedon its priority. Eachtaskis executedin parallelon anumberof independent
processors(on no morethanon five of the eight processors),andthe outputof eachtaskis placedin a
buffer. The buffers for eachtaskreplicaarevotedon with a majority vote (i.e., 3 of 5 or 2 of 3) in an
“exactmatchbasis,” andthevotedbuffer is usedfor input to thenext taskto run. SIFT hadnoknowledge
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of the application-level datatypes,andhadfixed voting algorithmsandwasembeddedin a a special-
purposecomputersystem.This is in contrastwith theVVM, which is moregenerallyusableby different
applicationsandmiddlewaresubstrates.

Much work on active replication(andon other forms, suchaspassive replication)wasdoneby the
Delta-4 project in Europe[27, 28]. However, replicationsupportwas not provided in an application-
transparentfashion,nor bundledin a packagefor usewith commercialsoftware. The Rampartsystem
extendedactive replicationto tolerateByzantinefailures[29, 30], usingSecureAgreementProtocols[31].
As such,it coversa wider rangeof maliciousfaultsthandoestheVVM. While detailson thecomparison
mechanismsaresketchy, it appearsthat they utilize byte-by-bytecomparisonof network-level messages.
It thushasthesamelimitationsthatcurrentCORBA researchwith active replicationhas,asdoesDelta-4;
theseareoutlinedbelow.

A numberof recentprojectshave extendedactive replicationto CORBA. ThesesystemsincludeOr-
bix+Isis andElectra[32, 33], Eternal[34], AQuA [35]. Thesesystemsall have the virtue of providing
a high degree(but not total) applicationtransparency andalsoof beingusefulwith commercialmiddle-
ware. However, they all hada very limited form of voting: eitheronly voting on a returnvaluein server
reply, not on otherparametersin a reply or on any parametersin a request;or doinga naive byte-by-byte
comparisonof the marshalledparameterbuffer. The Immunesystemprovidessurvivability to CORBA
applicationsvia active replication,voting, anda securemulticastprotocol [11]. It thuscoversa wider
rangeof maliciousfaultsthandoestheVVM, like Rampart.However, thereareno detailson thevoting
designor implementationotherthanit voteson bothrequestsandreplies,andwaitsfor amajority “being
identicalin value;”we thuspresumeit employs byte-by-bytevoting on themarshalledparameterbuffer.

2.4 N-Version Programming

Active replication(which usessynchronizationvoting) hasbeendevelopedto maskhardwarefailuresof
nodesandcommunicationlinks. N-Versionprogrammingis a techniqueusedto masksoftwaredesign
faults [36, 37]. In this approach,N versionsof a moduleare independentlydevelopedfrom the same
specificationandexecutedonseparate(typically heterogeneous)nodes.Thereturnvalueor “answer”from
eachis collatedusingcollationvoting. However, N-Versionprogramminghasnot proved to bepractical
for any but highly critical systems,becauseof theexpenseof developingmultiple versionsandbecause
anerroneousor ambiguousspecificationcanleadto differentdesignteamscodingthesameerrorsin their
modules.N-Versionprogrammingalsocannotbeusedin caseswherethedifferentalgorithmscanvalidly
returndifferentcorrectanswers(suchasa resourcemanager’s reconfigurationdecisionor in many areas
of computationalmathematics).N-Versionprogrammingalso suffers from the consistentcomparison
problem[38], which limits its usein error detectiondue to the finite precisionin computerarithmetic.
(Our researchwill have to ascertaintheextentto whichtheseproblemsapplyto thelessgeneralcontext of
theVVM, wherethe implementationsarenot different). We areunawareof any N-Versionresearchthat
eitherprovidedfor morethanjust a few fixedvoting algorithms,or in which thevoting wasembeddedin
middlewareandwhich interpretedtheapplication-level datain themarshallednetwork message.

2.5 Voting Algorithms

A votingalgorithmdefineshow a votershouldcombinemultiple inputsto producea singleoutput.Such
algorithmsvary with input typesandthecomputedoutputtypes.A survey paperhascreateda taxonomy
of voting algorithms[39], andwe describehow well theVDL coversthis spaceof voting algorithmsin
Section3.6.1,afterwehavedescribedtheVDL. As weshow, theVVM canimplementmuchof thespace
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of voting algorithmsin this taxonomy, and,we believe, somenot found in the literature. However, the
novelty of our researchlies not in thealgorithmsit supports,but ratherin its abitlity to beinsertedin dif-
ferentmiddlwaresubstrates,its independentVotingDescriptionLanguage,theVotingStatusService,and
ouranalysesof thesecuritypropertiesof theVVM (whichapplyto many algorithmsfrom thetaxonomy).

Voting with predispositions[40] provides many voting algorithmswhich areprovably optimal and
take advantageof probabilitydistributionsof faulty nodes,non-faulty nodes,andlegal valuesfor a given
service(i.e.,servermethod).Thiswork alsocomparesreliability of majority, median,andplurality voting
algorithmsundervariousassumptions.This could be the basisof future VVM voting managerswhich
choosethemostoptimalalgorithmfor thegivenconfiguration.Suchamanagerwouldalsoconsiderother
tradeoffs suchassecurity, availability, andcorrectnessversusperformance,asdiscussedin Section7.2.1.
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Chapter 3

Voting Virtual Machine Ar chitecture

3.1 Overview

This thesisresearchhasundertaken the designandimplementationof Voting Virtual Machine(VVM),
andits companionVoting DescriptionLanguage(VDL) policy language.They provide runtimeadaptive
voting policies that changevoting algorithmsdynamicallyto tradeoff correctnessandperformancein
the faceof changingresourceavailability, userpreferences,and securityneeds. They can work with
presentationlayersfrom differentkindsof middlewarearchitectures,suchasthosefor distributedobjects
(CORBA[41] andDCOM[42]), message-orientedmiddleware[43] (IBM’ s MQSeries[44] or Microsoft’s
MessageQueue(MSMQ), aswell aswith otherkindsof middleware. They supportbothstaticcollation
voting, wherethe voting algorithmscannotbe influencedby groupmembershipchanges,anddynamic
collationvoting, wherethey canbesoinfluenced.Finally, VVM andVDL aredesignednotonly to support
goalsof justhigheravailability, but alsoprovide tradeoffs againstperformanceandsecurityconcerns.

Figure3.1 givesa simplified pictureof the VVM architecture,asappliedto CORBA; in this figure,
thedashedbox representsthemodulelabeled“Voter” in Figure1.1.

The voter coremodulehasinputs that inform it of the currentvoting policy (VDL codefragment)
aswell asnotifying it whena failure occurs. It hasoutputsto provide statusinformationon thevoting,
which canbe usedby externalmanagersto help detectperformanceproblems,potentialintrusions,or
otheranomalies.Thisstatusinformationis passedto theVotingStatusService,which is describedfurther
in Section3.8.

It is worth notingthat theremaywell bedifferentprogramminglanguagesinvolved here.For exam-
ple,CORBA definesmappingsfrom its IDL into anumberof differentprogramminglanguages,including
Java, C++, C, COBOL, Ada, and Smalltalk. Thus, an application’s client may be written in C++ or
COBOL, while its server maybe in Ada or Smalltalk. At eachendof theclient-server paththeCORBA
ObjectRequestBroker (ORB) translatesbetweenthe linearizedIIOP messagesandtheclient or server’s
implementationlanguage.However, the VVM’ s unmarshalandmarshalmodulestranslatebetweenlin-
earizednetwork messagesandthevotercore’s implementationlanguage,which is currentlyJava.

3.2 Failur e Model

TheVVM assumesacrashfailuremodelfor thehostsit runson. This is areasonableassumption,because
in mostconfigurationstheVVM will berunningin thesamemachineor evenprocessastheclient. Thus,
for all practicalpurposes,theclient andits voterwill fail togetheror not at all; theclient will not have to
dealwith thepossibilityof a failedvoter.
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Figure3.1: VVM Architecture

TheVVM alsoassumesaByzantinefailuremodelfor applicationsrunningonservers,but only acrash
failuremodelfor themiddlewareandoperatingsystemcoderunningon them.In many casesthis will be
acceptable,becausein almostall systemsit is easierto compromiseuser-level privelegesthanadminstrator
(root)ones.If thiswerenotrealisticfor agivensystem,thenastrongerfailuremodel(weakerassumptions)
couldbeprovidedwith techniquessuchasthenetwork attachmentcontroller(NAC) in theDelta-4system
[2] or with moreexpensive protocolssimilar to thosein theRampartsystem[30].

3.3 BasicVVM Primiti ves

We now describethebasicvoting functionalityprovidedby VVM, afterfirst providing somedefinitions.
A ballot is a requestor reply messagesentby a single replica. A vote is the processof choosing(or
constructing)onemessagefrom amongall theballots.

The voter coreshown in Figure3.1 goesthroughthreestatesin the processingof a singlevote, as
depictedin Figure3.2. At eachstage,the VDL codefor thecurrentvoting policy dictatestheactionof
thevoterateachstage.Wenow describethebasicoperationsthatcanbeperformedin eachstate,thenwe
describemoreadvancedfeaturesin thefollowing section.Complex examplesof their syntaxaregivenin
section3.6.

3.3.1 Quorum

While thevoter is in thequorumstate,it is waiting for enoughballotsto arrive to begin theactualvoting
process.In thequorumstatethefollowing operationsarecurrentlyavailableto specifyhow many ballots
to wait for:

M: wait for M ballots
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Figure3.2: VoterStates

all but k: wait for M - k ballots

percent: wait for x% of theballots

Thefirst operationinvolvesstaticvoting,while thelastthreeinvolve dynamicvoting.

3.3.2 Exclusion

After sufficient ballots have arrived, the exclusion stateis entered. Here, a numberof ballots can be
excludedfrom furtherconsideration,to enabletheapplicationto toleratevaluefailures,e.g. causedby a
faulty (andundetected)floatingpoint processoror a breachin security(for example,anadversarycould
breakinto eithertheapplicationof themiddlewarein orderto insertmessagesthat look like correctIIOP
messages,but containincorrectapplicationdata).Operationspresentlyavailablein theexclusionstateare:

lowestn: excludethelowestn values

highestn: excludethehighestn values

furthest n: excludethefurthestn values(from themedian,for integers;is highandlow together)

distancee: exclude all valuese distancefrom the mean(for floating point values)or median(for
integers)

sigmax: excludeall valuesx sigmafrom themean(for floatingpoint values)
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distance-neighbor: excludeall valuesthatarenotwithin agivendistanceof theirneighbor

distance-cluster: excludeall valuesthatarenotwithin agivendistanceof eachother

none: excludenone

3.3.3 Collation

After exclusionis thecollationstate.Here,onevalueis chosenfrom thosenot excluded.Operationsthat
canbeperformedto collateinclude:

median: choosethemedianvalue

mean: choosethemeanvalue(for floatingpointparameters)

mean-neighbor: choosetheclosestneighboringvaluefrom themeanvalue

mode: choosethe modevalue (the mostcommonone; probablymakes little sensefor non-integer
values)

At eachof thethreestatesexceptionsmaybethrown asdirectedby theVDL; in thiscase,anexception
is returnedto theclient thatwould normallyreceive thevote. For example,in thequorumstateit maybe
desirableto throw anexceptionif thequorumis not metaftera certaintimeout. In theexclusionstatean
exceptioncouldbethrown if too many membersareexcluded,andin thecollationstateif thenumberof
ballotswhich includedthevoted-uponvaluewastoosmall.

3.4 AdvancedVVM Primiti ves

3.4.1 RandomVoting Operations

The voter canbe specifiedto performrandomoperationsat any or all of the threestates,to help thwart
an adversary;this is, of course,specifiedin VDL. For example,in the quorumstate,the voter canbe
instructedto wait for a randompercentageof themaximumballots(sizeof thegroupsendingtheballots)
to arrive. Further, this numbercouldchangewith eachvote or could be thesamefor all votesthevoter
managed.In theexclusionstatethevotercanexcludea randomnumberor percentageof theballots,or
all but a randomnumberof the ballots; again,this numbercould potentiallybe resetat different time
intervals. Finally, thecollationstatecanrandomlychoosea value. This maywell bereasonablein some
applicationswheretheparticularlybaddatahave alreadybeendiscardedin theexclusionstate.

Theusesof randomvoting to enhancesecurityarediscussedin Section5.1.5

3.4.2 WeightedVoting

Anotherway in which the VVM hasthe potentialto improve securityis by weightedvoting, or giving
differentreplicasvaryingamountsof trustin thedifferentstatesof thevoting. For example,in thequorum
state,insteadof waiting for a given numberof ballots, it can wait for somenumberof points, where
eachreplicais assigneda differentnumberof points. Whena ballot arrives,that ballot’s arrival counts
toward thenumberof pointsdictatedby its quorumweighting. In thecollationstate,theoperationscan
beperformedaftertheremainingballotsareexpanded,basedonaweighting.
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In the following example,replicaonehasa point valueof two, replicafour hasa point valuethree,
andreplicathreehasa weightof three.Thentheballot info would look like this:

�
replicanumber, value,

points,weight
�

So,we would have
�
replicaone,5, 2, 1

�
,
�
replicatwo, 4, 1, 1

�
,
�
replicathree,6, 1, 3

�
,�

replicafour, 3, 3, 1
�
. Replicasfive andsix will have point andweightvaluesof 1 with values

�
5
�

and�
3
�

respectively. Replicasseven,eight,andnineall have differentpointsandweights,but will arrive at
the voter after it hasmatchedthe neededpoints for a full quorum. The voter policy is: ballot quorum
9 exclusionnonecollation median. The setof ballots that the quorumpassesto the exclusionstateis�
3,5,4,3,6,5

�
. Thesewere the first ballots whosepoint value matchedthe quorumthresholdof 9. In

this policy, we excludenone. Beforewe sort andfind the median,we needto expandthe setof values
accordingto the weight of eachvalue. The valuefrom replicathreewill be expanded.The new setof
valuesis

�
3,5,4,3,6,6,6,5

�
. After thesetis sortedit lookslike

�
3,3,4,5,5,6,6,6

�
. Themedianis foundand

it is sentto theclient.
Usingweightedvoting for addedsecuritybenefitsis explainedin Section5.1.5.

3.5 VVM DevelopmentEnvir onment

We aredevelopingan integrateddevelopmentenvironmentwith a numberof tools to help development
anddeploymentof VVM-basedsystems.They areshown in Figure3.3. In thisfigure,singlelinesdenote
runtimeinteractionsthatoccursynchronouslyto thearrival of a ballot, dashedlinesshow runtimeinter-
actionsthat happenasynchronouslyto the arrival of a ballot, anddoublelines indicateinteractionsthat
happenatcompiletime.
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param types
voted_param

param types

current
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policy
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IDL

files

VDL
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idl2vvm lookup

lookup

voter core

CORBA Interface
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[1..N]

k

k
ir2vvm

table

unmarshal
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Figure3.3: VVM DevelopmentEnvironment
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The right side of Figure 3.3 is a subsetof Figure 3.1. When a messagearrives at the unmarshal
module,it readsfromthemessage’sheadertheinterfacename,themethodname,andthedirection(request
or reply). From this, it consultsa lookup table to ascertainthe typesthe application-level parameters
in the message.If the lookup tabledoesnot have informationon this interface,unmarshallooks it up
in the CORBA interfacerepository(IR), thenmapsthe returnedIDL typesof the parametersinto their
correspondingJava types. If the IR doesnot have informationon that interface,thevotermustthrow an
exception.

After this, unmarshalextractsthe parametersfrom the IIOP message(converting from CDR’s rep-
resentationof that type if necessary),thenpassesthem(����������� ) to thevoter core,alongwith the type
information(��������� �! "�#�"$ ). Thevotercoreoperatesasdescribedin previoussections,thenpassesalong
a votedsetof parameters( %�������� �#��������$ ) alongwith paramtypesto marshal. Marshalthenusesthis
informationto createanIIOP messagein a mannerthat is largely thereverseof unmarshal,asdescribed
above.

Two tools,idl2vvm andir2vvm, areusedto preload��������� �! "�#�&$ into thelookuptableatcompile
time. Therefore,someor all of theinterfaceswith whichavoterwill beinvolvedwith areknown a priori .
This savesanexpensive runtimelookupto theCORBA InterfaceRepository(IR). Tool idl2vvm takes
an IDL file andloadsits parameterinformationinto a file that is usedthe next time the lookup tableis
built. It is built usingtheFlick Compilertoolkit [45]. (Theidl2vvm tool is usedfor unmarshalmodules
of bothCORBA’s IIOP aswell asfor our testwire protocol,which for convenience’s sake usesCORBA’s
IDL to describeinterfaces.)Their2vvm tool loadsthesameinformationfrom a CORBA IR, which is a
partof everyCORBA ORB.Thiscanbeuseful,for example,whenthenameof aninterfaceis known, but
its IDL file is notavailable.

The VDL compiler, vdl2vvm, takes a VDL file and loads it into the vote manager, which con-
trols the voting policy in useby voter core. We are also designinganalysistools, collectively called
vdl2analysis, to help the vote managerknow the quantitative tradeoffs of a given policy: its costs
andbenefitsundervariousoperatingconditionsandwith variousgroupmembershipsandperformance.
This is particularlyuseful,for example,whenthevotemanageris working in coordinationwith a frame-
work suchasQuO, which canprovide higher-level feedbackon which tradeoffs areappropriateat the
currenttime [46, 47]. We have begun the designandimplementationof a prototypeintegrationof the
VVM andQuO.

3.6 Voting Description Language

TheVoting DescriptionLanguage(VDL) is underdevelopment,andis currentlyfairly simple. It allows
thespecificationof theoperationsasdefinedin Sections3.3above. Thelanguageasit standnow allows
theuserto specifyhow to determinethenumberof ballotsthevoterneedsto wait for, whatto excludeand
thenumberof ballotsto exclude,andhow to selector calculatethevotedanswer. Currently, it doesnot
allow thespecificationof exceptions;this is futurework, asdescribedin Section7.2.4.

Wenow give someEnglishdescriptionsof voting policies,followedby theVDL codefragments:

� “wait until four ballotshave arrived,excludethelowestone,thenchoosea randomonefrom those
left”

quorum 4 exclusion lowest 1 collation random;

� “wait until half of theballotshave arrived,excludea randomone,thenchoosethemedianof those
left”
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quorum 50 percent exclusion random 1 collation
median;

� “wait until all but two of the messageshave arrived, exclude the two highest-valuedones,then
choosethemostcommononeleft”

quorum all but 2 exclusion highest 2 collation
mode;

� “wait for six replicas’ballots,excludethevaluesthataregreaterthanthreeaway in valuefrom the
medianvalue,thenrandomlyselectonefrom theremainingballots”

quorum 6 exclusion distance 3 collation random;

� “wait until two-thirdsof theballotshave arrived,excludeall valuesthathave distancesmorethan
two away from therestof set,thenchosethemostcommononeleft”

quorum 66 percent exclusion distance-cluster 2
collation mode;

� “wait for all thereplicasto sendballots,excludethe2 highestand2 lowestvaluedones,thenchose
theclosestvalueto themeanvalue”

quorum absolute exclusion furthest 2 collation
mean-neighbor;

TheVDL examplesabovearefor ballot-basedquorums, whicharequorumsthatdependonthenumber
of ballotsreceived. Thefollowing examplesarevalue-basedquorumswherea specifiednumberof equal
valuedballotsdetermineswhetherthequorumis full or not.

� “wait until two valuesareequalor areclosein valueto arrive, excludethevaluesthataregreater
thattwo away in valuefrom themedianvalue,thencalculatethemeanvalue”

quorum 2 equal exclusion distance 2 collation mean;

� “wait until threevaluesareequalor areclosein valueto arrive, excludetheonelowestvalue,then
selectthemostcommonvaluefrom theremainingones”

quorum 3 equal exclusion lowest 1 collation mode;

Furtheradditionsto theVDL will beaddedto specifyexceptionsfor eachstateanddefinesomesort
of fault tolerantpropertiesfor thevoter. Someof theseissuesarediscussedin Section7.2.4.Thedifferent
votingpolicieshavecertainfault tolerantproperties.Thesepropertiesarewhatthenext chapterdiscusses.
Theexpressivenessof theVDL with respectto voting algorithmsis reviewednext.

3.6.1 Voting Algorithms

A voting algorithmspecifieshow thevoting resultis obtainedfrom theinput valuesandcanbethebasis
for a voting system(i.e.Voting Virtual Machine). Voting algorithmscanbeclassifiedby their input and
outputdataandby their ballotsandvotedanswer. Figure3.4shows theclassificationof algorithmsfrom
[39]. This4-cubeclassificationleadsto 16classesof votingalgorithms.TheVVM andVDL aredesigned
to let theuserimplementmostof theseclasses.
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Exact/Inexact: Exact input meansthat the valuesfrom the replicasareinflexible, while inexact means
thatthevaluesarerepresentingflexible region. An exactvalue,for example,is 3.6,and3.6is notequalto
3.5,while inexactvalueswouldsaythat3.6 is thesameas3.5andsothey areequalin value.

Exact input is the default mannerin which the VDL handlesthe input values. Inexact inputs are
handledby two exclusion operations,the distance-neighborand distance-cluster. Theseoperations
allow theuserto stipulateamaximumdistancebetweenthevalues.Theseoperationslet a userdefinethe
valid valuesthatthecollationstatewill work on. Examplesof theseoperationarein Section3.6.
Consensus/Compromise: Consensusoutputmeansthat the voter is looking for a mostcommonvalue.
Compromisevoting is definedasvoting schemesusingmeanor medianto selectoutputvalue.

Consensusoutput is supportedby the VDL with the useof the mode collation operationwith an
exceptionthatdefinesthenumberof commonvaluesneededfor themodeoperationto selecttheanswer.
Thecompromiseoutputis supportby themean,mean-neighbor, andmedian collationoperations.
Preset/Adaptive: Presetvoting is when weightsare set at the start of the systemand do not change.
Adaptive voting allows themodificationof theweightsduringoperation.

Thepresetweightsaresupportedby allowing theuserto settheweightsat thestartof thesystemand
not allow any changeto theweightsduringthesystem’s run. Adaptive voting is supportby allowing the
userto manuallychangetheweightsor to have theloopbackfeedchangetheweightsautomatically.
Thr eshold/Plurality: Thresholdvoting dealswith settinga requirednumberof valuesneeded,which is
a majority of thevaluesreceived, in orderto meeta consensusor make a compromise.Plurality voting
allows consensusandcompromisevotingwithoutneedingamajorityof thevaluessupportingtheanswer.

TheVDL supportsthresholdvoting with theuseof theVDL exceptionsthatareusedin conjunction
with consensusoutput. Therearedifferentthresholdschemes,includingmajority, Byzantine,andunani-
mous.Majority requiresthatat leasthalf of thevaluesin thecollationstateareequal,suchthatthemode
is supportedby morethathalf of thevalues.Byzantinerequiresat leasttwo-thirdssupportfor a modeto
becorrect.Theunanimousschemerequiresthatall thevaluesin thecollationstateareequalin orderfor
thevoterto sendtheanswerto theclient. If collationstate’svaluesdonotmeetthethresholdrequirement,
thenthevoterwill throw anexception.TheVDL supportsplurality outputwith thesameexceptionsthat
thethresholdoutputuses,but it relaxesthemajority neededin consensusoutput.
Examples/Discussion:Table3.1 displaysexamplesof VDL that covershalf of thevoting classes.The
tableshowsonly thoseclasseswith exactvoting. In thistableandTable3.2,thethresholdvotingis covered
by theVDL, usinga collationstateexception.Theexceptionwill statea specifiednumberof ballotsthat
mustsupportthevotedanswerandwithout which anexceptionwill bethrown backto client. This makes

15



themostsensefor consensusoutputwherethethresholdwill stipulatethat thenumberof valuesthatare
equalmust be more that thresholdnumberspecifiedin the exception. Using compromiseoutputwith
thresholdvotingdoesnotmakesense,but couldbestatedto specifyaminimumnumberof ballotsneeded
in thecollationstatefor calculatinganaverage.

Table3.2 displaysthe inexact input voting classes.Inexact input in voting is coveredin VDL with
two exclusionoperations,distance-neighboranddistance-cluster. Thesetwo operationsallow a voter
to createa senseof looseequality. Two valuesthat areclose,closebeingdefinedby a numberin the
operation,areconsideredequal.

Input
Data

Output
Data

Input
Vote

Output
Vote

Comments/Examples

exact consensus preset threshold

quorum 5
exclusionhighest2
collation mode
(with collation exception for
thresholdvalue)

exact consensus preset plurality
quorum 5
exclusionfurthest 1
collation mode

exact consensus adaptive threshold

quorum all but 2
exclusionfurthest 1
collation mode
(with collation exception for
thresholdvalue)

exact consensus adaptive plurality
quorum 50percent
exclusionfurthest 2
collation mode

exact compromise preset threshold

quorum all but 3
exclusionlowest1
collation mean
(with collation exception for
thresholdvalue)

exact compromise preset plurality
quorum 5
exclusionhighest1
collation mean-neighbor

exact compromise adaptive threshold

quorum 50percent
exclusionfurthest 2
collation median
(with collation exception for
thresholdvalue)

exact compromise adaptive plurality
quorum 6
exclusionfurthest 1
collation random

Table3.1: VDL Coverageof Voting AlgorithmsTaxonomy, Part1
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Input
Data

Output
Data

Input
Vote

Output
Vote

Comments/Examples

inexact consensus preset threshold

quorum 70 percent
exclusiondistance-cluster2
collation mode
(with collation exception for
thresholdvalue)

inexact consensus preset plurality
quorum all but 2
exclusiondistance-neighbor1
collation mode

inexact consensus adaptive threshold

quorum all but 2
exclusiondistance-neighbor2
collation mode
(with collation exception for
thresholdvalue)

inexact consensus adaptive plurality
quorum 6
exclusiondistance-cluster2
collation mode

inexact compromise preset threshold

quorum 6
exclusiondistance-cluster1
collation mean
(with collation exception for
thresholdvalue)

inexact compromise preset plurality
quorum 6
exclusiondistance-neighbor1
collation mean-neighbor

inexact compromise adaptive threshold

quorum 60 percent
exclusiondistance-neighbor2
collation mean
(with collation exception for
thresholdvalue)

inexact compromise adaptive plurality
quorum 60 percent
exclusiondistance-neighbor2
collation mean

Table3.2: VDL Coverageof Voting AlgorithmsTaxonomy, Part2
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3.7 VVM API for non-VDL Languages

The VVM canbe usedwith applicationsor voter managerswhereit is not feasableor desirableto use
a separatevoting languageandcompilersuchasthe VDL. While they do not directly specifythe VDL
policy to be used,voting algorithmsin their essenceprovide a statisticaltradeoff betweencorrectness
andperformance.We have, therefore,createda meansfor suchapplicationsto still be able to control
the VVM from higher-level specificationswhich are thenmappeddown to the VDL. Figure3.5 gives
the CORBA IDL describingthis module. It first definesenumeratedtypesfor eachquorum state,

/////////////////////////////////////////////////////
// IDL for API for VVM primitives, for a non-VDL
// language to control VVM.
/////////////////////////////////////////////////////

module VVM
�

enum quorum op
�
Q ALL BUT, Q PERCENT, Q VALUE BASED

�
;

enum exclusion op
�
E HIGH, E LOW, E FURTHEST, E SIGMA,
E DISTANCE NEIGHBOR,
E DISTANCE CLUSTER, E RANDOM

�
;

enum collation op
�
C MEDIAN, C MEAN, C MEAN NEIGHBOR,
C MODE, C RANDOM

�
;

interface vvmCallback�
void update from vvm(out long status);�
;
interface voter api�
void set voter ops(in quorum op q,

in exclusion op e,
in collation op c,
in vvmCallback cb);

void get voter ops(out quorum op q,
out exclusion op e);
out collation op c);�

;�
; //module VVM

Figure3.5: VVM API

thenaninterface by which theuserpassesin a callbackobjectto getnotifiedof any crucialchanges.
Theinterface voter api definesa methodto settheVVM operationsandto passin a notification
callback(a null callbackreferencepassedhereregistersno callbackfor thecaller). Thecurrentvoter
operationscanbequeriedwith get voter ops.

Of course,IDL mapsinto C++, Java, Ada, andotherlanguages,so the IDL in Figure3.5 ipso facto
definesAPIs for theselanguages,too.
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The API above is, of course,a direct mappingof VVM states. Other APIs offering higher-level
functionalityarepossible.In thesecases,thevotingmanagermustaddadditionalheuristicsto translateto
theparticularVVM operationsin orderto bestimplementthevotingchoicespecifiedin theAPI call. One
suchAPI couldallow thespecificationof theassumedfailuremode,themaximumnumberof faultsto be
tolerated,andtheinitial numberof replicasfor theservice(to initialize thevotermanagerwith). Another
API could offer simplechoicessuchas“MAJORITY,” “ALL,” “CONSENSUS,” etc. Yet anotherAPI
might allow for thespecificationof the4-dimensionsalvoting criteria from thetaxonomyin [39], which
is discussedfurtherin Section3.6.1.

3.8 Voting StatusService

The voter core is tracking variouskinds of information to implementits functionality. Someof this
canbe usefulto otherentities,so we have createdthe Voting StatusService(VSS) aspart of the VVM
architecture.TheVSSis shown in Figure3.6. It receivesvariousvotingstatisticsfrom thevotercore.This
includestheprogressof eachballot throughthecore;e.g.,did it arriveafterthequorumhasarrived,wasit
excluded,or wasit chosenin collation?It alsois informedif areplicasendsaduplicateballotor onewhich
is early, andsoforth. TheVSScollectsthis informationandmaintainsvariouskindsof moving averages
thatwe call statusconditions. Differententitiescanregisterto beinformedwhenagivenstatuscondition
crossesa threshold.For example,aperformancemanagementsystemmaywantto know if agivenreplica
(or hostor domain)is frequentlylate(its ballotsarenot makingit pastthequorumstate).For example,a
securitymanagementsystemmaywantto know if agivenreplica(or hostor domain)is frequentlygiving
baddata(its ballotsarebeingexcludedby non-randomexclusionoperators).The securitymanagement
systemsubscribermight be an intrusiondetectionsystem.It may be ableto usethe VSS’s information
to concentrateits activities on certainmachines.TheVSSalsoprovidesaninteractive queryinterfaceto
allow usersto querycurrentconditions.

Oneapplicationof the VSS is for groupcommunicationsystems.Groupcommunication systems
which provide virtual synchrony cansuffer severeperformancedegradationswheneven a singlegroup
memberis overloaded[48]. It is typically very difficult or impossiblefor suchsystemsto excludea slow
memberwithoutknowing how thegroupisbeingusedby theapplicationorotherinformationnotgenerally
availableto thesystem.However, this is straightforward to do with theVSS: thegroupcommunication
systemgetsanalertwhenrepliesarecomingin sufficiently latecomparedto theothers,over somerecent
moving averageof votes.Thisalertcanbebasedon thefollowing conditions:

� agivenreplicain agivengroupis late“too often”

� any replicain agivengroupis late“too often”

� any replicaon agivenhostis late“too often”

� toomany replicason any onehostarelate“too often”

� toomany replicasin any onedomainarelate“too often”

wherethe“too often” is amoving averagethatthesubscribercanparameterize.Givensuchanalert,then,
thesystemcanexcludetheslow memberto improve performance.
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Chapter 4

Tolerating Faulty Values

TheVDL policiesdescribedearlierprovide meansfor detectingandfiltering of faulty valuedballots. A
valueis faulty whenit doesnot fall within a rangeof acceptablevalues.Therangewould beapplication
or userdefined. The faulty valuescould be sentby oneor more replicasthat have beensubvertedby
anadversary. Whenfaulty valuesarefilteredbeforecollationof theballots,thecollatedansweris more
accurate.

Table4.1 providessymbolsthatareusedthroughouttherestof this thesis. The following sections
describeeachof theVVM statesin termsof thesecuritythatthey offer throughvariousvoting policies.

4.1 Quorum

Eachvote startsin the quorumstate. A VDL policy requiresthat the voter’s quorumstatewait for a
certainnumberof ballotsbeforecontinuingto thenext state.Therearetwo typesof quorumdefinedfor
usewithin VVM, ballot-basedquorum(BQ) andvalue-basedquorum(VQ). BQ is requiredto wait for M
ballots,whereasVQ is requiredto wait for L equalvaluedballots.Table4.2summarizesthequorumstate
operationsandthefollowing sectionsdiscussthesecurityofferedby BQ andVQ.

4.1.1 Ballot-basedQuorum

In BQ thereexist threeoperationsfor waiting on M ballots.Thefirst is waiting for a givenpercentageof
the membership,which is translatedinto M at run time, usingthecurrentsizeof theserver group. The
secondoperationis to explicitly specifyM, whichmustbelessthanor equalto N, within theVDL policy.
The third operationis ’all but k’, wherek is a givennumberof ballotsand,therefore,M is equalto N -
k ballots. Theseoperationsallow thevoter to continueafteronly M of N replicashasresponded.This is
usefulfor replicatedanswersthatvary in value,suchasin thefollowing cases:

� Multiple correctballotsareallowedto bereturnedby replicas.

� Floatingpoint valuesmayvary dueto hardwareandoperatingsystemdifferences.

� Valuefailures(eitheraccidentalor malicious)

BQ doesnot offer any securitybenefitsasa standaloneoperation,becauseit doesnot filter or detect
faulty valuesenteringthe VVM system. As the value of M increases,the VVM systemperformance
decreasesdueto increasedlatency in waiting for ballots.
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Symbol Description

N numberof replicasin system
B numberof faulty ballots
G numberof non-faulty ballots
L numberof equalvaluesneededfor value-basedquorum
M numberof ballotsneededto have a full quorum(B + G)
E numberof ballotsexcludedin theexclusionstate
T numberof ballotssentto collation(M - E)
R numberof ballotsto remove in randomexclusion
D distancefrom averagevalue
V votedvalue
H setof valuescollectedduringthequorumstateon thevoter
J setof valuessentto collationstate,asubsetof H
J’ a differentsetof valuessentto collationstate,asubsetof H

Table4.1: Symbolsfor Chapters4 and5

Operationsin Quorum

All but k
M ballots
Percent of N
L equalvalues

Table4.2: QuorumOperation

4.1.2 Value-basedQuorum

VQ is the secondtype of quorumconsideredwithin the VVM system. Value-basedquorummustwait
for L equalvaluesbeforecontinuing. Oncethe quorumreceivesL equalvaluedballots,thenM ballots
aresentto the exclusionstate,whereM is the numberof ballotsheld in the quorumstateat that time.
This operationis effective only if thefirst L equalvaluesarenot generatedfrom maliciousandcolluding
replicas.Thelower thevalueof L, theeasierit is for an intruderbecauseit requiresfewer replicasto be
corrupted.ThegreaterL, theharderit is for a malicioususerto corruptthesystem,but theprobabilityof
receiving greaternumbersof equalvaluedballotsmaybequitesmall.

VQ doesnot give any real securitybenefitsover BQ other thenensuringthat L replicasareableto
return the samevalue. If it canbe assuredthat the mostcommonvalue is a valid oneandthat L, the
numberof equalvaluedballots,makesup 50 percentor moreof M, thentheremaybegreaterbenefitin
usingVQ. However, VQ mayresultin largervaluesof M, whichallow malicioususersthechanceto pass
morefaultyvaluesinto quorum.Themorefaultyballotsenteringquorumstate,themorefaultyballotsthat
arefurtherpassedinto theexclusionstate.Also,VQ resultsin dynamicquorumballotsetsizes.Therefore,
anexclusionstateoperationthatincorporatesthesizeof theballot setshouldbeused.

Oncethequorumstatefinishes,theexclusionstatethatis describedin thenext sectionis entered.
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Operationsin Exclusion

Random
High
Low
Furthest
Distance

Table4.3: ExclusionOperation

4.2 Exclusion

Thepurposeof theexclusionstateis to excludeE of theM ballotsthatwerecollectedin thequorumstate.
Five operationsfor removing valueswithin theexclusionstatearedescribedin this sectionandlisted in
Table4.3.Thesecurityaspectsof eachoperationarenow considered.

4.2.1 Random

Thefirst operationis thatof selectingE randomballotsandremoving themfrom thecollectedset. The
random operationoffersnoguaranteeof filtering maliciousvalues.Randomremoval of faultyballotsisan
exampleof samplingwithoutreplacement,thereforethehyper-geometricprobabilityfunctionbestmodels
thisoperation.This functionacceptsthreevariables:numberof samples(E), numberof faultyballots(B),
andnumberof total ballots(M). Thehyper-geometricprobability functiongivesustheprobability thatx
badvaluesareremovedfor agivenE andB andM.

The random exclusionoperationoffersno realconsistentsecuritybenefitsto thecollationstate,be-
causethereis no guaranteeof removing faulty valuesleadingto a higher probability of faulty values
passinginto thecollationstate.However, usingthe random exclusionoperationoffersa lack-of-pattern
propertyto theexclusionstateandhencetheoutputof thecollation. An entity maintainslack-of-pattern
characteristicswhenits actionsor outputsareunpredictableor cannotbeconsistentlyor accuratelydeter-
mined.This is usefulin thwartingany kind of attackson thevoterthatexploit predictablepatternswithin
thevoting policy (seeSection5.1.2).

4.2.2 High and Low

The secondandthird operationsarethe removal of high andlow values. The high and low operations
excludeextremevalues,which may thwart maliciousstrategiesdesignedto corruptthemeanor median
of thevalues.Extremevaluesarethosevaluesat theendpointsof thelist of sortedvaluesandareoftena
greatdistanceawayfrom thenon-faultyvalues.High andlow areextremevalueexclusionoperations.The
greaterthenumberof extremevaluesremoved,themoreaccuratetheaveragecollationresult.Thefewer
the numberof extremevaluesremoved, the greaterthe chancefaulty valuesbypassthe exclusionstate
andcorruptanaveragecollationoperation.In theworsecase,thehigh andlow operations’probabilityof
removing x badvaluesis no worsethanrandom.Thehigh andlow operationsremove thosevaluesthat
maybeoutsidea valid range,therangeof thevaluesthatarenon-faulty. Theadversarywill inject values
thatareoutsidethemajorityrangetocorruptmeanor with enoughbadvaluesto corruptthemean-neighbor
(2 + E) or median.
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Operationsin Collation

Mean
Mean-neighbor
Median
Mode
Random

Table4.4: CollationOperation

4.2.3 Furthest

A combinationof the high and low operationsmakes up the fourth exclusion operation,which is the
removal of thefurthestvaluesfrom theaverage.Thefurthestvaluesarethosehaving thegreatestdistance
from themedian. The removal of the furthestvaluesis anotheroperationfor removing extremevalues,
and,asthehigh andlow operations,maintainsthesameadvantagesanddisadvantages.Within theVDL
policy, thespecificnumberof furthestvaluesto beexcludedis defined.Thefurtherout thevotergoes,the
fewervaluesit is removing andvisaversa;thecloserthevotergoesthemorevaluesit is removing. In the
worsecase,theprobability thatthe furthest operationremovesx faulty valuesis thesameastherandom
operation.

The extremevalueexclusionoperations- high, low, furthest - givesa morecenteredsetof ballots
to the collation operations.Theseexclusion operationsmay thwart an attacker’s injectedballots from
reachingthecollationstate,assumingthat the injectedballotsareextreme.Again, if anadversarywants
to corruptthevotedanswer, thenthey may try injectingvaluesthatareextreme. This may beeffective,
dependingon thecollationoperations.Thiswill bediscussedin Section5.1.2.

4.2.4 Distance

Finally, thefifth exclusionoperationis theremoval of valuesthatareD distancefrom theaveragevalue.
For this operation,thevalueD mustbespecifiedwithin theVDL policy. In theworstcase,thedistance
exclusionoperation is no worsethanrandom. The smallerthe valueof D, the greaterthe chancethat
extremevaluesareexcludedfrom thecollationstate.

Wecall thedistanceoperationadistance-basedexclusionoperation.Distance-basedexclusiondiffers
with extremeexclusion,in that it is value-based;i.e., thedistanceis givenby theuserandnot influenced
by thenumberof ballots.In anexamplewith H =

�
3, 3, 5, 6, 6, 100,200,200

�
andapolicy like quorum

7 exclusiondistance2 collation mean, themedianin H is 6, andsothesetJ is
�
5, 6, 6

�
andthemean

answeris 6. This is opposedto a policy with exclusionfurthest 2 that givesJ as
�
5, 6, 6, 100

�
anda

meananswerof 29.
After theexclusionstate,theremainingT ballotsaresentto thecollationstate.

4.3 Collation

Thecollationstateof thevoterdeterminesa singleanswerby oneof fiveoperationsthatwasdescribedin
Section3.3.3.Theoperationsarelistedin Table4.4 . Eachcollationoperationwill bebriefly summarizes
andthelevel of securityprovidedby theoperationsis explained.
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4.3.1 Mean

The mean operationprovidesan averageanswer, but, for the mostaccurateanswer, requiresthat all T
valuesreachingthecollationstateto benon-faulty. This operationcanbegreatlyaffectedby any faulty
or extremevaluethatmaypassthroughtheexclusionstate.For example,if J =

�
4, 3000,3, 3

�
, thenthe

meanvalueis 752.However, if theextremevalueof 3000hadbeenremovedduringexclusionstate,thena
meanvalueof 3 wouldhave beencalculated,which is amuchbetterrepresentationof theballots’ values.

The mean collation operationis greatly improved by the exclusion of the extremevaluesthrough
eitherthehigh, low, or furthest exclusionoperations.Themoreextremethevalue,thegreatertheeffect
it hason the mean. Example: H =

�
9, 4, 4, 5, 4, 100

�
, with policy quorum 6 exclusion furthest 1

collation meanwill produceJ =
�
4, 4, 5, 9

�
anda meananswerof 5. Themeanwithout theexclusionis

21. Themeananswerof 5 is abetterrepresentationof thevaluesthanthemeanvalueof 21.
A meancollationwith distance-basedexclusiongivesnoworseananswerthantheextremeexclusion

with meancollation. Thedistance-basedexclusionat the leastexcludesthesamevaluesastheextreme
exclusion, but doesit from a valuestandpoint.Distance-basedexclusionmay be betterif it cangive a
tighterexclusion(filtering moreextremevalues).Thefollowing exampleshows thatExample:H =

�
100,

4, 4,5, 4, 2,100
�

andapolicy of quorum 8 exclusiondistance1 collation meanwill generateacollation
setJ =

�
4, 4, 4, 5

�
. A policy with exclusionfurthest 1 will generateJ’ =

�
4, 4, 4, 5, 100

�
. Themeanof

J is abetteranswerthanthatof J’.

4.3.2 Mean-Neighbor

Mean-neighbor is very similar to mean, but requiringT - 1, ratherthanT, non-faulty valuesfor a valid
answer. A meanvalueis generatedandthevalueclosestto thecalculatedmeanis chosenastheanswer.
This allows thevoter to returna valuethat is an actualvaluereceived by thevoter, which is requiredin
someapplications.Using the exampleabove, the mean-neighboroperationreturnsthe closestvalueto
752,which is 4. This is obviously a muchbetterresultascomparedto themeanoperation.

Themean-neighboroperationworkswell if M is greaterthantwo with at mostonefaulty value(B
= 1). In order for a malicioususerto corrupt the mean-neighbor, two or moreextremevaluesin the
collationstate(B = 2) arenecessary. For example,in thecollationballot, J =

�
4, 3000,3, 3

�
, thevalue

3000doesnotaffect theanswer. In aballot collationof J =
�
4, 3000,700,3

�
, themeanis 926.75andthe

neighboringvalueis 700.In orderfor thetwo badvaluesto corrupt,thesecondvaluemustbecloserto the
averagethanthehighestvaluednon-faulty value. Looking at theset

�"')(
,
'+*

, ...,
'�,�-.(

,
'�,

, x, N
�
, where

N is a maximumpossiblevalueandx is thesecondfaulty valueand
'�,

is thehighestvalid value,thenx
needsto becloserto averagethan

'�,
. Therefore,theboundingof x is such:(

'+,0/
x
/

mean+ (mean-'�,
) ). To corruptthemean-neighboroperation,a malicioususermustcorruptat leasttwo servers. This

doublestheadversary’s work andchancesof beingdetectedby anintrusiondetectionsystems(IDS).
Themean-neighboroperationcombinedwith extremeexclusion(i.e. high, low, or furthest) offers

a more accuratevalue due to the filtering of the most extremevalues,which greatly affect the mean.
The following examplewill show the effect of the exclusionof extremevalueson the mean-neighbor
Example:H =

�
45, 4, 4, 5, 4, 100

�
, with a policy of quorum 6 exclusionfurthest 1 collation mean-

neighbor producesJ =
�
4, 4, 5, 45

�
. Themean-neighborof thesetH is 45 sincethemeanof H is 27 and

45 is acloservaluethan5, while themean-neighborof thesetJ = 5 becausethemeanis 14andtheclosest
valueis 5. Example:H =

�
100,4, 4, 5, 4, 100

�
andJ =

�
4, 4, 5, 100

�
, themean-neighboransweris 5.

Mean-neighborhandlesasinglefault,but, with thefurthestexclusion,thevoterasawholecannow handle
two faultyvalues.Dependingonthenumberof exclusionsandnumberof faultyvalues,thetolerancelevel
canbehigher.
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A distance-basedexclusionin somecasescanprovideabettersubsetof ballotsfor themean-neighbor
collation operation.If both faulty valuesin the mean-neighborattackarenot in the distanceof D from
themedian,thenthedistance-basedexclusionwill eliminateit andthethreatof its subverting themean-
neighborvalue.Example:H =

�
100,4, 4, 30,5, 100,3

�
anda policy of quorum 7 exclusiondistance1

collation mean-neighborproducesJ =
�
4, 4, 5, 30

�
andananswerof 5. J’ usingexclusionfurthest 1 is�

4, 4, 5, 30,100
�
, whichwill corruptthemean-neighborwith abadvalueof 30.

4.3.3 Median

Themedian operationresultsin a valid answeronly if G, thenumberof non-faulty ballots,is greateror
equalto the 1 T2���3 . Themedian operationsortsthevaluesandselectsthemiddlevalue.For a malicious
userto corruptthemedian,enoughfaulty valuesmustreachthecollationstatethat themiddlevalueis a
faultyvalue.Taketheexampleof J =

�
4, 3000,5, 3,3

�
; themedianis 4. If asecondvaluewereto become

corruptso that thesetis J =
�
4, 3000,3000,3, 3

�
, thena medianof 4 is still theresult. With a setsuch

asJ =
�
4, 3000,3000,3, 3000

�
, however, G = 2, which is not greateror equalto the 1 T2��+4!3 = 3, andthe

medianvalueis corrupted.
Extremeexclusionprovidesa bettersetof valuesto the median collation operation.The medianis

not assusceptibleto extremevaluesasmean,but faulty extremevaluesthatarea resultof collusionmay
causethemedian’s valueto beshiftedup or down. Example:H =

�
100,4, 4, 100,100,100

�
, with high

exclusionexcluding2,will produceJ =
�
4,4,100,100

�
. Themedianof thesetH is 100,while themedian

of thesetJ = 4. A setof valuesthathada numberof faulty valuesover themedianlevel of theceiling of
T/2 canbecorrectedwith theuseof thecorrectexclusionoperationto remove someof thefaulty values
andreducethenumberof faulty valuesto underthe 1 T2���3 .

The mediananswercanbe greatly affectedby the valuesexcludedand in the examplebelow, the
distance-basedexclusiongivesabetteranswerthanthatof value-basedexclusion. Example:H =

�
100,4,

4, 5, 3, 100,100
�

with apolicy of quorum 7 exclusiondistance1 collation medianwill produceJ =
�
3,

4, 4, 5
�

andamediananswerof 4. J’ excludingthelowest2 valuesgivesJ’ =
�
4, 5, 100,100,100

�
anda

mediananswerof 100.

4.3.4 Mode

Themodeoperationselectsthemostcommonvalueandis valid only if thenumberof equal,faultyvalues
is lessthanthe numberof equal,valid values.From theexampleabove, J =

�
4, 3000,3, 3

�
, themode

operationresultsin ananswerof 3. Themodecanbecorruptedwith a collationsetsuchasJ =
�
4, 3000,

3, 3000
�

in which the median operationhasa chanceof selecting4 if roundingdown. The numberof
faulty valueshandledby modedependson thenumberof corruptserversandcorrectserversthat return
equalor closely-equalvalues.As long asthenumberof correctserversreturningequalvaluesis greater
thanthenumberof faultyserversthataresendingthesamebadvalue,thenthevoterwill beableto choose
thecorrectanswer. Also, thevalue-basedquorumwill give theexclusionstatea setof equalvaluesthat,
barring the exclusionof none,will give the collation statea goodmodevalue. This assumesthe most
commonvaluein thequorumis nota faulty value.

Theextremeexclusionoperationsoffer nobetterfiltering to modethanrandomexclusionoffers.How-
ever, if thecolluding replicasreturnthesamevalueandaredeemedextremeby theexclusionoperation
andremoved,thenthisstrategy of extremeexclusionandmodecollationworkswell. Example:H =

�
100,

4, 100,4, 5, 100
�
, excludingtwo highestvalues,producesJ =

�
4, 100,4, 5

�
with amodeanswerof 4.

Again, the type of exclusionmay affect thecollation operation.The examplebelow shows suchan
example,wherethevalue-basedexclusiongivesa modeanswerthat is not asgoodasthedistance-based
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exclusion. Example:H =
�
100, 2, 4, 5, 100, 100, 3, 6

�
with a policy quorum 8 exclusiondistance1

collation mode producesJ =
�
3, 3, 4, 5, 6

�
anda modevalueof 3. J’ =

�
100, 3, 4, 5, 6, 100

�
when

a furthest 1 exclusionis useandprovidesthe modeanswer100. The answerthat betterrepresentsthe
non-faulty valuesis thedistance-basedexclusionpolicy.

4.3.5 Random

Thelastoperationis therandomoperation,which providesno guaranteeof selectinga valid value.Ran-
domcollationcombinedwith randomexclusionoffers thegreatestlack-of-patterndefenseagainstanad-
versaryinferring thepolicy. Extremeexclusionandrandomcollationprovideagoodoutcome.Thevalues
thatareconsidereddangerous,theextremevalues,areremoved,andthentherandomcollationoperation
selectsone. This providesgoodfiltering with randomnessusedto includethe lack-of-patternproperty
to a policy. Example:H =

�
100,4, 4, 5, 4, 2

�
, with a policy quorum 6 exclusionfurthest 1 collation

random producesJ =
�
4, 4, 5, 4

�
andthentherandomcollationpicksonefrom J.

Randomcollation with distance-basedexclusioncanalsoprovidesgoodanswers.As we have seen
from the examplesin this section,the distance-basedexclusioncan sometimesprovide a betterset of
valuesfor collation. Distance-basedexclusioncan in somecasesprovide the randomcollation with a
bettersetof valuesfrom which to choosetheanswer.

4.4 WeightedVoting

Weightsin thecollationstatecanactasafilter. A valuesaffecton thecollatedanswercanberegulatedby
theweightassignedto it. A valuewith a lower weight thantheothervalueshaslessof an impacton the
answerthantheothervalues.Thefollowing exampleshows that,with weighting,a faultyvalueseffecton
themeancollationcanbedecreased.SupposeJ =

�
1000,5, 4, 6, 7, 6, 2

�
with all valueshaving a weight

of oneandthevalue1000is consideredthe faulty value. Themeancollationansweris 170. If we give
thefollowing weightsof

�
1,2,1,3,1,1

�
to thevalue,thenH =

�
1000,5, 5, 4, 6, 6, 6, 7, 2

�
, andtheanswer

will be 115. If we give the following weightsof
�
1,4,4,4,4,4

�
, thentheansweris 55. As theweightof

thefaulty valueis lesserandlesserthantheothernon-faulty values,its decreasedimpactis evidentasthe
votedanswergetscloserto thenon-faulty values.Anotherpossibility is that if a known replicais faulty,
but it is keptactive for reasonsof monitoringthemalicioususer, thentheweightof the replicacouldbe
setto zero.Thisgivesthereplica’s valuesno chanceof corruptingvotedanswer.

Thenext chapterdiscussesthepossibilityof a malicioususerattackagainsttheVVM systemandthe
level of securitythatVVM maintainsagainstsuchattacks.
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Chapter 5

ResilienceAgainst Malicious Attacks

5.1 Inferring Voting Policy

Thelastchapterdescribedthedifficulty for anadversaryto corruptavote.Determiningthevoter’s policy
gives the adversarya betterchanceof corruptinga vote, becausethe adversarywill know what values
passexclusionandaffect the votedanswer. In this section,we explore the possibility of an adversary
determininga voter’s policy by observingincomingballotsandthe outgoingvotedanswer. The VVM
and the VDL policies have many mechanismsthat can be usedto impedeor thwart adversariesfrom
determiningthepolicy. Thesemechanismsincluderandomness,weightedvoting,andpolicy modulation.
Thesemechanismsof theVVM andVDL policiesaredescribedbelow.

5.1.1 Assumptions

First,weassumethattheadversaryhastheaccessandmeansto observe thevoter’s inputandoutputtraffic
undetected,without disruptingthe voter. The adversarymustbe able to readthe incomingballotsand
outgoinganswersto learnthe valuesin each. We assumethat the control commandmessagesfrom the
VVM managerareencryptedand, therefore,cannotbe read. Thesevital control messagescontainthe
changesto thevoterpolicy, groupmembership,andreplicaweights.In theworsecase,theadversarywill
be on the samelocal network as the voter; therefore,we assumethe adversarywill know the orderof
ballotsreceived by thevoter. Theadversaryonly knows which ballotsthevoter received; therefore,we
assumethattheadversarydoesnot know whichballotspassedthequorum.For simplicity, we assumethe
vote is on only oneparameter. We alsoassumethat theadversaryhassomeknowledgeof theapplication
usingthevoterandonwhich parameterthevoteris voting. Thefinal assumptionis thattheadversaryhas
not subvertedany servers.Someof theseassumptionwill berelaxedlaterin thischapter.

An adversarymight startby looking for any patternsin the incomingballotsandthe corresponding
votedanswersthatmaybeableto divulge thecollationoperation.Someof thesepatternsaredescribed
below. If a patternis not easilydetected,thenthe usercould starta brute force approachby selecting
one collation operationat a time, testingwith different exclusion operationsusing different valuesof
E. This approachrequiresthat the adversarytest for all possiblecombinationsof N ballots received;
therefore,therewould be � N different combinationsfor eachof the 30 combinationof exclusion and
collation operations.For distance-basedexclusion, the adversarymay sort the ballots and look at the
medianvaluein comparisonwith theothervalues,trying differentdistances.Thevalue-basedexclusion
requirestheadversaryto iteratethroughthedifferentoperationstrying differentvaluesfor E. Thestarting
point for anadversaryis determiningthecollationoperation.
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5.1.2 Inferenceof Collation Operations

An easilydeterminedpolicy is oneemploying themeancollationoperation.Themeancollationreturnsa
new valuethatmaynotmatchany of theballots,sotheuserwill seethattheselectedvalue,in theoutgoing
message,is not oneof theincomingballot’s values.No matterwhich quorumtypeor exclusiontype,the
distinctoutputvaluewill tell theadversarythatthecollationoperationis mean.Themeanoperationmay
not alwaysproducea new value. Therefore,theadversaryneedsto view morethanonevote in orderto
determineif therearedistinctvaluesfor multiple votedrepliesbeforeprematurelydisregardingthemean
andstartingtheir to focuson mean-neighbor, mode, or median collation operations.In order for the
adversaryto determinewhichballotswereusedin avote,they needto try all, � N, combinationsof ballots
with a meancalculationin theworstcase.However, theremaybemultiple subsetsof thereceivedballots
that producea meanequalto the votedanswer. The adversarywill needto examinemultiple votesto
determinewhich ballotsarenot usedin thecollation. This processallows theadversaryto determinethe
ballotsthatwereeitherexcludedby theexclusionoperationor thatdid notmake it throughquorum.

Adding random‘salt’ to themeanvaluemasksthe truesubsetof ballotsused.This will confusethe
adversaryif no combinationsgive thesaltedvalue,or may leadtheadversaryto determinethata certain
subsetof ballotsis correctwhen,in fact,anothersubsetis thetruesubset.

The restof thecollationoperationsaremoredifficult to discover, becausetheir answeris oneof the
valuesfrom thesetof ballots.Therefore,theadversary, to determinethecollationoperationin use,must
try the differentcollation operationswith differentsubsetsof the ballots. The adversarymight startby
comparingthevotedanswersagainsttheballot setsto seeif themostcommonballot valueis thevoted
answer.

Determiningif a policy hasa modecollationoperationrequiresthat theadversarycomparethemost
commonballotvalueandthevotedanswerfor many votes.Sometimes,theexclusionof themostcommon
valuewill causethemode’sanswerto bedifferent.An examplewouldhaveasetH =

�
3,3,8,6,3,6,5,9,10

�
in which the exclusion operationremoves

�
3,3,9,10

�
, the two most extremevalues,and leave the set�

3,5,6,6,8
�
. A modeanswerof 6 would bethevotedanswer, which is not themost-commonvaluefrom

the received set. With a wide variety of voting sequenceswith differentvalues,an adversaryshouldbe
ableto determineif themostcommonor next mostcommonvalueis chosenasthevotedreply’s value.If
thesecondor third mostcommonvalueis chosen,thenoneor moreof thefirst or secondmostcommon
valuesmusthave beenexcludedduringtheexclusionstate,or did not passthequorumstate.If theabove
processdoesnotproduceany results,thentheadversarymaytry eitherof thenext two operations.

Determiningif thepolicy employs amean-neighborcollationrequiresa little morework thanmode.
With thebruteforceprocessof trying differentexclusions,calculatingthemean, andcomparingclosest
neighboringvalueandtheoutputmessage’svalue,anadversarycoulddeterminethatthepolicy is amean-
neighbor collation,andtheexclusionoperationin use.As with mean, themean-neighbor’svotedanswer
canbecalculatedwith differentsubsetsof theballot set,andthustheadversaryneedsmorethanonevote
to determinethequorumandexclusionoperations.If themean-neighborvaluesandthevotedanswers
do notmatchfor all votestested,theadversarycouldtry themedian collationoperation.

An adversarycandetermineif thecollationoperationis themedianoperationby performingasorton
theballotsandperformingthebruteforceapproachof trying all thepossiblecombinationof ballotswith
eachexclusionstate. If noneof thecombinationswork for themediancollation, thentheadversaryhas
failedto determinethepolicy. Eithertheadversaryhasoverlookedapattern,or hasnotcompletedenough
analysisof thedata,or thevoter’s policy is randomcollation.

If the adversaryhasdoneall work above andnot found an answer, then the lack of a patternmay
prompttheadversaryto determinethat thevoter is usingsomekind of randomselectionin thecollation.
Therandomcollationoperationremovesany patternsthatcorrelatetheballotsandvotedanswer.
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5.1.3 Inferencewith Multiple Votes

Along with randomcollation, randomexclusionoffers the voter a lack-of-patternpropertywith all the
collationoperations.Randomexclusionmayconfusetheadversarywhentrying to determinethecollation
operation.With enoughdata,anddependingon thenumberof valuesrandomlyexcludedandthenumber
to exclude from, a usershouldstill be able to find the patternsor brute force a conclusionabout the
collationoperation.

Analyzingasinglevotemaynotgive theuseracorrectpolicy. Therefore,moredata— incomingand
outgoingmessages— anadversaryhas,theeasiertheadversarycanfind patternsin theincomingballots
andvotedrepliesanddeterminethepolicy. Analyzingasinglevotemaynotgive theuseracorrectpolicy.
Thefollowing exampleshows how a singlevotecannotgive thecorrectpolicy, becausedifferentpolicies
cangetthesamevotedanswer. Take,for example,thesetH =

�
3,5,3,1,2,4

�
. With exclusionof thefurthest

values
�
1,5

�
, themodeansweris 3, themeanansweris 3, andthemedianansweris 3. If theexclusionis

distance-based, thenthemedianbeforeis 3 andwith a distance,D, of 1, thecollationoperationsgive the
sameanswersasgivenabove for thevalue-basedexclusionoperations.If theusercollectsanothersetof
ballots,H =

�
9,15,9,9,16

�
, andthevotedansweris 9, thentheusermayguessthatthecollationoperation

is modeor median if theexclusionis againremoving thefurthestvalues.Themeanansweris 11,which
excludesthe meancollation asa possibleoperation. A third samplewith H =

�
3,9,4,3,10,6,2

�
with a

votedanswerof 4. With theexclusionof thefurthestvalue,
�
2,10

�
, themedianis 4. Themodeansweris

3 andthemeanansweris 5, andthesevaluesexcludethetwo operationsfrom beingthecorrectone.From
thesethreesamples,anadversarycouldguessthat thecollationoperationis medianandthat theextreme
valuesareexcluded.With moresamplestheadversarycantesttheir guessesandpossiblydeterminethe
exclusionoperation.

5.1.4 Corrupting Servers to Aid Inference

We now relax the constraintsa little andassumean adversarycansubvert oneor moreof the servers.
If the adversarycansubvert oneof the servers, then the adversarymay be able to inject testvaluesto
help determinethe voter’s policy, much like the classicplaintext attack. The adversarycould have the
subvertedserver inject valuesandseeif it affectstheexpectedoutputof thevoter. With morethanone
server subverted,theusercould inject many values,helpingto bypasstheexclusionoperations.A smart
adversarywill not usethesubvertedserversat all, or very little, in determiningthepolicy, to reducethe
chanceof beingdetectedby thevoterstatusservicesandIDS.

Theinjectionof ballotsby trappingtheoriginalballotsandreplacingthemessagewith differentvalues
is noteasy, if evenpossible.Onawideareanetwork like theInternet,theadversarywouldneedto subvert
a routerandchangetheroutingtablesothatthepacketsdestinedfor themachinewith thevoteraresentto
a subvertedcomputer, wherethevaluescanbemodifiedandthenforwardedto thevoter. On a local area
network like Ethernet,thebroadcastof a messagecannotbetrappedon a computerunlessthecomputer
is agateway. Thentheadversarywouldneedto subvert thegatewayor install agateway into thenetwork.
Doingeitherof thepreviousmethodsrequiresagreatdealof timeandgreaterrisk of detection.If possible
throughaddinga gateway of sortsor corruptinga router, thenthesigningof theballotswith checksums
will thwart this man-in-the-middleattack. While this requiresa key infrastructure,it doesnot have the
overheadof full messageencryption.

5.1.5 WeightedVoting to Impede Inference

Theassignmentof theweightsandchangingof theweightsareaffectedby theVSSandthevoter’sweight
manager. The weightscould be affectedby messagesfrom externalsystemsor sensors.Thesesystems
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mayhave theability to detectintrusionor maliciousactivities andadvisethevoter. Thevotercandecide
whetherto changetheweightsof replicasor dismissthewarning. A humanmanagerof thevotercanbe
notifiedif thresholdsarecrossedor intrusionsfrom IDS arereceived.

Weightedvoting causesthe adversarymorework in determiningthe voter’s policy. The weightsof
thevoterarepartof thevoterandcommandmessages,andsotheadversarywould not know theweights.
Someof the patternswill still exist. The meancould still generatea new value,but you may not know
which ballotswereexcluded,sinceany of the ballotscould be duplicatedmany times. The numberof
possiblecombinationswill becomelarger than � N, andwith unlimited weight value(or the max of an
integer value) the possiblecombinationscould be infinite. This will greatlyhamperany kind of brute
forceattack.

5.1.6 ValueQuorum Usefulness

TheVQ in theVVM canoffer thevoterassurancethatsomeof thereplicasarereturningthesamevalue.
The numberof equalvaluesthat the VQ waits for canbe modifiedby a voter managerthat may have
receiveda warningfrom anexternalsystem,i.e. ID system.If a voterpolicy waswaiting for threeequal
valuesin the quorumstate,and thenthe voter’s managerreceivesa warningaboutpossibleintrusions,
themanagermayincreasethenumberof ballotsfrom threeto impedetheeffectivenessof theadversary’s
actions.This is changingthevoter’s policy at run time,which is whatthenext sectiondiscusses.

5.1.7 Policy Modulation

Anotherway for thevoter to thwart an adversaryfrom determiningits policy is to modulatethepolicy.
For eachmethod,every vote, or every so many minutesthe voter could swap policies. This causesthe
analysisof theincomingballotsandvotedanswersto bemorecomplex, sincetheadversarywill notknow
whenthepolicy changes.

Most usersof VVM maynot have largesecurityrequirements.Thecombinationof weightedvoting
andpolicy modulationthwartsan adversaryfrom corruptinga vote, by knowing the voter’s policy and
beingablethecorruptthevotedanswer. This providesa relatively safevoter without thecomplexity of
encryption,andakey infrastructureneededto give amoresecurevote.

5.1.8 Mor e Problemsfor Adversary

In this sectionwe will discussthe addedcomplexity for the adversaryif we further relax someof the
assumptionswe madeat the top of this chapter. If we loosenthe assumptionthat the adversaryknows
whichparameteris votedon, thenthebruteforceattackwill needto befor eachparameter. Theremaybe
instanceswhenpatternsof voting aredetectedin a parameterthat is not beingvotedon. This mayhave
theadversarythinking thata differentparameteris theonebeingvotedon, andeitherchoseto corruptit
becauseit is critical parameteror avoid it andavoid possibledetectionby thevoter.

We can also relax the notion that the adversaryis closeto the voter and thus knows the order of
ballotsreceived. The adversarymay guessat how many ballotsandwhich ballotsdo not passquorum,
andknow that the ballots received last have a greaterchanceof not passing. In the voter, mostof the
quorumoperationwill take thefirst M ballotsthatwerereceived. If theadversarydoesnotknow theorder
of theballots,thenit will bemoredifficult to determinewhich ballotspassedquorumandwhich passed
exclusion.

Theattackondeterminingavoter’spolicy canbedonewith abruteforceapproach,but if theprevious
ideasof weightsandpolicy modulationareusedthentheadversary’s probabilityof determiningthepolicy
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is very small. Thenext sectiondescribeshow, if possible,theadversarycanusethedeterminedpolicy to
corruptthevoting.

5.2 Exploiting a Known Voting Policy

If an adversaryis ableto determinea voter’s policy, thenwhat canthey do with that knowledge? This
dependson how easythepolicy canbesubverted,which wasdiscussedin Chapter4. Also, it dependson
whetherthe voter is usingweightedvoting andwhethertheadversaryknows the weights. We will first
examinetheweight-lessvoter.

If theserver’s ballotsarenot weightedandtheadversaryknows thepolicy, thenwhatcantheadver-
sarydo to corruptthe votedanswers?We will first assumethat theadversaryhassubvertedoneserver.
Dependingonthenumberof faultsthevoter’spolicy canhandle,thismayor maynotbeaproblem.These
wereanalyzedin Chapter4 . If thepolicy’s collationoperationcanhandleno fault values,thenthead-
versaryneedsto try to senda valuethatwill beselectedin thequorumstateandnot be removed by the
exclusionstate.Thiswill allow thefaulty ballot to corruptthevotedanswer.

Thehigherthenumberof faultsthepolicy canhandle,themoreserverstheadversaryneedsto subvert.
With theincreasein thenumberof serversneededcomestheincreasein risk anadversarytakesin being
detected,even with intrusiondetectionsystemsthat may only catcha fraction of intrusions. The more
computersoneattemptsto gaincontrol of, the greaterthechancethat the IDS will detectthe malicious
activities.

For anadversaryto subvert a mean, thefaulty valueneedsto beanumberwith adistancebig enough
to affect the meanvalue,but may not needto be too far away, dependingon the application. For the
mean-neighbor, anadversaryneedstwo valuesin thecollationstate.Themedian requiresmorethanhalf
of the replicasto be subverted. The modeneedsenoughsubvertedreplicasto make surethat thevalue
they sendis the mostcommon.This could requireup to half of theservers. Thesenumbersarefor the
collationoperations.Theballotsfrom thesubvertedreplicasneedto getthroughtheexclusionstate.The
adversaryknows theexclusionandis ableto know whatvaluesshouldpassto thecollationstate.It may
requiresomesubvertedreplicas’ballotsto besacrificedsothatothersubvertedreplicas’ballotsmaypass
to thecollationstate.

If thevoter is weightingtheballotsandtheadversarydoesnot know theweightsbut hasdetermined
thepolicy, thentheadversarycouldguesstheweights.Theadversarymayneedto try thedifferentcom-
binationsof weightswith valuesandwill probablyfind thatmany schemeswould get thevotedanswer.
Doing thisacrossmany differentvotesmaygettheadversarytheweights.

If theadversaryknowstheweights,thentheadversarywill know whichreplicashavemoreimportance
in the collation. This may help the adversarychosewhich replicasto subvert and,also,which replicas
mayhave moresecurity. Thehighertheweight for a replica,thehigherthevoter thinks it cantrust that
replica,becauseit is supposedto besecured.Theadversaryneedsto considerthetrade-off betweenrisk of
detectionandeaseof subversionagainstthepower thatahigherweightedreplicahasonthevotedanswer.
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Chapter 6

Discussion

6.1 Implementation Status

Wehaveimplementedmany of thepiecesof theVVM. Thevotercorehasbeencompletedwith mostof the
stateoperationsincorporated.Theincorporatedoperationsincludetheabsolute,all but k, M ballots, and
percent of N quorumoperations.Thecompletedexclusionoperationsarerandom, high, low, furthest,
and distance, with the exceptionof the sigmaandepsilondistanceoperations.Mean, median, mode,
and random arethe working collation stateoperations.Randomandweightedvoting is implemented
alongwith a mock membershipmanagerthat handlesthe replicas’quorumandcollation weights. An
initial VSS is implementedthat cancollect andoutput the datafor eachballot received by voter. The
unmarshalandmarshalcomponentsthathandleour testprotocolmessagesaredone. Thevoter’s policy
manageris aGUI interfacethatallows theuserto setapolicy for thevoter. Thevotercorehasbeentested
with differentpoliciesfor verificationthateachstatein thecoreis actingaccordingto what thepolicies
dictate.

6.2 Implementation Issues

6.2.1 CORBA Integration Issues

We have recentlybeguna taskto provide anexperimentalintegrationof theVVM with CORBA. Part of
thisinvolvesproviding theunmarshalandmarshalmodulesfor CORBA. Towardthatend,tools(idl2vvm
andir2vvm) arebeingdevelopedto allow thedeveloperto compileinterfacesthatarelikely to beused,
asdiscussedin Section3.5, to achieve betterperformance.We arealsoworking on a runtimelookupto
theCORBA InterfaceRepositoryto allow VVM’ susewith interfacesthatwerenot compiledat runtime.

Presentation-layerissuesareonly partof theproblemfor integratinginto CORBA. It is still necessary
to insert the VVM into the client-server request-replypath. Our CORBA integrationeffort is usingthe
gateway approach[49], which wasdevelopedto separatelyintegratequality of service(QoS)properties
suchasreplicationandbandwidthmanagementon theQuOprojects[46].

Thegatewayapproachworksasfollows. A normalCORBA clientobtainsanobjectreferencefrom its
ORB by callingbind(), which contactsa namingservicefor it. TheORB createsa proxy (stub)object
andthenreturnsto the client a pointeror reference(dependingon the language)for that proxy; this is
whattheclientconsiderstheobjectreference.After this,theclientcallstheproxyobjectjust like it would
a local object.Thegateway approachmodifiesthis by having theclient not call theORB’sbind(), but
rathera similar routinewe provide,connect(). This “forges”a stringifiedobjectreferencethat is set

33



to “point” to thegateway (correctIP addressandport, for example).Methodconnect() thecalls the
client-sideORB’sstring to object()method,whichcreatesaproxy for theclient,apointeror referenceto
whichis returnedto theclient,asthereturnvaluefromconnect(). Theclientcannow makeinvocations
on thisobjectreferencejustasit wouldonereturnedby theORB’sbind(),andtheIIOP messagesemitted
by theORBaredeliveredto thegateway.

TheVVM isnotrestrictedtousingonly thegatewayapproach,however; it is in practiceveryflexibleas
to whereit canbeinserted.Thereonly needsto bepassedamarshaledmessageor avectorof application-
level parameters;i.e., 5657�8� ��$�9#:;��<=<?>�@ or ����������� . For example,it would be possibleto useCORBA
interceptors,whichprovidethesystembuilder theability to insertcodeatpredefinedlocationsin theORB,
eitherafteror beforethe linearizedrequestbuffer hasbeencreated.It shouldalsobestraightforward to
integratetheVVM into a service-basedCORBA replicationscheme.Indeed,it would even be possible
to createa tool, taking asinputsthe IDL andVDL, to generatea voting algorithmin a smartproxy (or
smartstubs),an optional layer containinguser-level codeabove the ORB’s proxy, but below the client.
However, gettingmultiple repliesinto thesamesmartproxy (or even interceptor)would beproblematic
with someORBs,andwoulddependon how they implementedsuppressionof duplicatemessages.

6.2.2 Group ChangesDuring a Vote

Oneissuethatmustbedealtwith whenintegratingtheVVM in a realsettingis thepossibilityof a group
membershipchangehappeningwhile a vote is in progress.Therearetwo situationsto handleregarding
this. The first is in regard to notification that a given memberof the server grouphasfailed. In this
case,with mostgroupcommunicationsystems,it is impossiblefor a ballot to besentto theVVM from
thatgroupmember;thegroupcommunicationsystemwill discardany messagesafterhaving declaredthe
memberto have failed. In thiscase,uponreceiptof a failurenotification,it is safefor theVVM to reduce
the numberof ballotsrequiredto achieve the quorum(e.g.,to meet50%), if the voter is in the quorum
state.However, if thevote is pastthequorumstateanda ballot wasalreadyreceived (beforethe failure
notification),thatballot canbeusedasit normallywould.

Thesecondcaseregardsnotificationthat thereis a new memberof theserver group. In this case,the
voter needsto be informedon which invocationsequencenumberthe new memberis expectedto first
vote.Thishasto becoordinatedwith statetransferto thenew member, and,in fact,thissequencenumber
canbe consideredpart of the member’s state,throughstatethat is not installedat the applicationlayer,
but is givento theVVM. In a worstcase,this mayinvolve minor extensionsto thegroupcommunication
system.However, if thevoteris not involvedwith asynchronousinvocations,webelieve it will bepossible
to infer to which sequencenumberthe new memberwill begin sendingballots. It may be possible,in
somesystems,to not know or infer the first sequencenumberto a new memberwill send,but, rather,
just to wait for the first ballot from that memberto arrive. (In this case,the assumedmembershipfor
the dynamicquorumcalculationsmay be wrong; however, it seemsvery unlikely that an application’s
correctnesswoulddependon this.)

6.2.3 Integrating with a CORBA Fault ToleranceImplementation

The ObjectManagementGroup (the OMG) is standardizingreplicationfor CORBA. The submissions
sofar have includedbothinterception-based andservice-basedapproachesto providing replication[10].
We believe that,whichever approachis adopted,it will besignificantlyeasierto integratetheVVM into
an implementationof the standard,rather than “from scratch”as the discussionsin the previous two
subsectionsassume(addingin agroupcommunicationsystemto anORBwhich is unawareof replication
or theVVM). This is becausegroupcommunicationandstatetransferwill alreadybein place,something
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like a sequencenumberwill alreadybe in place,andtherewill likely be (judgingby thesubmissionsto
date)anumberof well-definedplacesin thearchitecturein whichtheVVM couldreadilybeinserted,etc.

Indeed,theCORBA fault toleranceproposalhasvery recentlybeenupdated[50]. It includesa place-
holderreplicationstyleACTIVE WITH VOTING, which it notesis notsupportedin thecurrentspecifica-
tion “but is ananticipatedextension.” We hopeto beinvolved in thedevelopmentof this placeholderand
possiblyto incorporateasubsetof theVVM to thisplaceholder.
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Chapter 7

Conclusions

7.1 Summary of Thesis

TheVoting Virtual Machine(VVM) capturesthenotionof voting at a high level of abstraction,general-
ity, andportability. Whenaddedto appropriatemiddlewaretechnology, for exampleCORBA andBBN’s
QuO,theVVM canprovideapowerful, well-specified,flexible,andadaptabletool for transmittingcorrect
requestsandrepliesbetweenclientsandservers,with wide-rangingapplicationsincludingactive replica-
tion, security, andN-versionprogramming.Furthermore,theability of VVM to monitorandreporttrends
in failuremodeshaspotentialapplicationsin performance,dependability, andsecurity.

Chapter2 describedthearchitectureof theVoting Virtual Machine,discussingtheprimitive andad-
vancedoperationsandhow it fits into currentmiddlewaresystems.Thedesignof theVoting Description
Languagein Chapter3 gives the voting machinegreatadaptabilityand is the first languageof its kind
that allows for implementationof a wide numberof voting algorithms. Chapter4 discussesthe design
of theVoting StatusServiceandits benefitsasa performanceandsecuritymonitor. Thedesignhasbeen
extendedby othersto increaseits abilitiesandusesfor performanceanalysisandfault detection.Chapter
5 discussestheVVM’ s toleranceto faultyvaluesandtheeffectivenessof thevoterin removing thoseval-
ues.Theresilienceof thevoterto malicioususerattemptsto learnthepolicy and,if thepolicy is learned,
thewaysin which VDL policiesmake it difficult for a malicioususerto corrupta votewasdescribedin
Chapter6.

Theresearchfor this thesishasdealtwith thedevelopmentof theVoting Virtual Machineandthese-
curity aspectsof parameter-basedattacksto distributedsystems.This thesishasansweredsomequestions
aboutthe ways in which a voter canbe usedto thwart or impedea malicioususerfrom performinga
parameter-basedattack.Fromthis thesis,furtherwork hasbeendefined.

7.2 Futur e Work

7.2.1 Voter Management

TheVVM allows thedevelopmentanddeploymentof a wide variety of voting algorithms.This can,in
many ways,helpapplicationsandsystemsto be moreadaptable,scalable,androbust. However, only a
smallfractionof applicationscanrealisticallybemodifiedto choosetheir voting algorithm.Further, even
if they wantedto, most(arguablyalmostall) applicationprogrammerswould not becapableof choosing
thebestvoting algorithm,let aloneknowing whento switchbetweenthemasconditionschanged.

To overcometheseshortcomings,we plan on developing voting managers to chosean appropriate
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voting strategy for applications,andto switchstrategieswhenconditionschangesufficiently. Theseman-
agerswill provide votingtransparency, allowing applicationsalreadyemploying replicationtransparency
to benefitfrom voting withoutbeingawareof its existence.

A voting managerwill take inputsfrom anumberof sources,including

� Statusinformationfrom anetwork managementservicegiving network utilization,capacity, etc.� Securitymanagementstatusinformationregardingwhich failuremodelmaybemostappropriate.� Intrusiondetectionalertswarningabouthostsor domainsthatmayhave beencompromised.� QoSrequirementsor preferencesfrom alocalQoScontract,usingtheQualityObjects(QuO)frame-
work [49, 46]. Theserequirementsor preferencescanprovidetheapplication’s desiredlevelsof ser-
viceof and/ortradeoffs betweendifferentQoSattributessuchasperformance,availability, security,
andcorrectness.TheQoScontractcanbe provided by theapplication.Alternately, if QoStrans-
parencyis desired,thecontractcanbeprovidedandupdatedby anexternalapplicationmanagement
system.

The voting managerusestheseinputsto choosean appropriatevoting algorithmfrom its repertoire
basedon offline analysisasdescribedin Section3.6.1. Clearly, theselectionof anoptimalalgorithmin
anarbitrarysituationis anintractableproblem.However, we will developheuristicsto helpthemanager
chooseascloseto optimalanalgorithmaspossiblein awidevarietyof situations.

7.2.2 Multiple Parameter Collation

The voting algorithmsfrom the literaturementionedabove have all beendevelopedto vote on a single
datavalue. We will explore thevoting on multiple datavaluesandextendVDL to handlethis situation.
For example,this will enablevoting on multiple in or inout parametersin a replicatedclient request,or
on multiple out, inout, or returnvaluein replicatedserver replies.However, becausevoting on multiple
parametershasnotbeenexploredbefore,thisopensup many researchissues,whichwe will investigate.

We will investigatethe possiblewaysfor combiningdifferentvectorsof parameters.For example,
we presumethat mostapplicationswill requirethat the votedmessagecontaina vectorof valuesfrom
oneof thereply messagesgeneratedby a server. To do this,onecouldrankeachparameterin a reply by
comparingit to theothers,thentake thereply whoseparameterrankstotaledthemost.

Thisprojectwill investigatethewaysto specifytheaboverankingsaswell asthekindsof applications
which mayusethedifferentway of collatingbasedon multiple parameters.We will alsodevelopvoting
patterns, whichallows VDL policiesto beusedfor awidevarietyof methodsignatures.

7.2.3 ConfidenceValue

We could easily passalong a confidencereturn value with a vote, a numberindicating how good the
outcomewas. For example,the valuemay dependon: the numberof valueswhich wereequalto (for
integers)or “closeto” (for floats)theothervalues,or thearrival distribution (jitter or standarddeviation)
of themessages.This would allow theclient to alsodecidehow to usea reply basedon how goodit is
perceived to be. The confidencevaluecould be specifiedin VDL. Alternately, it may be bestto have a
separateconfidencedescriptionlanguage, sothatpiecesof code(confidencepolicies)couldbewrittenby
adifferentpersonfrom theVDL programmerandalsocouldbereusedwith differentVDL policies,to the
extent to which that is possible.Theexactutility of sucha value,andhow to specifyandmeasureit, is
openresearch.
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7.2.4 VDL Extensions

This projectwill alsoextendVDL in a numberof otherwaysto make voting moreflexible anduseful.
For example,exceptionsarewidely regardedasa useful languagefeaturein fault-tolerantsystems[51,
52], andaresupportedin mostmodernprogramminglanguagesandmiddlewaresystems.We will thus
implementuser-definableexceptionsfor VDL, to allow thevoterto throw anexceptionfor any of anumber
of reasons,ratherthan being forced to return a value. We will also supportthe voting on replicated
exceptions(exceptionscanhave datain them,after all!). We will alsosupportcompoundspecifications
in the quorumandexclusionstates,for example,to allow the exclusionof the two lowestvalues,and
thenthoseoutside1.5 sigmaof themeanvalue. Finally, we will investigatethesupportingof branching
betweenVVM states;e.g.,to go backto quorumif exclusiondiscardstoomany values.
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Appendix A

Publications

� Bakken,David E.andKarr, David A. andJones,ChristopherC.andHale,JohnC., “The VotingVir-
tual Machine: A FlexibleMechanismfor CollatingReplicatedClientRequestsandServerReplies”,
Digestof FastAbstractspresentedat the29th Annual InternationalSymposiumon Fault-Tolerant
Computing(FTCS-29),FTCS-29,IEEE,June15-18,1999,Madison,WI.

� SYSTEMSAND METHODSFORVOTING ON MULTIPLE MESSAGES,US patentapplication
(joint WSU andBBN), David E. Bakken,ChristoperC. Jones,andDavid A. Karr, 2000

� Bakken,David E. andJones,ChristopherC. andKarr, David A., “The Voting Virtual Machine: A
Flexible Mechanismfor CollatingReplicatedClientRequestsandServerReplies”, to besubmitted
for publicationin Summer, 2000.
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