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Distributed systemsn which clientsandsenersarereplicatedoften requirea mechanisnfor voting
onmultiple requestgo or repliesfrom asener. Votingis the procesf choosinga singlereply or request
usingsomespecifiedpolicy thatdefineshow thatsinglereply or requesis determined.Currently there
exist very few systememploying suchavoting mechanismThosethatdo exist lackflexibility andarenot
easilyembeddednto middlevarearchitecture Work completedor this thesisincludesthe development
of the Voting Virtual Machine(VVM), a voting mechanisnthataddressesmary of the currentobstacles
within theareaof voting in distributedsystems.

TheVVM providesa powerful, general portable flexible, andadaptve voting mechanismlit canbe
usedasa standaloneapplicationfor the developmentandtestingof voting algorithmsor it canbeinserted
into middleware systemdike CORBA andMicrosoft's DCOM. Also, the VVM may be appliedto other
architectureghat requirevoting, suchas quorumconsensuscollation engines,meging of partitioned
replicas,andagent-basedystems.Along with the provision of a voting service,the voter takulatesthe
valuesandtiming of replicas’repliesfor performanceandsecuritymonitoring. This thesisalsoinvesti-
gatessecurityissuesnvolving the VVM, including the toleranceof faulty valueswithin differentvoting
policiesandthefeasibility of anadwersaryinferring the currentvoting policy.
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Chapter 1

Intr oduction

Theexplosive growth of thelnternetin the lastfew yearshasthrustdistributedsystemssoftwarefrom the
realmof researctprojectsand hand-craftegspecialtyapplicationso becomingcommon,almostubiqui-
tous. Simultaneouslycomputerhardware hasbhecomemuchcheaper Thesetwo trendshave allowed for
the rapid growth of software beingdistributed acrosscorporatenetworks, intranets,andextranets.As a
result,societyis relying muchmorehearily onservicegprovidedby distributedsoftware.

Replicationis a commonlyusedtechniqueto increasehe availability of theseservicesandto lower
the delayin accessinghem,especiallyin the caseof read-onlyaccessesOnemajorform of replication
is Active replication[1, 2]. In this schemethe servicerequestirom a client is multicastto all replicas
atomicallyandtotally ordered Eachreplicathenprocessetherequestindsendsackareply, andoneof
theserepliesmustbechoserfor theclient. This procesf choosingonereply from mary is calledvoting
Thereply choserby the voting processs thenusedby the client, e.g. it may containdatathe client has
requestedrom the service.This voting processs depictedn Figurel.l.

Work completedfor this thesispertainsto voting issuesthat are applicableto other areasbesides
replicatedservices. The Voting Virtual Machineis a generalvoting mechanisnthat can be appliedto
guorumconsensusa strat@y thatis usedfor replica control in which the client obtainsa quorum of
votesfrom the replicasbeforeproceedindg3]. Anotherusefor the VVM is in the areaof more general
collationengineswherereplicasarenotassumedo returnthe samevaluesand,indeed,may notevenbe
consideredeplicasin the givensystem.However, thesesystemsequirea singlecollatedvalue;examples
includenetwork managemenQuality of Service(QoSnanagersandfault-tolerantime synchronization
in Tempo[4]andNTP[5]. Therearemary timeswhenanetwork partitionwill breakup a setof replicas.
In somesystemshe non-primarypartition is allowed to continueoperations.Whenthe replicasmeige
backinto a singlegroup, it is necessaryo mege their statessothatall replicasmaintainthe samestate.
TheVVM couldbeusedin this meging of replicastateminimizing theamountof programmingequired
of systemprogrammersA further potentialapplicationareafor the VVM is distributed sensometworks

reply[1] ‘ Server[1] ‘

- voted_reply
Client F—{ Voter L. U

relpy[N] Server|[N] ‘

Figurel.1: Voting Context




(DSNs)[6]. Theseconsistof large numbersof inexpensve, small, dispersedcooperatingsensorsywhose
valuesof coursemustbe collatedto provide a more global view. Application areasfor DSNsinclude
suneillanceandervironmentalmodeling.

Another applicationof voting is within agent-basedystemswherefault-toleranceand securityare
necessargharacteristicsAgentsmigratefrom computerto computerfor variousreasonge.g. datacol-
lection),andthe agentsaresusceptibléo anadwersarythatwantsto corruptthe agents operationor data.
The useof voting in agent-basedystemss discussedn [7], wherereplicationand voting are usedto
maskthe effectsof corruptedagents.Thisis implementedy replicatingagentsat eachcomputewisited,
andavoterlocatedat eachcomputemwaitsfor a specifiedhumberof equivalentreplicas.

An additionalpromisingareain which the VVM canbe appliedis in the fusion or reductionof data
necessaryor intrusiondetection8]. As aconcreteexample,consideitheHummersystemwhichfocuses
onsystensupporto shareandcollateintrusiondetectionnformation[9]. Hummeragentsunon multiple
machinescollecting local information relatedto potentialintrusionsfrom systemlogs and otherlocal
sources Agentsanswerqueriesfrom otheragentsaboutlocal conditions.A givenagentmustalsoquery
multiple otheragentdo build aview of theintrusionstatusof the hostsin the system.In doingso,it must
dealwith the possibility of valuefaultscausedoy Hummeragentsunningon compromisechosts. This,
of course,canbe donein avery flexible andadaptablenannerby usingthe VVM. 1t is alsopossibleto
constructhierarchieof Hummeragentswhereeachhigherlevel (LANs, domainsetc). summarizeshe
conditionsof lower levelswith amoreglobal perspectie andwith lessnetwork traffic. Thisis alsoagood
candidatdor insertionof the VVM. Finally, if aclientmustrely onanon-localHummeragent(e.g.,ata
high level in the hierarchy),the client mustdealwith the potentialcorruptionof a given Hummeragent.
This, too, canbeimplementediusingthe VVM.

In all theabove usesof the VVM, theVVM itself cansene asanintrusiondetectionstatussener, no-
tifying othersof valuefaultsfrom Hummeragents.Thisuseof theVVM will bediscussedn Section3.8.

The VVM not only detectsfaulty valuesin otherapplicationsput canalsoimpedeor thwart attacks
on the voter throughadaptve voting policies. A voting policy defineshow the voter will selecta single
answer;differentpoliciescanhelp againstdifferentattacks.If a malicioususerknows which policy the
VVM is currentlyusing,thenthey maybeableto bypassietectiomandcorruptthereplies. TheVVM has
the ability to protectthe policy from beinglearnedby the malicioususerandto protectthe repliesfrom
corruption.

While voting haswide application currentsupportfor voting is quitelimited in bothresearclprojects
andin commercialproductsand standards.This is dictatedby the way suchactve replicationschemes
tendto handlethe parametersf requestandreplies,namely asopaqueblocksof datathatcanonly be
comparedor equality As aresult,voting amongactie replicasgenerallyconsistsof delivering a reply
from the sener replicaswhensomequorumof the seners(e.g.one,the majority, or all) have sentreplies
exactlyidenticalbyte-forbyteto theonebeingdelivered.For thepurposeof this kind of voting procedure,
thereturnvalue,out parametersandinout parametersireall includedin the “reply” without distinction.
In recentsystemghatalsosupportreplicatedclients,a similarly limited functionalitymay be providedto
vote on clientrequestdeforedeliveringoneto thesener[10, 11].

For example,considerthefollowing CORBA interface:

interface foo {
| ong net hodl(in |long a);
voi d nethod2(in long d,
i nout short e,
out double f);



A requestto methodlcould potentially be voted on basedon the parametewr, while the reply could be
votedon basedon thereturnvalue.In method2however, therequestouldbe votedon by somefunction
of parametersl ande, while the repliescould be votedon usinge and f. (Note that method2 hasno
returnvalue.) With the currentvoting stratgies supportedn middlevare, however, the only individual
datumwhich canbevotedonis thereturnvaluefrom method1.

In theabsencef ary voting algorithmcapableof distinguishinghedifferentparametergr amessage,
thetechniqueof byte-by-bytecomparisordepend®n propertief datamarshallinghatin somecasesre
not guaranteedby the relevant standardsimportantsemanticof the component®f the databeingvoted
on, which dependon the signatureof the methodbeingimplemented(i.e., the orderand datatypesof
parameterandreturnvalue)areignored.They arealsoveryinflexible in dealingwith floatingpointvalues
in particular aswell aswith inexactvoting in general. Moreover, little progresshasbeenmadetoward
theability to changevoting algorithmsat runtimein responséo changingconditionsor requirementgand
tradeofs.

This thesisdescribeghe designandimplementatiorof the Voting Virtual Machine,a voting mecha-
nismdesignedo help overcomethe limitation of currentvoting mechanismsanddiscusseshe security
aspectof utilizing avoterwithin middlevare. The contrikutionsof this thesisare:

e Thedesignandprototypeimplementatiorof the Voting Virtual Machine(VVM) thatcanbeusedin
distributedmiddlevaresystems.

e Thedesignof Voting DescriptionLanguage(VDL)Yo enablea userto definea voting policy for the
Voting Virtual Machine.This is thefirst languageve areawareof thatallows for expressingvoting
algorithms.

e Thedesignof the Voting StatusService(VSS)an anomalydetectionservicethat collectsand pro-
cesseslataabouteachballot enablingthe detectionof abnormabehaior.

e Theinvestigationof the typesandnumberof faulty valuesthe Voting Virtual Machinecantolerate
in the spaceof all policies expressibleby Voting DescriptionLanguageandthe likelinessof the
Voting Virtual Machines remaoving thosefaulty values.

e A securityinferencestudycharacterizinghelevel of difficulty for amalicioususerto learnavoter's
policy andhow usefulknowledgeof the policy mightbeto a malicioususer

The remainderof this thesisis organizedas follows. Backgroundwork is reviewed in Chapter2.
Chapter3 providesanovervien of theVVM contet, basicsof theVVM operationsadwancedoperations
of the VVM, the VVM developmentervironment,the VDL, andVSS. Chapter4 givesan overvien of
the VVM’ s operationghat provide the tolerationof faulty values,while Chapter5 providesa summary
of how theVVM canresistmaliciousattacks.Chapter6 discussesariousimplementatiorissuesandthe
currentimplementatiorstatusof the VVM. Chaptel7 summarizeshisthesisanddiscussefutureresearch
onVVM.



Chapter 2

RelatedWork

This chapterdiscussesomeof the researchinto voting andthe currentstateof voting. First coveredis
the currentvoting techniqueof byte-by-bytecomparisorfor collationandits dravbacks.Next, the useof
voting to synchronizeoperationgunningon replicas. The third sectionof this chapterdiscusseshe past
work in choosingonevaluefrom mary in replication. Theideaof independentlylevelopingreplicasfrom
the samespecificationis called N-Versionprogrammingandis the topic of the fourth section. The last
sectionof this chapterdiscusseshework donein voting algorithmsandhow the VDL allows adeveloper
to implementall the classe®f algorithmsfor thevoter.

2.1 A Noteon Byte-by-Byte Voting

With respectto the byte-by-bytevoting usedby mary collation voting schemeswe note that CORBA
strivesfor interoperabilityacrossmultiple dimensions:

CPUarchitecture

operatingsystem

programmindanguage

ORB implementation

Thisinteroperability(andits elegantarchitecture)s abig reasorfor CORBA’ssucces# themarketplace,
in theopinionof theauthors For thisreasonhowever, performinga byte-by-bytecomparisorof themar
shalledparametebuffer haslimitations,onesthatwould be consideredererein real CORBA usageand
in somecasexcanbeimpossible.For example,CDR usesa canonicalintermediateorm for basictypes,
including realnumbers.However, if the sameapplicationcodeis beingusedon differentmachinearchi-
tecturegevenwith the sameORB vendor OS, andlanguage)theremay be differentlevels of precision
or otherdifferencesn the (IEEE 754) encodingof the floating point value. Further the Pentiumfamily
of chipshasa switch, setin hardware,thattells the processoto roundup or dovn. Thus,evenwith the
sameCPU and OS and languageand ORB, differenthostsmay return differentanswers. Also, GIOP
messagemayhave variable-lengttheadeiinformationsuchassystemcontet thatORB implementations
canoptionallyfill in or leave out. Thus,evenwith thesameCPU,OS,andlanguagetherecanbe padding
in the body field (marshaledarameterspf onecopy of of a messagdrom onereplicaandno padding
in the other It is impossibleto detectthis and correctthe alignmentif the IDL is not usedto interpret



the headerandparametebuffer. Finally, evenif the paddinglocationsareidentical,the CORBA speci-
ficationexplicitly stateghatthe valueof the paddingbytesis undefinedwhich could causeproblemsin
byte-by-bytecomparisorj12].

As aresultof the abore limitations, it is quite likely that a userof a replicationservicebasedon
byte-by-bytevoting would have no problemsin its in-housetestingand developmentwhich would tend
to befairly homogeneoum mary dimensiongORB vendor OS,CPUarchitecture)However, whentheir
softwarewasfieldedor releasedo others,the homogeneitycould greatlydiminish andthe above-noted
limitations of byte-by-bytevoting could causesporadicand mysteriousruntime errors. By contrastthe
VVM istheonly CORBA (or ary othermiddlevare)systemwe areawareof thatexaminegheapplication-
level dataparameterfn a presentation-layanessagen which to performthevoting.

Finally, we note that theselimitations of the byte-by-byteapproachare not limited to CORRBA; alll
distributedsystemshave to dealwith presentation-kel formattingaswell asmostor all of theinteroper
ability dimensionghat CORBA provides.

2.2 SynchronousVoting

Voting, in the mostcommontechnicaluseof the term, is a pessimisticstratgy for replica control that
ensureghatconflicting operationswill not be executedconcurrently We denotethis kind of voting syn-
chronizationvoting In this schemea suficient numberof votesmustbe acquiredfrom differentreplicas
to ensurethata candidateoperationdoesnot conflict with anotheronein progress.The numberof votes
a given operationrequiresto not conflict is application-deperaht and mustbe setby the application
programmer

Synchronizatiorvoting wasfirst proposedy Thomasof BBN in [13]. It wasgeneralizedo weighted
voting in [14], wheredifferentreplicasaregiven a differentnumberof votes. Therehave beena number
of generalizationsf voting suchasdynamicvoting [15], multi-dimensionaloting [16], andvoting with
withesseg$17]. A recentandscalableexampleis PhalanX18].

BBN’sCronus(CORBA-lik e) middlevare[19, 20, 21] hashadreplicationwith synchronizatiowvoting
supportsincethe mid-1980s;Arjunais a morerecentsystemusingsuchmechanism$§22, 23, 24]. Much
experiencevasgainedwith voting applicationsduringthis periodin which Cronuswasdeplg/ed widely
in variousmilitary settings.However, the experiencewith Cronusshaved thatsynchronizatiorvoting as
ageneraimechanisnwastoo difficult for the vastmajority of programmerso use.

2.3 Collation Voting

For thesereasonsmuchattentionin recentyearshasturnedto methodsof replicacontrol suchasactve
replication, which have the potentialto be more application-transgrent. Active replicationis another
pessimisticstratgy for replicacontrol. It usesvoting in the senseof “collating,” or choosingonereply
from amongmary. We call this kind of voting collation voting Synchronizatiorvoting precededactive
replication,however. One early exampleof collation voting is givenin [25]. The earliestexample of
collationvoting we areawareof is the SIFT (Software-Implementeérault Tolerance)projectat SRI[26].
SIFT wasdesignedor real-timeaircraftcontrol,andfeaturedeightprocessorsunningin loosesynchromy
ontheorderof 50 usec.SIFT's applicationsoftwareis structuredasa setof iterative tasksthatwererun
atafrequeng thatdependedanits priority. Eachtaskis executedn parallelon anumberof independent
processorgon no morethanon five of the eight processors)andthe outputof eachtaskis placedin a
buffer. The buffers for eachtaskreplicaarevoted on with a majority vote (i.e., 3 of 5 or 2 of 3) in an
“exactmatchbasis;, andthevotedbuffer is usedfor inputto thenext taskto run. SIFT hadno knowledge



of the application-lgel datatypes,and had fixed voting algorithmsand was embeddedn a a special-
purposecomputersystem.Thisis in contrastwith the VVM, whichis moregenerallyusableby different
applicationsandmiddlevaresubstrates.

Much work on active replication(and on otherforms, suchaspassie replication)wasdoneby the
Delta-4 projectin Europe[27, 28]. However, replicationsupportwas not provided in an application-
transparentashion,nor bundledin a packagefor usewith commercialsoftware. The Rampartsystem
extendedactive replicationto tolerateByzantinefailures[29 30], usingSecureAgreemenProtocols[3]1
As such,it coversawider rangeof maliciousfaultsthandoesthe VVM. While detailson the comparison
mechanismsairesketchy it appearghatthey utilize byte-by-bytecomparisorof network-level messages.
It thushasthe saméimitationsthatcurrentCORBA researclwith active replicationhas,asdoesDelta-4;
theseareoutlinedbelow.

A numberof recentprojectshave extendedactive replicationto CORBA. ThesesystemsncludeOr-
bix+lIsis andElectra[32, 33|, Eternal[34], AQUA [35]. Thesesystemsall have the virtue of providing
a high degree(but not total) applicationtransparencandalsoof beingusefulwith commercialmiddle-
ware. However, they all hada very limited form of voting: eitheronly voting on areturnvaluein sener
reply, noton otherparametern areply or on ary parameterin arequestpr doinga nave byte-by-byte
comparisorof the marshalledoarametebuffer. The Immunesystemprovides survivability to CORBA
applicationsvia active replication,voting, and a securemulticastprotocol [11]. It thuscoversa wider
rangeof maliciousfaultsthandoesthe VVM, like Rampart.However, thereareno detailson the voting
designor implementatiorotherthanit voteson bothrequestandreplies,andwaitsfor a majority “being
identicalin value;” we thuspresumet employs byte-by-bytevoting on the marshallecharametebuffer.

2.4 N-Version Programming

Active replication(which usessynchronizatiorvoting) hasbeendevelopedto maskhardwarefailuresof
nodesand communicationlinks. N-Versionprogrammingis a techniqueusedto masksoftware design
faults[36, 37]. In this approachN versionsof a moduleare independentlydevelopedfrom the same
specificatiorandexecutedon separatétypically heterogeneousiodes.Thereturnvalueor “answer’from
eachis collatedusingcollationvoting. However, N-Versionprogramminghasnot proved to be practical
for ary but highly critical systemspecausef the expenseof developingmultiple versionsandbecause
anerroneou®r ambiguousspecificatiorcanleadto differentdesignteamscodingthe sameerrorsin their
modules.N-Versionprogrammingalsocannotbe usedin caseswvherethedifferentalgorithmscanvalidly
returndifferentcorrectanswergsuchasa resourcananages reconfiguratiordecisionor in mary areas
of computationalmathematics). N-Version programmingalso sufiers from the consistentcomparison
problem[38], which limits its usein error detectiondue to the finite precisionin computerarithmetic.
(Ourresearchwill haveto ascertairtheextentto whichtheseproblemsapplyto thelessgenerakontext of
the VVM, wheretheimplementationsrenot different). We areunawvare of ary N-Versionresearctihat
eitherprovidedfor morethanjust a few fixedvoting algorithms,or in which the voting wasembeddedn
middlevareandwhichinterpretedhe application-lgel datain the marshallechetwork message.

2.5 Voting Algorithms

A votingalgorithmdefineshow a voter shouldcombinemultiple inputsto producea singleoutput. Such
algorithmsvary with input typesandthe computedoutputtypes. A suney paperhascreatedataxonomy
of voting algorithms[39], andwe describehow well the VDL coversthis spaceof voting algorithmsin

Section3.6.1,afterwe have describedhe VDL. As we shav, theVVM canimplementmuchof thespace



of voting algorithmsin this taxonomy and, we believe, somenot found in the literature. However, the
novelty of ourresearchies notin the algorithmsit supportsput ratherin its abitlity to beinsertedn dif-
ferentmiddiwaresubstratesis independenYoting DescriptionLanguagethe Voting StatusService and
our analyse®f thesecuritypropertieof theVVM (which applyto mary algorithmsfrom thetaxonomy).
Voting with predispositiong40] provides mary voting algorithmswhich are provably optimal and
take adwvantageof probability distributions of faulty nodes non-faulty nodesandlegal valuesfor a given
service(i.e., sener method).Thiswork alsocompareseliability of majority, medianandplurality voting
algorithmsundervariousassumptions.This could be the basisof future VVM voting managershich
choosehemostoptimalalgorithmfor the givenconfiguration.Sucha managexvould alsoconsidemther
tradeofs suchassecurity availability, andcorrectnessersusperformanceasdiscussedn Section7.2.1.



Chapter 3

Voting Virtual Machine Ar chitecture

3.1 Overview

This thesisresearchhasundertakn the designandimplementationof Voting Virtual Machine (VVM),
andits companiornvoting DescriptionLanguaggVDL) policy language.They provide runtimeadaptve
voting policies that changevoting algorithmsdynamicallyto trade off correctnessand performancen
the face of changingresourceavailability, userpreferencesand security needs. They canwork with
presentatiomayersfrom differentkinds of middlewvarearchitecturessuchasthosefor distributedobjects
(CORBA[41] andDCOM[42]), message-orientechiddlevare[43 (IBM’s MQSeries[44 or Microsoft’s
MessageQueue(MSMQ), aswell aswith otherkinds of middlewvare. They supportboth static collation
voting wherethe voting algorithmscannotbe influencedby group membershigchangesand dynamic
collationvoting wherethey canbesoinfluenced Finally, VVM andVDL aredesignedotonly to support
goalsof just higheravailability, but alsoprovide tradeofs againsiperformancendsecurityconcerns.

Figure 3.1 givesa simplified pictureof the VVM architectureasappliedto CORRBA; in this figure,
thedashedox representshemodulelabeledVoter” in Figurel.1.

The voter core module hasinputs thatinform it of the currentvoting policy (VDL codefragment)
aswell asnotifying it whena failure occurs. It hasoutputsto provide statusinformationon the voting,
which canbe usedby externalmanagerdo help detectperformanceproblems,potentialintrusions,or
otheranomaliesThis statusnformationis passedo the Voting StatusService whichis describedurther
in Section3.8.

It is worth noting thattheremay well be differentprogramminganguagesnvolved here. For exam-
ple, CORBA definesmappingdromits IDL into anumberof differentprogrammindanguagesincluding
Java, C++, C, COBOL, Ada, and Smalltalk. Thus, an application$ client may be written in C++ or
COBOL, while its sener maybein Ada or Smalltalk. At eachendof the client-serer paththe CORBA
ObjectRequesBroker (ORB) translatedetweerthe linearizedllOP messageandthe client or sener’s
implementatiorlanguage.However, the VVM’ s unmarshabnd marshalmodulestranslatebetweenlin-
earizedhetwork messageandthevotercores implementatiodanguagewhichis currentlyJava.

3.2 Failure Model

TheVVM assumeas crashfailure modelfor thehostsit runson. Thisis areasonablassumptionbecause
in mostconfigurationghe VVM will berunningin thesamemachineor evenprocessastheclient. Thus,

for all practicalpurposesthe clientandits voterwill fail togetheror notatall; the clientwill nothave to

dealwith the possibility of afailed voter.
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Figure3.1: VVM Architecture

TheVVM alsoassumea Byzantinefailuremodelfor applicationgunningonseners,but only acrash
failure modelfor the middlevareandoperatingsystemcoderunningon them. In mary caseghis will be
acceptablehecausén almostall systemst is easieito compromiseuserlevel privelegesthanadminstrator
(root) ones.If thiswerenotrealisticfor agivensystemthenastrongerfailuremodel(wealerassumptions)
couldbeprovidedwith techniquesuchasthenetwork attachmentontroller(NAC) in the Delta-4system
[2] or with moreexpensve protocolssimilar to thosein the Rampartsysten|30].

3.3 BasicVVM Primiti ves

We now describethe basicvoting functionality provided by VVM, afterfirst providing somedefinitions.
A ballot is a requestor reply messagesentby a singlereplica. A voteis the processof choosing(or
constructingonemessagé&om amongall the ballots.

The voter coreshavn in Figure 3.1 goesthroughthreestatesin the processingf a singlevote, as
depictedin Figure3.2. At eachstagethe VDL codefor the currentvoting policy dictatesthe action of
thevoterat eachstage We now describehebasicoperationghatcanbe performedn eachstate thenwe
describemoreadwancedfeaturesn thefollowing section.Complex examplesof their syntaxaregivenin
section3.6.

3.3.1 Quorum

While thevoteris in the quorumstate,it is waiting for enoughballotsto arrive to begin the actualvoting
processln the quorumstatethe following operationsarecurrentlyavailableto specifyhow mary ballots
to wait for:

M: waitfor M ballots
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uorum
exclusion .
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collation
exceptions

Figure3.2: Voter States

collation

voted_parap

all but k: wait for M - k ballots

percent: wait for x% of the ballots

Thefirst operationinvolvesstaticvoting, while thelastthreeinvolve dynamicvoting.

3.3.2 Exclusion

After suficient ballots have arrived, the exclusion stateis entered. Here, a numberof ballots can be
excludedfrom further considerationto enablethe applicationto toleratevaluefailures,e.g. causecdy a
faulty (andundetectedjloating point processoor a breachin security(for example,an adwersarycould
breakinto eitherthe applicationof the middlewvarein orderto insertmessagethatlook like correctllOP
messagedyut containincorrectapplicationdata).Operationgresentlyavailablein theexclusionstateare:

lowestn: excludethelowestn values
highestn: excludethe highestn values
furthest n: excludethefurthestn values(from the median for integers;is high andlow together)

distancee: exclude all valuese distancefrom the mean(for floating point values)or median(for
integers)

sigmax: excludeall valuesx sigmafrom the mean(for floatingpoint values)
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distance-neighbor: excludeall valuesthatarenot within a givendistanceof their neighbor
distance-cluster: excludeall valuesthatarenotwithin a givendistanceof eachother

none: excludenone

3.3.3 Collation

After exclusionis the collation state.Here,onevalueis choserfrom thosenot excluded. Operationghat
canbe performedo collateinclude:

median: choosehe medianvalue
mean: choosdghe meanvalue(for floating point parameters)
mean-neighbor: choosehe closesneighboringvaluefrom the meanvalue

mode: choosethe modevalue (the mostcommonone; probablymalkes little sensefor non-inteer
values)

At eachof thethreestatessxceptionamaybethrovn asdirectedby theVDL; in thiscaseanexception
is returnedto the client thatwould normally receive the vote. For example,in the quorumstateit maybe
desirableto throw an exceptionif the quorumis not metaftera certaintimeout. In the exclusionstatean
exceptioncould bethrown if too mary membersareexcluded,andin the collation stateif the numberof
ballotswhich includedthe voted-upornvaluewastoo small.

3.4 AdvancedVVM Primiti ves

3.4.1 Random Voting Operations

The voter canbe specifiedto performrandomoperationsat ary or all of the threestatesto help thwart
an adwersary;this is, of course,specifiedin VDL. For example,in the quorumstate,the voter canbe
instructedo wait for arandompercentagef the maximumballots(sizeof the groupsendingthe ballots)
to arrive. Further this numbercould changewith eachvote or could be the samefor all votesthe voter
managed.In the exclusionstatethe voter canexclude a randomnumberor percentag®f the ballots,or
all but a randomnumberof the ballots; again,this numbercould potentially be resetat differenttime
intenvals. Finally, the collation statecanrandomlychoosea value. This maywell bereasonablén some
applicationswvherethe particularlybaddatahave alreadybeendiscardedn the exclusionstate.
Theusesof randomvoting to enhancesecurityarediscussedn Section5.1.5

3.4.2 WeightedVoting

Anotherway in which the VVM hasthe potentialto improve securityis by weightedvoting, or giving
differentreplicasvaryingamountsof trustin the differentstatesf thevoting. For example,in thequorum
state,insteadof waiting for a given numberof ballots, it canwait for somenumberof points where
eachreplicais assigned differentnumberof points. Whena ballot arrives, that ballot’s arrival counts
toward the numberof pointsdictatedby its quorumweighting. In the collation statethe operationscan
be performedafterthe remainingballotsareexpandedpasedon aweighting.
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In the following example,replicaone hasa point value of two, replicafour hasa point valuethree,
andreplicathreehasa weightof three. Thentheballotinfo would look like this: {replicanumber value,
points,weightt So,we would have {replicaone,5, 2, 1}, {replicatwo, 4, 1, 1}, {replicathree,6, 1, 3},
{replicafour, 3, 3, 1}. Replicasfive andsix will have pointandweightvaluesof 1 with values{5} and
{3} respectiely. Replicasseven, eight,andnineall have differentpointsandweights,but will arrive at
the voter after it hasmatchedthe neededpointsfor a full quorum. The voter policy is: ballot quorum
9 exclusion nonecollation median. The setof ballots that the quorumpassego the exclusion stateis
{3,5,4,3,6,%. Thesewere the first ballots whosepoint value matchedthe quorumthresholdof 9. In
this policy, we excludenone. Beforewe sortandfind the median,we needto expandthe setof values
accordingto the weight of eachvalue. The valuefrom replicathreewill be expanded.The new setof
valuesis {3,5,4,3,6,6,6,b After thesetis sortedit lookslike {3,3,4,5,5,6,6,5 Themedianis foundand
it is sentto theclient.

Usingweightedvoting for addedsecuritybenefitss explainedin Section5.1.5.

3.5 VVM DevelopmentEnvironment

We are developingan integrateddevelopmentervironmentwith a numberof toolsto help development
anddeplgymentof VVM-basedsystemsThey areshavn in Figure3.3. In thisfigure,singlelinesdenote
runtimeinteractionghatoccursynchronouslyo the arrival of a ballot, dashedines shav runtimeinter

actionsthat happenasynchronouslyo the arrival of a ballot, anddoublelines indicateinteractionsthat
happeratcompiletime.

server CORBA Interface iiop_msg[L..N]
IDL Repository (IR) lookup
files
U unmarshal
param, [1..N]
| idl2vvm | | ir2vvm | lookup param types
1 voter core

current ','
voting ,*
policy’

4

voted_param,
param types

marshal

vdl2vvm

VDL

files
:'| vdl2analysif

Figure3.3: VVM Developmentnvironment

voted_iiop_msg
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The right side of Figure 3.3 is a subsetof Figure 3.1. Whena messagarrives at the unmarshal
module,it readdrom themessage’headetheinterfacename themethodhame andthedirection(request
or reply). Fromthis, it consultsa lookup tableto ascertainthe typesthe application-lgel parameters
in the message.If the lookup table doesnot have information on this interface,unmarshalooks it up
in the CORBA interfacerepository(IR), thenmapsthe returnediDL typesof the parametersnto their
correspondingavatypes.If the IR doesnot have informationon thatinterface,the voter mustthrow an
exception.

After this, unmarshakxtractsthe parametergrom the IOP messagédcorverting from CDR’s rep-
resentatiorof thattypeif necessary)henpasseshem (paramy) to the voter core,alongwith the type
information(param _types). Thevotercoreoperatesasdescribedn previous sectionsthenpasseslong
a voted setof parametergvoted_params) alongwith paramtypesto marshal. Marshalthenusesthis
informationto createan IIOP messagén a mannerthatis largely the reverseof unmarshalasdescribed
above.

Twotools,i dl 2vvmandi r 2vvm areusedto preloadparam_types into thelookuptableatcompile
time. Therefore someor all of theinterfaceswith which avoterwill beinvolvedwith areknown a priori.
This savresan expensve runtimelookupto the CORBA InterfaceRepository(IR). Tool i dl 2vvmtakes
anIDL file andloadsits parameteinformationinto a file thatis usedthe next time the lookup tableis
built. It is built usingtheFlick Compilertoolkit [45]. (Thei dl 2vvmtool is usedfor unmarshamodules
of both CORBA’sIIOP aswell asfor our testwire protocol,which for corveniences sale usesCORBA's
IDL to describanterfaces.)Thei r 2vvmtool loadsthe sameinformationfrom a CORBA IR, whichis a
partof every CORBA ORB. This canbeuseful,for example, whenthe nameof aninterfaceis knowvn, but
its IDL file is notavailable.

The VDL compiler vdl 2vvm takesa VDL file andloadsit into the vote managerwhich con-
trols the voting policy in useby voter core. We are also designinganalysistools, collectvely called
vdl 2anal ysi s, to help the vote manageknow the quantitatve tradeofs of a given policy: its costs
and benefitsundervariousoperatingconditionsandwith variousgroup membershipsind performance.
This is particularlyuseful,for example,whenthe vote manageis working in coordinationwith a frame-
work suchas QuO, which can provide higherlevel feedbackon which tradeofs are appropriateat the
currenttime [46, 47]. We have begun the designand implementationof a prototypeintegration of the
VVM andQuO.

3.6 Voting Description Language

The Voting DescriptionLanguaggVDL) is underdevelopment,andis currentlyfairly simple. It allows
the specificationof the operationsaasdefinedin Sections3.3 above. Thelanguageasit standnow allows
theuserto specifyhow to determinghe numberof ballotsthevoterneedgo wait for, whatto excludeand
the numberof ballotsto exclude,andhow to selector calculatethe votedanswer Currently it doesnot
allow the specificatiorof exceptionsithisis futurework, asdescribedn Section7.2.4.

We now give someEnglishdescriptionf voting policies,followed by the VDL codefragments:

e “wait until four ballotshave arrived, excludethe lowestone,thenchoosea randomonefrom those
left”

quorum 4 exclusion |owest 1 collation random

e “wait until half of the ballotshave arrived, excludea randomone,thenchoosethe medianof those
left”

13



quorum 50 percent exclusion random 1 collation
nmedi an;

e “wait until all but two of the message$ave arrived, exclude the two highest-alued ones,then
chooséhe mostcommononeleft”

quorum all but 2 exclusion highest 2 collation
node;

e “wait for six replicas’ballots,excludethe valuesthataregreaterthanthreeaway in valuefrom the
medianvalue,thenrandomlyselectonefrom theremainingballots”

guorum 6 exclusion distance 3 collation random

o “wait until two-thirdsof the ballotshave arrived, excludeall valuesthat have distancesnorethan
two away from therestof set,thenchosethe mostcommononeleft”

gquorum 66 percent exclusion distance-cluster 2
col l ati on node;

e “waitfor all thereplicasto sendballots,excludethe 2 highestand?2 lowestvaluedonesthenchose
the closestvalueto themeanvalue”

quorum absol ute exclusion furthest 2 collation
mean- nei ghbor ;

TheVDL examplesabove arefor ballot-basedjuorumswhicharequorumghatdepencdnthenumber
of ballotsreceved. Thefollowing examplesarevalue-basedjuorumswherea specifiednumberof equal
valuedballotsdeterminesvhetherthe quorumis full or not.

e “wait until two valuesareequalor areclosein valueto arrive, excludethe valuesthatare greater
thattwo away in valuefrom the medianvalue,thencalculatethe meanvalue”

quorum 2 equal exclusion distance 2 collation mean;

e “wait until threevaluesareequalor areclosein valueto arrive, excludethe onelowestvalue,then
selectthe mostcommonvaluefrom theremainingones”

quorum 3 equal exclusion |owest 1 collation node;

Furtheradditionsto the VDL will be addedto specifyexceptionsfor eachstateanddefinesomesort
of faulttolerantpropertiedor thevoter Someof theseissuesarediscussedn Section7.2.4. Thedifferent
voting policieshave certainfaulttolerantproperties.Thesepropertiesarewhatthe next chapteriscusses.
Theexpressienesf the VDL with respecto voting algorithmsis reviewed next.

3.6.1 Voting Algorithms

A voting algorithmspecifieshow the voting resultis obtainedfrom theinput valuesandcanbe the basis
for avoting system(i.e.Voting Virtual Machine). Voting algorithmscan be classifiedby their input and
outputdataandby their ballotsandvotedanswer Figure 3.4 shaws the classificatiorof algorithmsfrom
[39]. This4-cubeclassificatioreadsto 16 classe®f voting algorithms.TheVVM andVDL aredesigned
to let theuserimplementmostof theseclasses.
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Exact/Inexact: Exactinput meansthatthe valuesfrom the replicasareinflexible, while inexact means
thatthevaluesarerepresentindlexible region. An exactvalue,for example,is 3.6,and3.6is notequalto
3.5, while inexactvalueswould saythat3.6is the sameas3.5andsothey areequalin value.

Exactinput is the default mannerin which the VDL handlesthe input values. Inexact inputs are
handledby two exclusion operations,the distance-neighborand distance-cluster Theseoperations
allow the userto stipulatea maximumdistancebetweerthevalues.Theseoperationdet a userdefinethe
valid valuesthatthe collation statewill work on. Examplesof theseoperationarein Section3.6.
Consensus/Compomise: Consensusutputmeanghat the voteris looking for a mostcommonvalue.
Compromisevoting is definedasvoting schemesisingmeanor medianto selectoutputvalue.

Consensusutputis supportedby the VDL with the useof the mode collation operationwith an
exceptionthatdefinesthe numberof commonvaluesneededor the modeoperationto selectthe answer
Thecompromiseputputis supportby the mean, mean-neighbor andmedian collationoperations.
Preset/Adaptive: Presetvoting is whenweightsare setat the start of the systemand do not change.
Adaptive voting allows the modificationof the weightsduring operation.

The presetweightsaresupportedy allowing the userto settheweightsat the startof the systemand
notallow ary changeo theweightsduringthe systems run. Adaptive voting is supportby allowing the
userto manuallychangeheweightsor to have theloopbackfeedchangethe weightsautomatically
Threshold/Plurality: Thresholdvoting dealswith settinga requirednumberof valuesneededwhichis
amajority of the valuesreceved, in orderto meeta consensusr make a compromise.Plurality voting
allows consensuandcompromiseroting without needinga majority of the valuessupportingheanswer

The VDL supportghresholdvoting with the useof the VDL exceptionsthatareusedin conjunction
with consensusutput. Therearedifferentthresholdschemesincluding majority, Byzantine,andunani-
mous.Majority requiresthatat leasthalf of the valuesin the collation stateareequal,suchthatthe mode
is supportedy morethat half of the values.Byzantinerequiresat leasttwo-thirdssupportfor a modeto
be correct. The unanimousschemeequiresthatall the valuesin the collation stateareequalin orderfor
thevoterto sendtheanswetto theclient. If collationstates valuesdo not meetthethresholdrequirement,
thenthevoterwill throw anexception. The VDL supportsplurality outputwith the sameexceptionsthat
thethresholdoutputuseshut it relaxesthe majority neededn consensusutput.
Examples/Discussion:Table 3.1 displaysexamplesof VDL that covershalf of the voting classes.The
tableshavs only thoseclassesvith exactvoting. In thistableandTable3.2,thethresholdvotingis covered
by the VDL, usinga collation stateexception. The exceptionwill statea specifiednumberof ballotsthat
mustsupportthe votedanswerandwithout which anexceptionwill bethronvn backto client. This makes
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the mostsensdor consensusutputwherethe thresholdwill stipulatethatthe numberof valuesthatare
equalmust be more that thresholdnumberspecifiedin the exception. Using compromiseoutputwith
thresholdvoting doesnot make sensebut couldbe statedto specifya minimumnumberof ballotsneeded
in the collationstatefor calculatinganaverage.

Table 3.2 displaysthe inexact input voting classes.Inexactinput in voting is coveredin VDL with
two exclusionoperationsdistance-neighboranddistance-cluster Thesetwo operationsallow a voter
to createa senseof looseequality Two valuesthat are close, closebeing definedby a numberin the
operationareconsiderecqual.

Input Output Input Output

Data Data Vote Vote Comments/Examples

quorum 5
exclusionhighest2

exact | consensus| preset | threshold| collation mode

(with collation exception for
thresholdvalue)

quorum 5

exact | consensus| preset | plurality | exclusionfurthest 1
collation mode

quorum all but 2
exclusionfurthest 1

exact | consensus| adaptve | threshold| collation mode

(with collation exception for
thresholdvalue)

quorum 50 percent

exact | consensus| adaptve | plurality | exclusionfurthest 2
collation mode

quorum all but 3
exclusionlowest1

exact | compromise| preset | threshold| collation mean

(with collation exception for
thresholdvalue)

quorum 5

exact | compromise| preset | plurality | exclusionhighestl
collation mean-neighbor
quorum 50 percent
exclusionfurthest 2

exact | compromise| adaptve | threshold| collation median

(with collation exception for
thresholdvalue)

quorum 6

exact | compromise| adaptve | plurality | exclusionfurthest 1
collation random

Table3.1: VDL Coverageof Voting Algorithms Taxonomy Part1
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Input
Data

Output
Data

Input
Vote

Output
Vote

Comments/Examples

inexact

consensus

preset

threshold

quorum 70 percent
exclusiondistance-cluster2
collation mode

(with collation exception for
thresholdvalue)

inexact

consensus

preset

plurality

quorum all but 2
exclusiondistance-neighborl
collation mode

inexact

consensus

adaptve

threshold

quorum all but 2
exclusiondistance-neighbor2
collation mode

(with collation exception for
thresholdvalue)

inexact

consensus

adaptve

plurality

quorum 6
exclusiondistance-cluster2
collation mode

inexact

compromise

preset

threshold

quorum 6
exclusiondistance-clusterl
collation mean

(with collation exception for
thresholdvalue)

inexact

compromise

preset

plurality

quorum 6
exclusiondistance-neighborl
collation mean-neighbor

inexact

compromise

adaptve

threshold

quorum 60 percent
exclusiondistance-neighbor2
collation mean

(with collation exception for
thresholdvalue)

inexact

compromise

adaptve

plurality

quorum 60 percent
exclusiondistance-neighbor2
collation mean

Table3.2: VDL Coverageof Voting Algorithms Taxonomy Part2
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3.7 VVM API for non-VDL Languages

The VVM canbe usedwith applicationsor voter manageravhereit is not feasableor desirableto use
a separatevoting languageand compilersuchasthe VDL. While they do not directly specifythe VDL
policy to be used,voting algorithmsin their essencerovide a statisticaltradeof betweencorrectness
and performance.We have, therefore,createda meansfor suchapplicationsto still be ableto control
the VVM from higherlevel specificationswvhich are then mappeddown to the VDL. Figure 3.5 gives
the CORBA IDL describingthis rodul e. It first definesenumeratedypesfor eachquor umstate,

FEEEEEEErr bbb rrrrr
/1 1DL for APl for WMprimtives, for a non-VDL

/! language to control WM
FELETEEEEr bbb rrrrirrrr

modul e VWM {
enum quorumop {QALL _BUT, QPERCENT, QVALUE BASED};
enum excl usionop {EH GH, E.LON E.FURTHEST, E_SI GVA
E_DI STANCE_NEI GHBOR,
E_DI STANCE_.CLUSTER, E_RANDOM};
enum col | ati on.op {CMEDI AN, CMEAN, C_MEANNEI GHBOR,
C_.MCDE, C_RANDOM};
nterface vvntCal | back

voi d update fromvvmout | ong status);

i
{
}

i nterface voter api
{
voi d set voter ops(in quorumop dq,
i n exclusionop e,
in collationop c,
i n vvnCal | back cb);
voi d get voter ops(out quorumop q,
out exclusionop e);
out collationop c);
b
}; 1/ modul e VWM

Figure3.5: VVM API

thenani nt er f ace by whichtheuserpassesn a callbackobjectto getnotified of any crucialchanges.
Thei nterface vot er _api definesa methodto setthe VVM operationsandto passin a notification
callback(anul | callbackreferencepassechereregistersno callbackfor the caller). The currentvoter
operationcanbequeriedwith get _vot er _ops.

Of course,IDL mapsinto C++, Java, Ada, andotherlanguagessothe IDL in Figure3.5ipsofacto
definesAPIsfor thesdanguagestoo.
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The API abore is, of course,a direct mappingof VVM states. Other APIs offering higherlevel
functionalityarepossible.In thesecasesthe voting managemustaddadditionalheuristicsto translateo
theparticularVVM operationsn orderto bestimplementthe voting choicespecifiedn the API call. One
suchAPI couldallow the specificatiorof theassumedailure mode the maximumnumberof faultsto be
toleratedandtheinitial numberof replicasfor the service(to initialize the votermanagewith). Another
API could offer simple choicessuchas “MAJORITY,” “ALL,” “CONSENSUS; etc. Yet anotherAPI
might allow for the specificationof the 4-dimensionsavoting criteriafrom the taxonomyin [39], which
is discussedurtherin Section3.6.1.

3.8 Voting Status Setvice

The voter core is tracking variouskinds of informationto implementits functionality Someof this
canbe usefulto otherentities,so we have createdthe Voting StatusService(VSS) aspart of the VVM
architectureTheVSSis shavnin Figure3.6. It recevesvariousvoting statistic§rom thevotercore. This
includesthe progresf eachballotthroughthecore;e.qg.,did it arrive afterthe quorumhasarrived, wasit
excluded,or wasit choserin collation?It alsois informedif areplicasendsaduplicateballotor onewhich
is early andsoforth. The VSS collectsthis informationandmaintainsvariouskinds of moving averages
thatwe call statusconditions Differententitiescanregisterto beinformedwhena given statuscondition
crossesathreshold.For example,a performancenanagemengystemmaywantto know if agivenreplica
(or hostor domain)is frequentlylate (its ballotsarenot makingit pastthe quorumstate).For example,a
securitymanagemergystemmaywantto know if agivenreplica(or hostor domain)is frequentlygiving
baddata(its ballotsare beingexcludedby non-randomexclusionoperators).The securitymanagement
systemsubscribemight be an intrusion detectionsystem. It may be ableto usethe VSS’s information
to concentratéts actiities on certainmachines.The VSS alsoprovidesaninteractve queryinterfaceto
allow usersto querycurrentconditions.

One applicationof the VSS is for group communicationsystems. Group communication systems
which provide virtual synchroly cansuffer severe performancelegrad ationswheneven a singlegroup
memberis overloaded48]. It is typically very difficult or impossiblefor suchsystemdo excludea slow
membemwithoutknowing how thegroupis beingusedoby theapplicationor otherinformationnotgenerally
availableto the system.However, this is straightforvard to do with the VSS: the groupcommunication
systemgetsanalertwhenrepliesarecomingin sufiiciently late comparedo the others,over somerecent
moving averageof votes. This alertcanbe basedn thefollowing conditions:

e agivenreplicain agivengroupis late “too often”

e ary replicain agivengroupis late“too often”

e ary replicaonagivenhostis late“too often”

e toomary replicason ary onehostarelate “too often”

e toomary replicasin ary onedomainarelate“too often”

wherethe“too often” is amoving averagethatthe subscribecanparameterizeGivensuchanalert,then,
the systemcanexcludethe slov memberto improve performance.

19



Subscribers

Performance
Management
param,, [1..N]
Ml Securit
i y
Voter Cor __?Eafl_sfl??> Voting Management
oo Status /
Services .
voted_para _
A \ Queries
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Chapter 4

Tolerating Faulty Values

The VDL policiesdescribecearlier provide meandor detectingandfiltering of faulty valuedballots. A
valueis faulty whenit doesnot fall within arangeof acceptablevalues. The rangewould be application
or userdefined. The faulty valuescould be sentby one or more replicasthat have beensulverted by
anadwersary Whenfaulty valuesarefiltered beforecollation of the ballots, the collatedansweris more
accurate.

Table4.1 providessymbolsthat are usedthroughoutthe restof this thesis. Thefollowing sections
describeeachof theVVM statesn termsof the securitythatthey offer throughvariousvoting policies.

4.1 Quorum

Eachvote startsin the quorumstate. A VDL policy requiresthat the voter’s quorumstatewait for a
certainnumberof ballotsbeforecontinuingto the next state. Therearetwo typesof quorumdefinedfor

usewithin VVM, ballot-basedquorum(BQ) andvalue-basedjuorum(VQ). BQ is requiredto wait for M

ballots,whereas/Q is requiredto wait for L equalvaluedballots. Table4.2 summarizeshe quorumstate
operationsandthefollowing sectiongdiscusghe securityofferedby BQ andVQ.

4.1.1 Ballot-basedQuorum

In BQ thereexist threeoperationdor waiting on M ballots. Thefirst is waiting for a given percentagef
the membershipwhich is translatednto M at run time, usingthe currentsize of the sener group. The
seconcbperatioris to explicitly specifyM, which mustbelessthanor equalto N, within the VDL policy.
Thethird operationis "all but k', wherek is a given numberof ballotsand,therefore M is equalto N -
k ballots. Theseoperationsallow the voterto continueafteronly M of N replicashasrespondedThisis
usefulfor replicatedanswerghatvary in value,suchasin thefollowing cases:

e Multiple correctballotsareallowedto bereturnedby replicas.
e Floatingpointvaluesmayvary dueto hardwareandoperatingsystemdifferences.

e Valuefailures(eitheraccidentabr malicious)

BQ doesnot offer ary securitybenefitsasa standaloneoperation becausét doesnotfilter or detect
faulty valuesenteringthe VVM system. As the value of M increasesthe VVM systemperformance
decreasedueto increasedateng in waiting for ballots.
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| Symbol | Description

numberof replicasin system

numberof faulty ballots

numberof non-faulty ballots

numberof equalvaluesneededor value-baseduorum
numberof ballotsneededo have afull quorum(B + G)
numberof ballotsexcludedin theexclusionstate
numberof ballotssentto collation(M - E)

numberof ballotsto remove in randomexclusion
distancefrom averagevalue

votedvalue

setof valuescollectedduringthe quorumstateon the voter
setof valuessentto collationstate,a subsebf H
adifferentsetof valuessentto collationstate,asubsebf H

Qo IO HAmIromZ

Table4.1: Symbolsfor Chapterst and5

| Operationsn Quorum |
All but k

M ballots
Percentof N

L equalvalues

Table4.2: QuorumOperation

4.1.2 Value-basedQuorum

VQ is the secondtype of quorumconsideredvithin the VVM system. Value-basedjuorummustwait
for L equalvaluesbeforecontinuing. Oncethe quorumrecevesL equalvaluedballots,thenM ballots
are sentto the exclusion state,whereM is the numberof ballotsheld in the quorumstateat that time.
This operationis effective only if thefirst L equalvaluesarenot generatedrom maliciousandcolluding
replicas. Thelower the valueof L, the easierit is for anintruderbecauset requiresfewer replicasto be
corrupted.ThegreatellL, the harderit is for a malicioususerto corruptthe system but the probability of
receving greatemumbersof equalvaluedballotsmay be quite small.

VQ doesnot give ary real securitybenefitsover BQ otherthenensuringthat L replicasare ableto
returnthe samevalue. If it canbe assuredhat the mostcommonvalueis a valid oneandthat L, the
numberof equalvaluedballots,makesup 50 percentor more of M, thentheremay be greaterbenefitin
usingVQ. However, VQ mayresultin largervaluesof M, which allow malicioususerghe chanceo pass
morefaulty valuesinto quorum.Themorefaulty ballotsenteringquorumstate the morefaulty ballotsthat
arefurtherpassednto theexclusionstate.Also, VQ resultsn dynamicquorumballotsetsizes.Therefore,
anexclusionstateoperationthatincorporateghe sizeof the ballot setshouldbe used.

Oncethe quorumstatefinishes the exclusionstatethatis describedn the next sectionis entered.
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| Operationsn Exclusion|
Random
High
Low
Furthest
Distance

Table4.3: ExclusionOperation

4.2 Exclusion

The purposeof theexclusionstateis to excludeE of the M ballotsthatwerecollectedin the quorumstate.
Five operationgor removing valueswithin the exclusionstateare describedn this sectionandlisted in
Table4.3. Thesecurityaspect®f eachoperationarenow considered.

4.2.1 Random

Thefirst operationis that of selectingk randomballotsandremoving themfrom the collectedset. The
random operatioroffersnoguaranteef filtering maliciousvalues.Randonremoval of faulty ballotsis an
exampleof samplingwithoutreplacementhereforethehypergeometrigorobabilityfunctionbestmodels
this operation.Thisfunctionacceptghreevariables:numberof samplegE), numberof faulty ballots(B),
andnumberof total ballots(M). The hypergeometricprobability function givesus the probability that x
badvaluesareremovedfor agivenE andB andM.

Therandom exclusionoperationoffers no real consistensecuritybenefitsto the collation state,be-
causethereis no guaranteeof removing faulty valuesleadingto a higher probability of faulty values
passingnto the collation state. However, usingthe random exclusionoperationoffers a lack-of-pattern
propertyto the exclusionstateandhencethe outputof the collation. An entity maintainslack-of-pattern
characteristicsvhenits actionsor outputsareunpredictabler cannotbe consistentlyor accuratelydeter
mined. Thisis usefulin thwartingary kind of attackson the voterthatexploit predictablepatternswithin
thevoting policy (seeSection5.1.2).

4.2.2 High and Low

The secondandthird operationsare the removal of high andlow values. The high andlow operations
exclude extremevalues,which may thwart maliciousstratgies designedo corruptthe meanor median
of thevalues.Extremevaluesarethosevaluesat the endpointsof thelist of sortedvaluesandareoftena
greatdistanceaway from thenon-faulty values.High andlow areextremevalueexclusionoperationsThe
greaterthe numberof extremevaluesremoved, the moreaccuratehe averagecollationresult. The fewer
the numberof extremevaluesremoved, the greaterthe chancefaulty valuesbypassthe exclusion state
andcorruptanaveragecollationoperation.In theworsecase the high andlow operationsprobability of
removing X badvaluesis no worsethanrandom. The high andlow operationgemove thosevaluesthat
may be outsidea valid range the rangeof the valuesthatarenon-faulty. Theadwersarywill injectvalues
thatareoutsidethemajority rangeto corruptmeanor with enoughbadvaluesto corruptthemean-neighbor
(2 + E) or median.
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| Operationsn Collation |
Mean
Mean-neighbor
Median

Mode

Random

Table4.4: CollationOperation

4.2.3 Furthest

A combinationof the high andlow operationsmakes up the fourth exclusion operation,which is the
removal of thefurthestvaluesfrom the average.Thefurthestvaluesarethosehaving the greatestlistance
from the median. The removal of the furthestvaluesis anotheroperationfor remaving extremevalues,
and,asthe high andlow operationsmaintainsthe sameadvantagesnddisadwantages Within the VDL
policy, thespecificnumberof furthestvaluesto be excludedis defined.Thefurtheroutthevotergoesthe
fewervaluesit is removing andvisaversa;the closerthe votergoesthe morevaluesit is remaoving. In the
worsecase the probability thatthe furthest operationremovesx faulty valuesis the sameastherandom
operation.

The extremevalue exclusion operations- high, low, furthest - givesa more centeredsetof ballots
to the collation operations. Theseexclusion operationamay thwart an attacler’s injectedballots from
reachingthe collation state,assuminghatthe injectedballotsare extreme. Again, if anadwersarywants
to corruptthe voted answey thenthey may try injecting valuesthat are extreme. This may be effective,
dependingonthe collationoperationsThiswill bediscussedn Section5.1.2.

4.2.4 Distance

Finally, thefifth exclusionoperationis the removal of valuesthatareD distancefrom the averagevalue.
For this operation the valueD mustbe specifiedwithin the VDL policy. In the worstcase the distance
exclusionopeition is no worsethanrandom. The smallerthe value of D, the greaterthe chancethat
extremevaluesareexcludedfrom the collation state.

We call thedistanceoperationa distance-basedxclusionoperation Distance-baseeéxclusiondiffers
with extremeexclusion,in thatit is value-basedi.e., the distanceis given by the userandnot influenced
by thenumberof ballots.In anexamplewith H = {3, 3,5, 6, 6, 100,200,200} andapolicy like quorum
7 exclusiondistance2 collation mean themedianin H is 6, andsothesetJ is {5, 6, 6} andthe mean
answeris 6. This is opposedo a policy with exclusionfurthest 2 thatgivesJ as{5, 6, 6, 100} anda
meananswetrof 29.

After the exclusionstate theremainingT ballotsaresentto the collationstate.

4.3 Collation

The collation stateof the voterdetermines singleanswetby oneof five operationghatwasdescribedn
Section3.3.3. Theoperationsarelistedin Table4.4. Eachcollationoperatiorwill bebriefly summarizes
andthelevel of securityprovided by the operationsgs explained.
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4.3.1 Mean

The mean operationprovides an averageanswey but, for the mostaccurateanswey requiresthatall T
valuesreachingthe collation stateto be non-faulty. This operationcanbe greatlyaffectedby ary faulty
or extremevaluethatmay passthroughthe exclusionstate.For example,if J = {4, 3000,3, 3}, thenthe
mearnvalueis 752. However, if theextremevalueof 3000hadbeenremoredduringexclusionstate thena
meanvalueof 3 would have beencalculatedwhichis amuchbetterrepresentationf the ballots’ values.

The mean collation operationis greatly improved by the exclusion of the extreme valuesthrough
eitherthehigh, low, or furthest exclusionoperations.The moreextremethevalue,the greaterthe effect
it hason the mean. Example: H = {9, 4, 4, 5, 4, 100}, with policy quorum 6 exclusion furthest 1
collation meanwill producel = {4, 4,5, 9} anda meananswerof 5. The meanwithout the exclusionis
21. Themeananswerof 5 is a betterrepresentatioof the valuesthanthe meanvalueof 21.

A meancollationwith distance-basedxclusiongivesno worseananswetthanthe extremeexclusion
with mean collation. The distance-basedxclusionat the leastexcludesthe samevaluesasthe extreme
exclusion but doesit from a value standpoint. Distance-basedxclusionmay be betterif it cangive a
tighterexclusion(filtering moreextremevalues).Thefollowing exampleshavs thatExample:H = {100,
4,4,5,4,2,100} andapolicy of quorum 8 exclusiondistancel collation meanwill generate collation
setd = {4, 4, 4,5}. A policy with exclusionfurthest 1 will generate)’ = {4, 4,4, 5, 100}. The meanof
J is abetteranswerthanthatof J'.

4.3.2 Mean-Neighbor

Mean-neighbor is very similar to mean, but requiringT - 1, ratherthanT, non-faulty valuesfor a valid
answer A meanvalueis generate@ndthe valueclosestto the calculatedneanis choserasthe answer
This allows the voterto returna valuethatis an actualvaluereceved by the voter, which is requiredin
someapplications. Using the exampleabove, the mean-neighbooperationreturnsthe closestvalue to
752,whichis 4. Thisis olviously amuchbetterresultascomparedo the meanoperation.

The mean-neighboroperationworkswell if M is greaterthantwo with at mostonefaulty value (B
=1). In orderfor a malicioususerto corruptthe mean-neighbor, two or more extremevaluesin the
collation state(B = 2) arenecessaryFor example,in the collation ballot, J = {4, 3000, 3, 3}, the value
3000doesnot affecttheanswer In a ballot collationof J = {4, 3000,700, 3}, themeanis 926.75andthe
neighboringvalueis 700. In orderfor thetwo badvaluesto corrupt,thesecondraluemustbecloserto the
averagethanthe highestvaluednon-faulty value. Looking at the set{k1, k2, ..., kn—1, kn, X, N}, where
N is amaximumpossiblevalueandx is the secondfaulty valueandk,, is the highestvalid value,thenx
needdo be closerto averagethank,,. Therefore the boundingof x is such:( &, < X < mean+ (mean-
k») ). To corruptthe mean-neighboroperation,a malicioususermustcorruptat leasttwo seners. This
doublesthe adwersarys work andchance®f beingdetectedy anintrusiondetectionsystems(IDS).

The mean-neighboroperationcombinedwith extremeexclusion(i.e. high, low, or furthest) offers
a more accuratevalue due to the filtering of the most extreme values,which greatly affect the mean.
The following examplewill shav the effect of the exclusion of extremevalueson the mean-neighbor
Example:H = {45, 4, 4, 5, 4, 100}, with a policy of quorum 6 exclusionfurthest 1 collation mean-
neighbor produces) = {4, 4,5, 45}. Themean-neighboof thesetH is 45 sincethemeanof H is 27 and
45is acloservaluethan5, while themean-neighboof the setd = 5 becaus¢hemeanis 14 andtheclosest
valueis 5. Example:H = {100,4, 4, 5, 4, 100} andJ = {4, 4, 5, 100}, the mean-neighboansweris 5.
Mean-neighbohandlesasinglefault, but, with thefurthestexclusion,thevoterasawholecannow handle
two faulty values.Dependingon thenumberof exclusionsandnumberof faulty values thetolerancdevel
canbehigher
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A distance-basedxclusionin somecasesanprovide abettersubsebdf ballotsfor themean-neighbor
collation operation. If both faulty valuesin the mean-neighboattackarenotin the distanceof D from
the median,thenthe distance-basedxclusionwill eliminateit andthe threatof its subverting the mean-
neighborvalue. Example:H = {100,4, 4, 30,5, 100, 3} anda policy of quorum 7 exclusiondistancel
collation mean-neighborproduces) = {4, 4, 5, 30} andananswerof 5. J’ usingexclusionfurthest 1 is
{4, 4,5, 30,100}, whichwill corruptthemean-neighbowith abadvalueof 30.

4.3.3 Median

The median operationresultsin a valid answeronly if G, the numberof non-faulty ballots,is greateror
equalto the [T/2]. The median operationsortsthe valuesandselectshe middle value. For a malicious
userto corruptthe median,enoughfaulty valuesmustreachthe collation statethatthe middle valueis a
faulty value. Take theexampleof J = {4, 3000,5, 3, 3}; themedianis 4. If asecondsaluewereto become
corruptsothatthe setis J = {4, 3000,3000, 3, 3}, thena medianof 4 is still the result. With a setsuch
asJ = {4, 3000,3000,3, 3000, hawever, G = 2, whichis notgreateror equalto the [T/2)] = 3, andthe
medianvalueis corrupted.

Extremeexclusionprovides a bettersetof valuesto the median collation operation. The medianis
not assusceptibldo extremevaluesasmean but faulty extremevaluesthatarea resultof collusionmay
causethe medians valueto be shiftedup or down. Example:H = {100, 4, 4, 100,100, 100}, with high
exclusionexcluding2, will producel = {4, 4,100,100}. Themedianof thesetH is 100, while themedian
of thesetJ = 4. A setof valuesthathada numberof faulty valuesover the medianlevel of the ceiling of
T/2 canbe correctedwith the useof the correctexclusionoperationto remove someof the faulty values
andreducethe numberof faulty valuesto underthe [T/2].

The mediananswercan be greatly affected by the valuesexcludedandin the examplebelow, the
distance-basedxclusiongivesabetteranswethanthatof value-base@xclusion Example:H = {100,4,
4,5, 3,100,100} with apolicy of quorum 7 exclusiondistancel collation medianwill produce] = {3,
4,4,5} andamediananswerof 4. J' excludingthelowest2 valuesgivesJ’ = {4, 5, 100,100,100} anda
mediananswerof 100.

4.3.4 Mode

Themodeoperatiornselectdshemostcommonvalueandis valid only if thenumberof equal faulty values
is lessthanthe numberof equal,valid values. From the exampleabove, J = {4, 3000, 3, 3}, the mode

operationresultsin ananswerof 3. Themodecanbe corruptedwith a collationsetsuchasJ = {4, 3000,
3, 3000 in which the median operationhasa chanceof selecting4 if roundingdown. The numberof

faulty valueshandledby modedependson the numberof corruptsenersandcorrectsenersthatreturn
equalor closely-equalalues. As long asthe numberof correctsenersreturningequalvaluesis greater
thanthenumberof faulty senersthataresendinghe samebadvalue,thenthevoterwill beableto choose
the correctanswer Also, the value-basedjuorumwill give the exclusionstatea setof equalvaluesthat,

barring the exclusion of none,will give the collation statea good modevalue. This assumesghe most
commonvaluein thequorumis notafaulty value.

Theextremeexclusionoperation®ffer no betterfiltering to modethanrandomexclusionoffers. How-
ever, if the colluding replicasreturnthe samevalue andare deemedextremeby the exclusionoperation
andremoved,thenthis strat@y of extremeexclusionandmode collationworkswell. Example:H = {100,
4,100,4, 5, 100}, excludingtwo highestvalues produces] = {4, 100,4, 5} with amodeanswerof 4.

Again, the type of exclusionmay affect the collation operation. The examplebelov shavs suchan
example,wherethe value-basedxclusiongivesa modeanswerthatis not asgoodasthe distance-based
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exclusion Example:H = {100, 2, 4, 5, 100, 100, 3, 6} with a policy quorum 8 exclusiondistance 1
collation mode produces] = {3, 3, 4, 5, 6} anda modevalueof 3. J’ = {100, 3, 4, 5, 6, 100} when
afurthest 1 exclusionis useand providesthe modeanswerl00. The answerthat betterrepresentshe
non-faulty valuesis the distance-baseekclusionpolicy.

4.3.5 Random

Thelastoperationis the randomoperationwhich providesno guarante®f selectinga valid value. Ran-
dom collation combinedwith randomexclusionoffersthe greatestack-of-patterrdefenseagainstan ad-
versaryinferringthepolicy. Extremeexclusionandrandomcollationprovide agoodoutcome.Thevalues
thatareconsideredlangerousthe extremevalues,areremoved, andthenthe randomcollation operation
selectsone. This provides goodfiltering with randomnessisedto include the lack-of-patternproperty
to apolicy. Example:H = {100,4, 4, 5, 4, 2}, with a policy quorum 6 exclusionfurthest 1 collation

random produces] = {4, 4, 5, 4} andthentherandomcollationpicksonefrom J.

Randomcollation with distance-base@xclusioncanalsoprovidesgoodanswers.As we have seen
from the examplesin this section,the distance-base@xclusioncan sometimesprovide a betterset of
valuesfor collation. Distance-basedxclusioncanin somecasesprovide the randomcollation with a
bettersetof valuesfrom which to chooseheanswer

4.4 WeightedVoting

Weightsin the collationstatecanactasafilter. A valuesaffect onthecollatedanswercanberegulatedby
theweightassignedo it. A valuewith alower weightthanthe othervalueshaslessof animpactonthe
answerthanthe othervalues.Thefollowing exampleshawvs that, with weighting,afaulty valueseffecton
the meancollationcanbedecreasedSupposel = {1000,5, 4, 6, 7, 6, 2} with all valueshaving aweight
of oneandthe value 1000is consideredhe faulty value. The mean collationansweris 170. If we give
thefollowing weightsof {1,2,1,3,1,} to thevalue,thenH = {1000,5, 5, 4, 6, 6, 6, 7, 2}, andtheanswer
will be 115. If we give the following weightsof {1,4,4,4,4,4, thenthe answeris 55. As the weight of
thefaulty valueis lesserandlesserthanthe othernon-faulty valuesjts decreaseimpactis evidentasthe
votedanswergetscloserto the non-faulty values. Anotherpossibility is thatif a known replicais faulty,
but it is keptactive for reason®f monitoringthe malicioususer thenthe weight of the replicacould be
setto zero. This givesthereplicas valuesno chanceof corruptingvotedanswer

Thenext chapterdiscusseshe possibility of a malicioususerattackagainsthe VVM systemandthe
level of securitythatVVM maintainsagainstsuchattacks.
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Chapter 5

ResilienceAgainst Malicious Attacks

5.1 Inferring Voting Policy

Thelastchapterdescribedhedifficulty for anadversaryto corrupta vote. Determiningthevoter’s policy
givesthe adwersarya betterchanceof corruptinga vote, becauseghe adwersarywill know what values
passexclusionand affect the voted answer In this section,we explore the possibility of an adwersary
determininga voter’s policy by observingincomingballots andthe outgoingvoted answer The VVM
andthe VDL policies have mary mechanismgshat can be usedto impedeor thwart adversariesfrom
determiningthe policy. Thesemechanismincluderandomnessyeightedvoting, andpolicy modulation.
Thesemechanismsf theVVM andVDL policiesaredescribedelow.

5.1.1 Assumptions

First,we assumehattheadwersaryhastheacces@ndmeango obsere thevoter's inputandoutputtraffic
undetectedwithout disruptingthe voter The adwersarymustbe able to readthe incomingballots and
outgoinganswerdgo learnthe valuesin each. We assumeéhat the control commandmessagefrom the
VVM managerare encryptedand, therefore,cannotbe read. Thesevital control messagesontainthe
changedo thevoterpolicy, groupmembershipandreplicaweights.In theworsecase the adwersarywill
be on the samelocal network asthe voter; therefore,we assumehe adversarywill know the order of
ballotsreceved by the voter The adwersaryonly knows which ballotsthe voter receved; therefore we
assumehatthe adwersarydoesnot know which ballotspassedhe quorum.For simplicity, we assumehe
voteis on only oneparameterWe alsoassumehatthe adwersaryhassomeknowledgeof theapplication
usingthevoterandonwhich parametethevoteris voting. Thefinal assumptions thatthe adwersaryhas
not sulvertedary seners. Someof theseassumptiowill berelaxedlaterin this chapter

An adwersarymight startby looking for ary patternsin the incoming ballotsandthe corresponding
votedanswerghat may be ableto divulge the collation operation. Someof thesepatternsare described
below. If a patternis not easily detectedthenthe usercould starta brute force approachby selecting
one collation operationat a time, testingwith different exclusion operationsusing different valuesof
E. This approachrequiresthat the adwersarytestfor all possiblecombinationsof N ballots receved,;
therefore,therewould be 2N different combinationsfor eachof the 30 combinationof exclusion and
collation operations. For distance-basedxclusion the adwersarymay sort the ballots andlook at the
medianvaluein comparisorwith the othervalues,trying differentdistances The value-basedaxclusion
requireshe adwersaryto iteratethroughthe differentoperationgrying differentvaluesfor E. The starting
pointfor anadwersaryis determiningthe collationoperation.
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5.1.2 Inferenceof Collation Operations

An easilydeterminedolicy is oneemploying the meancollationoperation.Themeancollationreturnsa
new valuethatmaynotmatchary of theballots,sotheuserwill seethattheselected/alue,in theoutgoing
messageis not oneof theincomingballot’s values.No matterwhich quorumtype or exclusiontype, the
distinctoutputvaluewill tell theadwersarythatthe collationoperationis mean.The meanoperationmay
not alwaysproducea new value. Therefore the adwersaryneedso view morethanonevote in orderto
determinef therearedistinctvaluesfor multiple votedrepliesbeforeprematurelydisregardingthe mean
and startingtheir to focuson mean-neighbor mode, or median collation operations.In orderfor the
adwersaryto determinewhich ballotswereusedin avote,they needto try all, 2N, combinationf ballots
with a meancalculationin the worstcase.However, theremaybe multiple subset®f thereceved ballots
that producea meanequalto the voted answer The adwersarywill needto examinemultiple votesto
determinewhich ballotsarenot usedin the collation. This processallows the adwersaryto determinethe
ballotsthatwereeitherexcludedby the exclusionoperationor thatdid not make it throughquorum.

Adding random'salt’ to the meanvalue masksthe true subsetf ballotsused. This will confusethe
adwersaryif no combinationgyive the saltedvalue,or mayleadthe adwersaryto determinethata certain
subsef ballotsis correctwhen,in fact,anothersubseis thetrue subset.

Therestof the collation operationsare moredifficult to discover, becauseheir answeris oneof the
valuesfrom the setof ballots. Therefore the adwersary to determinethe collation operationin use,must
try the differentcollation operationswith differentsubsetof the ballots. The adwersarymight startby
comparingthe voted answersagainstthe ballot setsto seeif the mostcommonballot valueis the voted
answer

Determiningif apolicy hasa mode collationoperationrequiresthatthe adversarycomparethe most
commonballotvalueandthevotedansweifor mary votes.Sometimesthe exclusionof themostcommon
valuewill causehemodésanswetto bedifferent. An examplewould have asetH = {3,3,8,6,3,6,5,9,10
in which the exclusion operationremoves {3,3,9,1Q, the two mostextreme values,and leave the set
{3,5,6,6,8. A modeanswerof 6 would be the votedansweywhich is not the most-commorvaluefrom
the receved set. With a wide variety of voting sequencewith differentvalues,an adwersaryshouldbe
ableto determinaf the mostcommonor next mostcommonvalueis choserasthe votedreply’s value. If
the secondor third mostcommonvalueis chosenthenoneor moreof thefirst or secondnostcommon
valuesmusthave beenexcludedduringthe exclusionstate,or did not passthe quorumstate.If theabove
processioesnot produceary results thenthe adwersarymaytry eitherof the next two operations.

Determiningif thepolicy emplo/s amean-neighborcollationrequiresalittle morework thanmode
With the bruteforce procesof trying differentexclusions,calculatingthe mean andcomparingclosest
neighboringvalueandtheoutputmessage'value,anadwersarycoulddeterminghatthe policy isamean-
neighbor collation,andtheexclusionoperationn use.As with mean, themean-neighbofs votedanswer
canbe calculatedwith differentsubset®f the ballot set,andthusthe adwersaryneedamorethanonevote
to determinethe quorumandexclusionoperations.If the mean-neighborvaluesandthe votedanswers
do not matchfor all votestestedtheadwersarycouldtry the median collationoperation.

An adwersarycandetermindf the collationoperationis the medianoperatiorby performinga sorton
the ballotsandperformingthe bruteforce approactof trying all the possiblecombinationof ballotswith
eachexclusionstate. If noneof the combinationsvork for the mediancollation, thenthe adwersaryhas
failedto determinghepolicy. Eithertheadwersaryhasoverlooked a pattern or hasnotcompletecenough
analysisof thedata,or thevoter's policy is randomcollation.

If the adwersaryhasdoneall work above and not found an answey thenthe lack of a patternmay
promptthe adwersaryto determinethatthe voteris usingsomekind of randomselectionin the collation.
Therandomcollationoperationremovesary patternghatcorrelatethe ballotsandvotedanswer
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5.1.3 Inferencewith Multiple Votes

Along with randomcollation, randomexclusion offers the voter a lack-of-patternpropertywith all the
collationoperationsRandomexclusionmay confusetheadwersarywhentrying to determinghecollation
operation.With enoughdata,anddependingon the numberof valuesrandomlyexcludedandthe number
to exclude from, a usershouldstill be ableto find the patternsor brute force a conclusionaboutthe
collationoperation.

Analyzingasinglevote maynot give the usera correctpolicy. Thereforemoredata— incomingand
outgoingmessages— anadwersaryhas,the easierthe adwersarycanfind patternsn theincomingballots
andvotedrepliesanddeterminghepolicy. Analyzinga singlevote may notgive the usera correctpolicy.
Thefollowing exampleshavs how a singlevote cannotgive the correctpolicy, becausdaifferentpolicies
cangetthesamevotedanswer Take, for example thesetH = {3,5,3,1,2,4. With exclusionof thefurthest
values{1,5}, themodeanswetis 3, the meanansweris 3, andthe medianansweiris 3. If the exclusionis
distance-basedhenthe medianbeforeis 3 andwith adistanceD, of 1, the collationoperationgyive the
sameanswersasgivenabove for the value-basedxclusionoperationsf the usercollectsanothersetof
ballots,H = {9,15,9,9,18, andthevotedansweiis 9, thentheusermay guesghatthe collationoperation
is mode or medianif theexclusionis againremoving the furthestvalues.The meanansweris 11, which
excludesthe meancollation as a possibleoperation. A third samplewith H = {3,9,4,3,10,6,2 with a
votedanswerof 4. With the exclusionof thefurthestvalue,{2,10}, the medianis 4. Themodeansweris
3 andthemeananswelis 5, andthesevaluesexcludethetwo operationgrom beingthe correctone.From
thesethreesamplesanadwersarycould guesghatthe collation operationis medianandthatthe extreme
valuesareexcluded. With moresampleghe adwersarycantesttheir guessesndpossiblydeterminethe
exclusionoperation.

5.1.4 Corrupting Serversto Aid Inference

We now relax the constraintsa little and assumean adwersarycan subvert one or more of the seners.
If the adwersarycansubvert one of the seners, thenthe adwersarymay be ableto inject testvaluesto
help determinethe voter's policy, muchlike the classicplaintext attack. The adwersarycould have the
sulvertedsener inject valuesandseeif it affectsthe expectedoutputof the voter With morethanone
sener subverted,the usercouldinject mary values,helpingto bypasshe exclusionoperations A smart
adwersarywill notusethe subvertedsenersatall, or very little, in determiningthe policy, to reducethe
chanceof beingdetectedy the voterstatusservicesandIDS.

Theinjectionof ballotshy trappingtheoriginal ballotsandreplacingthemessageavith differentvalues
is noteasyif evenpossible. Onawide areanetwork like theInternet,theadvwersarywould needto sulvert
arouterandchangeheroutingtablesothatthe pacletsdestinedor the machinewith thevoteraresentto
a sulvertedcomputerwherethe valuescanbe modifiedandthenforwardedto the voter Onalocal area
network like Ethernetthe broadcasbf a messageannotbe trappedon a computerunlessthe computer
is agatevay. Thentheadwersarywould needto sulvertthe gatevay or install a gatevay into the network.
Doing eitherof thepreviousmethodgsequiresagreatdealof time andgreaterisk of detectionIf possible
throughaddinga gatavay of sortsor corruptinga router thenthe signingof the ballotswith checksums
will thwart this man-in-the-middleattack. While this requiresa key infrastructurejt doesnot have the
overheadof full messagencryption.

5.1.5 WeightedVoting to Impede Inference

Theassignmentf theweightsandchangingof theweightsareaffectedby the VSSandthevoter's weight
manager The weightscould be affectedby messagefrom externalsystemsor sensors.Thesesystems
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may have the ability to detectintrusionor maliciousactvities andadvisethe voter. The votercandecide
whetherto changethe weightsof replicasor dismissthewarning. A humanmanageof the voter canbe
notifiedif thresholdsarecrossedr intrusionsfrom IDS arereceved.

Weightedvoting causeghe adwersarymorework in determiningthe voter’s policy. The weightsof
thevoterarepartof thevoterandcommandnessagesindsothe adwersarywould notknow theweights.
Someof the patternswill still exist. The meancould still generatea new value, but you may not know
which ballotswere excluded,sinceary of the ballots could be duplicatedmary times. The numberof
possiblecombinationswill becomelarger than 2N, andwith unlimited weight value (or the max of an
integer value) the possiblecombinationscould be infinite. This will greatly hamperary kind of brute
forceattack.

5.1.6 Value Quorum Usefulness

TheVQ in theVVM canoffer the voterassurancéhatsomeof thereplicasarereturningthe samevalue.
The numberof equalvaluesthatthe VQ waits for can be modified by a voter managethat may have
receved awarningfrom anexternalsystemj.e. ID system.If avoterpolicy waswaiting for threeequal
valuesin the quorumstate,andthenthe voter's managetreceves a warning aboutpossibleintrusions,
themanagemayincreasahe numberof ballotsfrom threeto impedethe effectivenesof theadwersarys
actions.Thisis changingthe voter’s policy atruntime, whichis whatthe next sectiondiscusses.

5.1.7 Policy Modulation

Anotherway for the voter to thwart an adversaryfrom determiningits policy is to modulatethe policy.
For eachmethod,every vote, or every so mary minutesthe voter could swap policies. This causeghe
analysisof theincomingballotsandvotedanswerso be morecomple, sincetheadwersarywill notknow
whenthepolicy changes.

Most usersof VVM may not have large securityrequirementsThe combinationof weightedvoting
andpolicy modulationthwarts an adwersaryfrom corruptinga vote, by knowing the voter’s policy and
beingablethe corruptthe votedanswer This providesa relatively safevoter without the compleity of
encryption,andakey infrastructureneededo give amoresecurevote.

5.1.8 More Problemsfor Adversary

In this sectionwe will discussthe addedcompleity for the adwersaryif we further relax someof the
assumptionsve madeat the top of this chapter If we loosenthe assumptiorthatthe adwersaryknows
which parameteis votedon, thenthe bruteforce attackwill needto befor eachparameterTheremaybe
instancesvhenpatternsof voting are detectedn a parametethatis not beingvotedon. This may have
the adwersarythinking thata differentparameteis the onebeingvotedon, andeitherchoseto corruptit
becausdt is critical parameteor avoid it andavoid possibledetectionby thevoter.

We can alsorelax the notion that the adwersaryis closeto the voter and thus knows the order of
ballotsreceved. The adwersarymay guessat how mary ballotsandwhich ballotsdo not passquorum,
and know that the ballots receved last have a greaterchanceof not passing. In the voter, mostof the
quorumoperatiorwill take thefirst M ballotsthatwerereceved. If theadwersarydoesnotknow theorder
of the ballots,thenit will be moredifficult to determinewhich ballotspassedjuorumandwhich passed
exclusion.

Theattackondeterminingavoter’s policy canbedonewith a bruteforceapproachbut if theprevious
ideasof weightsandpolicy modulationareusedthentheadwersarys probabilityof determininghepolicy
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is very small. The next sectiondescribesiow, if possiblethe adwersarycanusethe determinedpolicy to
corruptthevoting.

5.2 Exploiting a Known Voting Policy

If anadwersaryis ableto determinea voter’s policy, thenwhat canthey do with that knowledge? This
depend®n how easythe policy canbe sulverted,whichwasdiscussedn Chapterd. Also, it depend®n
whetherthe voter is usingweightedvoting andwhetherthe adwersaryknows the weights. We will first
examinetheweight-lessvoter

If the sener’s ballotsarenot weightedandthe adwersaryknows the policy, thenwhatcanthe adwer-
sarydo to corruptthe votedanswersNe will first assumeahatthe adwersaryhassulvertedonesener.
Dependingpnthenumberof faultsthevoter's policy canhandle this mayor maynotbeaproblem.These
wereanalyzedn Chapter4 . If the policy’s collation operationcanhandleno fault values,thenthe ad-
versaryneeddo try to senda valuethatwill be selectedn the quorumstateandnot be remaved by the
exclusionstate.Thiswill allow thefaulty ballotto corruptthe votedanswer

Thehigherthenumberof faultsthe policy canhandle the moresenerstheadwersaryneeddo subvert.
With theincreasdn the numberof senersneededomesthe increasan risk anadwersarytakesin being
detectedgven with intrusiondetectionsystemshat may only catcha fraction of intrusions. The more
computersone attemptsto gain control of, the greaterthe chancethatthe IDS will detectthe malicious
actities.

For anadwersaryto sultverta mean thefaulty valueneedgo be anumberwith a distancebig enough
to affect the meanvalue, but may not needto be too far away, dependingon the application. For the
mean-neighbor, anadwersaryneeddwo valuesin thecollationstate.Themedianrequiresmorethanhalf
of thereplicasto be sulverted. The mode needsenoughsutvertedreplicasto make surethatthe value
they sendis the mostcommon. This could requireup to half of the seners. Thesenumbersarefor the
collation operations The ballotsfrom the sutvertedreplicasneedto getthroughthe exclusionstate. The
adwersaryknows the exclusionandis ableto know whatvaluesshouldpassto the collationstate. It may
requiresomesulvertedreplicas’ballotsto be sacrificedsothatothersubvertedreplicas’ballotsmay pass
to thecollationstate.

If thevoteris weightingthe ballotsandthe adwersarydoesnot know the weightsbut hasdetermined
the policy, thenthe adwersarycould guesshe weights. The adwersarymay needto try the differentcom-
binationsof weightswith valuesandwill probablyfind thatmary schemesvould getthe votedanswer
Doing this acrosgmary differentvotesmaygetthe adwersarytheweights.

If theadwersaryknowstheweights,thentheadversarywill know whichreplicashave moreimportance
in the collation. This may help the adwersarychosewhich replicasto subvert and, also, which replicas
may have moresecurity The higherthe weightfor a replica,the higherthe voter thinksit cantrustthat
replica,becausd is supposedo besecuredTheadwersaryneedgo considetthetrade-of betweerrisk of
detectiomandeaseof subrersionagainsthe power thata higherweightedreplicahason the votedanswer
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Chapter 6

Discussion

6.1 Implementation Status

We haveimplementednary of thepiecesof theVVM. Thevotercorehasbeencompletedvith mostof the
stateoperationsncorporatedTheincorporatedperationsncludetheabsolute,all but k, M ballots, and
percent of N quorumoperations.The completedexclusionoperationsarerandom, high, low, furthest,
and distance with the exceptionof the sigmaand epsilondistanceoperations.Mean, median, mode,
and random are the working collation stateoperations. Randomandweightedvoting is implemented
alongwith a mock membershipnanagerthat handlesthe replicas’ quorumand collation weights. An
initial VSS is implementedthat can collect and outputthe datafor eachballot receved by voter The
unmarshabndmarshalcomponentshat handleour testprotocolmessagearedone. The voter’s policy
manageis a GUI interfacethatallows theuserto setapolicy for thevoter Thevotercorehasbeentested
with differentpoliciesfor verificationthat eachstatein the coreis actingaccordingto whatthe policies
dictate.

6.2 Implementation Issues

6.2.1 CORBA Integration Issues

We have recentlybegun a taskto provide an experimentalintegrationof the VVM with CORBA. Part of
thisinvolvesproviding theunmarshaandmarshamodulegor CORBA. Towardthatend,tools(i dl 2vvm
andi r 2vvm) arebeingdevelopedto allow the developerto compileinterfacesthatarelikely to be used,
asdiscussedn Section3.5, to achieve betterperformance We arealsoworking on a runtimelookup to
the CORRBA InterfaceRepositoryto allow VVM’ s usewith interfacesthatwerenot compiledat runtime.

Presentation-layessuesareonly partof theproblemfor integratinginto CORBA. It is still necessary
to insertthe VVM into the client-serer request-replypath. Our CORBA integration effort is usingthe
gatevay approach49], which wasdevelopedto separatel\integratequality of service(QoS)properties
suchasreplicationandbandwidthmanagemenin the QuO projects[46].

Thegatevay approactworksasfollows. A normalCORBA clientobtainsanobjectreferencdrom its
ORB by calling bi nd() , which contactsa namingservicefor it. The ORB createsa proxy (stub)object
andthenreturnsto the client a pointeror reference(dependingon the language)or that proxy; this is
whatthe clientconsidergheobjectreference After this, theclient callsthe proxy objectjustlike it would
alocal object. The gatavay approachmodifiesthis by having the client not call the ORB’s bi nd() , but
rathera similar routinewe provide, connect () . This “forges”a stringified objectreferencehatis set
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to “point” to the gatavay (correctlP addressaandport, for example). Methodconnect () thecallsthe
client-sideORB’s string.to_object()method which createsa proxy for theclient, a pointeror referenceo

whichisreturnedotheclient,asthereturnvaluefromconnect () . Theclientcannow makeinvocations
onthis objectreferencgustasit would onereturnedby the ORB’s bind(), andthe llOP messagesmitted
by the ORB aredeliveredto the gatavay.

TheVVM is notrestrictedo usingonly thegatevay approachhowever; it is in practiceveryflexible as
to whereit canbeinserted.Thereonly needdo bepassea marshalednessager a vectorof application-
level parametersi.e., iiop-msg[1..N] or paramy. For example,it would be possibleto use CORBA
interceptorsyvhich provide thesystembuilder theability to insertcodeat predefinedocationsin theORB,
eitherafter or beforethe linearizedrequestouffer hasbeencreated.It shouldalsobe straightforvard to
integratethe VVM into a service-base@€ORBA replicationscheme.Indeed,it would even be possible
to createa tool, taking asinputsthe IDL andVDL, to generatea voting algorithmin a smartproxy (or
smartstubs),an optionallayer containinguserlevel codeabore the ORB'’s proxy, but below the client.
However, gettingmultiple repliesinto the samesmartproxy (or eveninterceptor)would be problematic
with someORBs,andwould dependon how they implementedsuppressionf duplicatemessages.

6.2.2 Group ChangesDuring a Vote

Oneissuethatmustbe dealtwith whenintegratingthe VVM in areal settingis the possibility of a group
membershighangehappeningwvhile avoteis in progress.Therearetwo situationsto handleregarding
this. Thefirst is in regardto notification that a given memberof the sener group hasfailed. In this
case,with mostgroupcommunicatiorsystemsit is impossiblefor a ballot to be sentto the VVM from
thatgroupmemberthegroupcommunicatiorsystemwill discardary messageafterhaving declaredhe
memberto have failed. In this case uponreceiptof afailure notification,it is safefor the VVM to reduce
the numberof ballotsrequiredto achiese the quorum(e.g.,to meet50%), if the voteris in the quorum
state. However, if the vote is pastthe quorumstateanda ballot wasalreadyreceved (beforethe failure
notification),thatballot canbe usedasit normallywould.

Thesecondcaseregardsnotificationthatthereis a nev memberof the sener group. In this casethe
voter needsto be informed on which invocationsequenceaumberthe nev memberis expectedto first
vote. This hasto be coordinatedvith statetransferto thenev memberand,in fact,this sequencaumber
canbe consideredart of the members state,throughstatethatis not installedat the applicationlayer,
but is givento the VVM. In aworstcasethis mayinvolve minor extensiongo the groupcommunication
system.However, if thevoteris notinvolvedwith asynchronouswvocationswe believe it will bepossible
to infer to which sequencewumberthe nev memberwill begin sendingballots. It may be possible,in
somesystemsto not know or infer the first sequencenumberto a nev memberwill send,but, rather
just to wait for the first ballot from that memberto arrive. (In this case,the assumednembershigfor
the dynamicquorumcalculationsmay be wrong; however, it seemsvery unlikely thatan applications
correctnessvould dependnthis.)

6.2.3 Integrating with a CORBA Fault Tolerancelmplementation

The Object ManagemenGroup (the OMG) is standardizingeplicationfor CORBA. The submissions
sofar have includedbothinterception-baskandservice-basedapproacheto providing replication[10].
We believe that, whichever approachs adoptedjt will be significantlyeasierto integratethe VVM into
an implementationof the standard ratherthan “from scratch”as the discussionsn the previous two
subsectionassumdaddingin agroupcommunicatiorsystemo anORB which is unavareof replication
or theVVM). Thisis becausgroupcommunicatiorandstatetransferwill alreadybein place,something
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like a sequenceiumberwill alreadybein place,andtherewill likely be (judging by the submissiongo
date)a numberof well-definedplacedn thearchitecturén whichthe VVM couldreadilybeinsertedetc.

Indeed the CORBA faulttoleranceproposahasvery recentlybeenupdated50]. It includesa place-
holderreplicationstyle ACTI VE_W TH_VOTI NG, whichit notesis notsupportedn the currentspecifica-
tion “but is ananticipatedextensiori. We hopeto beinvolvedin the developmentof this placeholdeand
possiblyto incorporatea subsebf the VVM to this placeholder
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Chapter 7

Conclusions

7.1 Summary of Thesis

The Voting Virtual Machine(VVM) captureghe notionof voting at a high level of abstractiongeneral-
ity, andportability Whenaddedto appropriatemiddlevaretechnologyfor exampleCORBA andBBN's
QuO,theVVM canprovide apowerful, well-specifiedflexible, andadaptableool for transmittingcorrect
requestandrepliesbetweerclientsandseners,with wide-rangingapplicationdgncluding active replica-
tion, security andN-versionprogramming Furthermoretheability of VVM to monitorandreporttrends
in failure modeshaspotentialapplicationsn performancegependabilityandsecurity

Chapter2 describedhe architectureof the Voting Virtual Machine,discussinghe primitive andad-
vancedoperationsandhow it fits into currentmiddlevare systems.The designof the Voting Description
Languagen Chapter3 givesthe voting machinegreatadaptabilityandis the first languageof its kind
that allows for implementationof a wide numberof voting algorithms. Chapter4 discusseshe design
of the Voting StatusServiceandits benefitsasa performanceandsecuritymonitor The designhasbeen
extendedby othersto increasats abilitiesandusesfor performancenalysisandfault detection.Chapter
5 discusseshe VVM' stoleranceo faulty valuesandthe effectivenessf the voterin removing thoseval-
ues.Theresilienceof the voterto malicioususerattemptgo learnthe policy and,if thepolicy is learned,
thewaysin which VDL policiesmalke it difficult for a malicioususerto corrupta vote wasdescribedn
Chapter6.

Theresearchior this thesishasdealtwith the developmentof the Voting Virtual Machineandthe se-
curity aspect®f parametebasedattackgo distributedsystemsThis thesishasansweredomegquestions
aboutthe waysin which a voter can be usedto thwart or impedea malicioususerfrom performinga
parametebasedattack.Fromthis thesis furtherwork hasbeendefined.

7.2 FutureWork

7.2.1 Voter Management

The VVM allows the developmentand deploymentof a wide variety of voting algorithms. This can,in
mary ways, help applicationsand systemgo be more adaptablescalable androbust. However, only a
smallfractionof applicationscanrealisticallybe modifiedto choosetheir voting algorithm. Further even
if they wantedto, most(arguablyalmostall) applicationprogrammersvould not be capableof choosing
the bestvoting algorithm,let aloneknowing whento switchbetweernthemasconditionschanged.

To overcometheseshortcomingswe plan on developing voting managers to chosean appropriate

36



voting stratgy for applicationsandto switchstratgieswhenconditionschangesuficiently. Theseman-
agerswill provide votingtranspaency allowing applicationsalreadyemploying replicationtransparenc
to benefitfrom voting without beingawareof its existence.

A voting managewill take inputsfrom anumberof sourcesincluding

Statusnformationfrom a network managemergervicegiving network utilization, capacity etc.
Securitymanagemendtatusnformationregardingwhich failure modelmay be mostappropriate.
Intrusiondetectionalertswarningabouthostsor domainghatmayhave beencompromised.
QoSrequirementsr preferencefrom alocal QoScontractusingthe Quality Objects(QuO)frame-
work [49, 46]. Thesearequirementsr preferencesanprovide theapplications desiredevelsof ser
vice of and/ortradeofs betweerdifferentQoSattributessuchasperformanceavailability, security
andcorrectnessThe QoS contractcanbe provided by the application. Alternately if QoStrans-
parencyis desiredthecontractcanbe providedandupdatedy anexternalapplicationmanagement
system.

The voting managemsestheseinputsto choosean appropriatevoting algorithmfrom its repertoire
basedon offline analysisasdescribedn Section3.6.1. Clearly the selectionof an optimal algorithmin
anarbitrarysituationis anintractableproblem. However, we will develop heuristicsto helpthe manager
chooseascloseto optimalanalgorithmaspossiblein awide variety of situations.

7.2.2 Multiple Parameter Collation

The voting algorithmsfrom the literaturementionedabove have all beendevelopedto vote on a single
datavalue. We will explore the voting on multiple datavaluesandextend VDL to handlethis situation.
For example,this will enablevoting on multiple in or inout parametersn a replicatedclient requestor
on multiple out, inout, or returnvaluein replicatedsener replies. However, because/oting on multiple
parameterfiasnot beenexploredbefore this opensup mary researchssueswhich we will investigate.

We will investigatethe possiblewaysfor combiningdifferentvectorsof parameters.For example,
we presumethat mostapplicationswill requirethat the voted messageontaina vectorof valuesfrom
oneof thereply messagegeneratedy a sener. To do this, onecould rank eachparametein areply by
comparingt to theothers thentake the reply whoseparameterankstotaledthe most.

This projectwill investigatehewaysto specifytheabove rankingsaswell asthekindsof applications
which may usethe differentway of collating basedon multiple parametersWe will alsodevelop voting
patterns which allows VDL policiesto be usedfor awide variety of methodsignatures.

7.2.3 ConfidenceValue

We could easily passalong a confidencereturn value with a vote, a numberindicating how good the
outcomewas. For example,the value may dependon: the numberof valueswhich were equalto (for
integers)or “closeto” (for floats)the othervalues,or the arrival distribution (jitter or standarddeviation)
of the messagesThis would allow the client to alsodecidehow to usea reply basedon how goodit is
perceved to be. The confidencevalue could be specifiedin VDL. Alternately it may be bestto have a
separateonfidencalescriptionlanguaye, sothatpiecesof code(confidencepolicies)could bewritten by
adifferentpersonfrom the VDL programmerndalsocouldbereusedwith differentVDL policies,to the
extentto which thatis possible. The exact utility of sucha value,andhow to specifyandmeasuret, is
openresearch.
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7.2.4 VDL Extensions

This projectwill alsoextendVDL in a numberof otherwaysto make voting more flexible and useful.
For example, exceptionsare widely regardedas a useful languagefeaturein fault-tolerantsystems[51
52], andare supportedn mostmodernprogramminganguagesand middlevare systems.We will thus
implementuserdefinablesxceptiondor VDL, to allow thevoterto thron anexceptionfor ary of anumber
of reasonsyatherthan being forced to return a value. We will also supportthe voting on replicated
exceptions(exceptionscan have datain them,afterall!). We will alsosupportcompoundspecifications
in the quorumand exclusion states,for example,to allow the exclusion of the two lowestvalues,and
thenthoseoutsidel.5 sigmaof the meanvalue. Finally, we will investigatethe supportingof branching
betweerVVM statesg.g.,to go backto quorumif exclusiondiscardf¢oo mary values.
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Appendix A

Publications

e Bakken,David E. andKarr, David A. andJonesChristophelC. andHale,JohnC., “The Voting Vir-
tual Machine: A Flexible Medhanismfor Collating ReplicatedClient RequestandServeReplies’,
Digestof FastAbstractspresentedht the 29th Annual InternationalSymposiumon Fault-Tolerant
Computing(FTCS-29) FTCS-29|EEE, Junel5-18,1999,Madison,WI.

e SYSTEMSAND METHODSFORVOTING ON MULTIPLE MESSAGES,US patentapplication
(joint WSU andBBN), David E. Bakken, ChristoperC. JonesandDavid A. Karr, 2000

e Bakken, David E. andJonesChristopherC. andKarr, David A., “The Voting Virtual Machine: A
Flexible Mechanismfor Collating ReplicatedClient Requestsind ServerReplies’; to be submitted
for publicationin Summey2000.
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