DNS: Domain Name System

People: many identifiers:
0 SSN, name, Passport #

Internet hosts, routers:

0 Always: IP address (32
bit) - used for
addressing datagrams

0 Often: "name”, e.g., nif-
c14.wsu.edu - used by
humans

Q: How do we map
between names and IP
addresses?

A: Domain Name System
(DNS):
O distributed database

implemented in hierarchy of
many rname servers

application-layer protoco/
hosts, name servers
communicate to reso/ve names
(name/address translation)

0 note: this is a core
Internet function
implemented as
application-layer protocol

0 complexity at network's
“edge”
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DNS: Domain Names

7 Names are
hierarchical
0 www.eecs.wsu.edu.

11 Each suffix
corresponds to a zone
o .
0 edu.

0 wsu.edu.

0 eecs.wsu.edu.

1 Each zone has at least
two authoritative
servers

0 Top-level domains

[]

O O o O O

edu.
com.

mil.
us.
uk.
fr.

2: Application Layer

2



DNS name servers

0 no server has all name- Why not centralize DNS?

to-IP address mappings 7 single point of failure
local name servers: 7 traffic volume

0 each ISP, company has , ,
local (default) name server U distant centralized

0 host DNS query first goes database
’ro. Iocql name server 7 maintenance
authoritative name server:

1 for a host: stores that
host's IP address, nhame doesn't scale/

0 can perform name to
address translation for
that host's name
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DNS: Root name servers

[ contacted by local
name server that can
not resolve name

[0 root name server:

O contacts
authoritative name
server if name
mapping not known

0 gets mapping
0 returns mapping to
local name server

1 ~ dozen root name
servers worldwide

DNS Root Servers trees

Designation, Responsibility, and Locations

I-NORDU Stackholm
E-NASA Moffet Field CA

F-ISC Woodside CA

M-WIDE Keio

J

K-LINXIRIPE London

= A-NSF-NSI Herndon VA
L C-PSI Herndon VA
D-UMD College Pk MD

G-DISA-Boeing Vienna VA
B-DISA-USC Marina delRey CA H-USArmy Aberdeen MD

L-DISA-USC Marina delRey CA J-NSF-MNSI Herndon VA
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Simple DNS example oot name server
]

host surf. eurecom fr

2 4
wants IP address of . 3
gai a. cs. unass. edu
1. Contacts its local DNS - A
server, dns. eurecom fr
A
2.dns. eurecomfr (,:O”TGCTS local name server authorititive name server
root name server, if dns. eurecom fr dns. unass. edu
necessary
3. root name server contacts 1 6
authoritative name server,
dns. unmass. edu, if
hecessary requesting host gai a. cs. unass. edu

surf.eurecomfr
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DNS example root name server

Root name server: 5 6
0 may not know 7 3

authoratiative name

server n n

0 may know Y 4
intermediate name local name server intermediate name server
server. who to dns. eurecom fr dns. umass. edu

contact to find 1 4y 15
authoritative name 8 n

server
@ authoritative name server
dns. cs. unass. edu
requesting host
surf.eurecomfr @

gai a. cs. unass. edu
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DNS: iterated queries  root name server
]

recursive query: 5 iterated query
0 puts burden of name 3
resolution on 4
contacted name n < n
server 7
heavy load? A | 4
L heavy loaaq: local name server intermediate name server
dns. eurecom fr dns. unass. edu

iterated query: l 5 vl 6
1| | 8

1 contacted server n

replies with name of =
server to contact authoritative name server

dns. cs. unass. edu
0 "I don't know this requesting host

name, but ask this surf.eurecom fr @
server”

gai a. cs. unass. edu
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DNS: caching and updating records

0 once (any) name server learns mapping, it caches
mapping

0 cache entries timeout (disappear) after some
Time

0 update/notify mechanisms under design by IETF

0 RFC 2136
0 http://www.ietf.org/html.charters/dnsind-charter.html
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DNS records

DNS: distributed db storing resource records (RR)

RR format: (nane, value, type,ttl)

0 Type=A 0 Type=CNAME
0 nane is hosthame 0 nane is an alias name

0 val ue is IP address for some "cannonical”
(the real) name

0 Type=NS 7 val ue is cannonical
0 nane is domain (e.g. hame
foo.com)
1 val ue is IP address of 0 Type=MX

0 val ue is hostname of
mailserver associated with
nane

authoritative hame
server for this domain
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DNS protocol, messages

DNS protocol : guery and rep/y messages, both with
same message format

msg header' identification flags T

. .o . . number of guestions number of answer RREs 12 bytes
0 identification: 16 bit # for

quer.y r.eply -|-o quer.y LIS€S number of authority ERs | number of additional REs l

Same # questions

tvariable number of questions)

0 flags:
0 quer'y or r‘eply (variable numbspgil:\rfer:ource records)
0 recursion desired | oty
§ r'eCLII"Sion C(VCli|Clb|e (wariable number of resource records)
[ [ [ dditional infarmati
n r‘eply 1S GUThOf‘lTGTlve (variab|eanurlrwlljograollr:eosr&?clgnrecordsj
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DNS protocol, messages

identification flags T
Name' 1-ype flelds number of questions number of answer RRs 12 bytes
for a query
number of authority REs | number of additional RRs
. r N guestions
RRS n r'eponse (wariable number of questions)

to query\* o

(wariable number of resource records)

records for -
. . — authori
GUThOf‘ITGTIVC servers (variable number of re?ource records)

additional “helpful" ___——

info that may be used

additional information
y (variable number of resource recaords)
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Example: Java client (TCP)

import java.io.”;
import java.net.”;
class TCPClient {

public static void main(String argv[]) throws Exception
{

String sentence;

String modifiedSentence;

Create]

input sfr.eam_—V BufferedReader inFromUser =

new BufferedReader(new InputStreamReader(System.in));
Create’

client socket, —» Socket clientSocket = new Socket("hostname", 6789);
connect fo server|
Create — DataOutputStream outToServer =

output stream new DataOutputStream(clientSocket.getOutputStream());

attached to socke’r_
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Example: Java client (TCP), cont.

input stream new BufferedReader(new

Create BufferedReader inFromServer =
attached to socket | InputStreamReader(clientSocket.getinputStream()));

sentence = inFromUser.readLine();

Send line]

to server| —» outToServer.writeBytes(sentence + '\n');

Read line » modifiedSentence = inFromServer.readLine();
from server |

System.out.printin("FROM SERVER: " + modifiedSentence);

clientSocket.close();
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Example:

Java server (TCP)

Create

import java.io.”;
import java.net.”;

class TCPServer {

public static void main(String argv[]) throws Exception
{
String clientSentence;
String capitalizedSentence;

welcoming sockef —» ServerSocket welcomeSocket = new ServerSocket(6789);

at port 6789

Wait, on welcoming |
socket for contact

while(true) {

by client_

Create input]

= Socket connectionSocket = welcomeSocket.accept();

BufferedReader inFromClient =
—p»  new BufferedReader(new

stream, attached

to socket |

InputStreamReader(connectionSocket.getlnputStream()));
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Example: Java server (TCP), cont

Create output]

stream, C‘”C‘d“(ed DataOutputStream outToClient =
o sockel|» g DataOutputStream(connectionSocket.getOutputStream());

Read in line]

from socket —» clientSentence = inFromClient.readLine();

capitalizedSentence = clientSentence.toUpperCase() + "\n';

Write out line| outToClient.writeBytes(capitalizedSentence);
to socket )

} '\-
} End of while loop,

loop back and wait for
| another client connection
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Example: Java client (UDP)

import java.io.”;
import java.net.”;

class UDPClient {
public static void main(String args|]) throws Exception
Create {

input stream = ByfferedReader inFromUser =

Create ] new BufferedReader(new InputStreamReader(System.in));

client socket= DatagramSocket clientSocket = new DatagramSocket();

Translate |-
hostname to IP

address using DNS | i1 cendData = new byte[1024]:
byte[] receiveData = new byte[1024];

InetAddress IPAddress = InetAddress.getByName("hostname");

String sentence = inFromUser.readLine();

sendData = sentence.getBytes();
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Example: Java client (UDP), cont.

Create datagram

with data-to-send,| DatagramPacket sendPacket =
leng’rh, IP addr, port new DatagramPacket(sendData, sendData.length, IPAddress, 9876);

Send datagram clientSocket.send(sendPacket);

to server
DatagramPacket receivePacket =

new DatagramPacket(receiveData, receiveData.length);

Read datagram

from serve|~:|" clientSocket.receive(receivePacket);

String modifiedSentence =
new String(receivePacket.getData());

System.out.printin("FROM SERVER:" + modifiedSentence);
clientSocket.close();

}
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Example: Java server (UDP)

import java.io.”;
import java.net.”;

class UDPServer {
public static void main(String argsl]) throws Exception
Create {
datagram socket

—’ = .
at port 9876 DatagramSocket serverSocket = new DatagramSocket(9876);

byte[] receiveData = new byte[1024];
byte[] sendData = new byte[1024];

while(true)

{

——p DatagramPacket receivePacket =
new DatagramPacket(receiveData, receiveData.length);

Receive serverSocket.receive(receivePacket);
datagram
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Example: Java server (UDP), cont

String sentence = new String(receivePacket.getData());

Get IP addr
InetAddress IPAddress = receivePacket.getAddress();
port #, of
sender. —¥ int port = receivePacket.getPort();

String capitalizedSentence = sentence.toUpperCase();

sendData = capitalizedSentence.getBytes();

Create datagram

. —» D Pack Packet =
o send to client atagramPacket sendPacket

new DatagramPacket(sendData, sendData.length, IPAddress,

, port);
Write out
datagram |—» serverSocket.send(sendPacket);
to socket

}
) '\_
} End of while loop,

loop back and wait for
| another datagram
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Chapter 2: Summary

0 application service
requirements:
0 reliability, bandwidth,
delay
0 client-server paradigm

0 Internet transport
service model

1 connection-oriented,
reliable: TCP

0 unreliable, datagrams:
UDP

0 specific protocols:

[
[
[
[

http

ftp

smtp, pop3
dns

] socket programming

[

[

client/server
implementation

using tcp, udp sockets
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Chapter 2: Summary

Most importantly: learned about protocols

0 typical request/reply
message exchange:

0 client requests info or
service

[ server responds with

0 control vs. data msgs

0 in-based, out-of-band
0 centralized vs. decentralized
[ stateless vs. stateful

data, status code 0 reliable vs. unreliable msg
, transfer
1 message formats: \ ,
L . 0 “complexity at network
0 headers: fields giving edge”

info about data

0 data: info being
communicated

0 security: authentication
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