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Digital Signatures
Cryptographic technique 

analogous to hand-
written signatures.

❒ Sender (Bob) digitally signs 
document,  establishing he 
is document owner/creator. 

❒ Verifiable, nonforgeable:
recipient (Alice) can verify 
that Bob, and no one else, 
signed document.

Simple digital signature 
for message m:

❒ Bob encrypts m with his 
public key dB, creating 
signed message, dB(m).

❒ Bob sends m and dB(m) to 
Alice.
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Digital Signatures (more)

❒ Suppose Alice receives 
msg m, and digital 
signature dB(m)

❒ Alice verifies m signed
by Bob by applying 
Bob’s public key eB to
dB(m) then checks
eB(dB(m) ) = m.

❒ If eB(dB(m) ) = m,
whoever signed m must
have used Bob’s 
private key.

Alice thus verifies that:
❍ Bob signed m.
❍ No one else signed m.
❍ Bob signed m and not m’.

Non-repudiation:
❍ Alice can take m, and 

signature dB(m) to court 
and prove that Bob 
signed m.
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Message Digests

Computationally expensive 
to public-key-encrypt 
long messages 

Goal: fixed-length,easy to 
compute digital 
signature, “fingerprint”

❒ apply hash function H 
to m, get fixed size 
message digest, H(m).

Hash function properties:
❒ Many-to-1
❒ Produces fixed-size msg

digest (fingerprint)
❒ Given message digest x, 

computationally infeasible 
to find m such that x = 
H(m)

❒ computationally infeasible 
to find any two messages m 
and m’ such that H(m) = 
H(m’).
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Digital signature = Signed message digest
Bob sends digitally signed 

message:
Alice verifies signature and 

integrity of digitally signed 
message:

hauser

hauser
private!



7: Network Security 30

Hash Function Algorithms

❒ Internet checksum 
would make a poor 
message digest.
❍ Too easy to find 

two messages with 
same checksum.

❒ MD5 hash function widely 
used.
❍ Computes 128-bit 

message digest in 4-step 
process.

❍ arbitrary 128-bit string 
x, appears difficult to 
construct msg m whose 
MD5 hash is equal to x.

❒ SHA-1 is also used.
❍ US standard
❍ 160-bit message digest
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Trusted Intermediaries

Problem:
❍ How do two entities 

establish shared 
secret key over 
network?

Solution:
❍ trusted key 

distribution center 
(KDC) acting as 
intermediary
between entities

Problem:
❍ When Alice obtains 

Bob’s public key 
(from web site, e-
mail, diskette), how 
does she know it is 
Bob’s public key, not 
Trudy’s?

Solution:
❍ trusted certification 

authority (CA)
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Key Distribution Center (KDC)
❒ Alice,Bob need shared 

symmetric key.
❒ KDC: server shares 

different secret key 
with each registered 
user.

❒ Alice, Bob know own 
symmetric keys, KA-KDC
KB-KDC , for 
communicating with 
KDC.

❒ Alice communicates with 
KDC, gets session key R1, and 
KB-KDC(A,R1)

❒ Alice sends Bob 
KB-KDC(A,R1), Bob extracts R1

❒ Alice, Bob now share the 
symmetric key R1.
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Certification Authorities

❒ Certification authority 
(CA) binds public key to 
particular entity.

❒ Entity (person, router, 
etc.) can register its public 
key with CA.

❍ Entity provides “proof 
of identity” to CA. 

❍ CA creates certificate 
binding entity to public 
key.

❍ Certificate digitally 
signed by CA.

❒ When Alice wants Bob’s public 
key:

❒ gets Bob’s certificate (Bob or 
elsewhere).

❒ Apply CA’s public key to Bob’s 
certificate, get Bob’s public 
key
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Secure e-mail

• generates random symmetric private key, KS.
• encrypts message with KS
• also encrypts KS with Bob’s public key.
• sends both KS(m) and eB(KS) to Bob.

• Alice wants to send secret e-mail message, m, to Bob.
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Secure e-mail (continued)
•Alice wants to provide sender authentication 
message integrity.

• Alice digitally signs message.
• sends both message (in the clear) and digital signature.
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Secure e-mail (continued)

•Alice wants to provide secrecy, sender authentication, 
message integrity.

Note: Alice uses both her private key, Bob’s public 
key.
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Putting it together

❒ PGP – Pretty Good Privacy
❍ E-mail encryption tools
❍ Establish/manage correspondence between 

people and public keys
• Web of trust

❍ Integration with mail tools eases use of 
cryptography

❍ Commercial product
❒ GPG – GNU Privacy Guard

❍ Similar to PGP, but not as slickly integrated
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Pretty good privacy (PGP)

❒ Internet e-mail encryption 
scheme, a de-facto 
standard.

❒ Uses symmetric key 
cryptography, public key 
cryptography, hash 
function, and digital 
signature as described.

❒ Provides secrecy, sender 
authentication, integrity.

❒ Inventor, Phil Zimmerman, 
was target of 3-year 
federal investigation.

---BEGIN PGP SIGNED MESSAGE---
Hash: SHA1

Bob: The contract bid price is
$4.1 million

Alice

---BEGIN PGP SIGNATURE---
Version: PGP 5.0
Charset: noconv
yhHJRHhGJGhgg/12EpJ+lo8gE4vB3mqJ

hFEvZP9t6n7G6m5Gw2
---END PGP SIGNATURE---

A PGP signed message:




