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Abstract

We describe an approach to learning patterns in relational data represented asa graph. The approach,

implemented in the Subdue system, searches for patterns that maximally compress the input graph.

Subdue can be used for supervised learning, as well as unsupervised pattern discovery and clustering.

Mining graph-based data raises challenges not found in linear attribute-v alue data. However, addi-

tional requirements can further complicate the problem. In particular, we describe how concepts can be

learned from training examples which are embedded into a single connected graph, or supervised graph.

We demonstrate the technique using data from a a NASA SST domain as well as a homeland security

domain.

1 In tro duction

Much of current data mining research focuseson algorithms to discover setsof attributes that candiscriminate

data entities into classes,such asshoppingor banking trends for a particular demographicgroup. In contrast,

we are developing data mining techniques to discover patterns consisting of complex relationships between

entities. The ¯eld of relational data mining, of which graph-basedrelational learning is a part, is a new area

investigating approaches to mining relational information by ¯nding associations involving multiple tables

in a relational database.

Two main approacheshave beendeveloped for mining relational information: logic-basedapproachesand

graph-basedapproaches. Logic-basedapproaches fall under the area of inductiv e logic programming (ILP)

[12]. ILP embodies a number of techniques for inducing a logical theory to describe the data, and many

techniqueshave beenadapted to relational data mining [4]. Graph-basedapproachesdi®er from logic-based

approachesto relational mining in several ways, the most obvious of which is the underlying representation.

Furthermore, logic-basedapproaches rely on the prior identi¯cation of the predicate or predicates to be

mined, while graph-basedapproaches are more data-driven, identifying any portion of the graph that has

high support. However, logic-basedapproachesallow the expressionof more complicated patterns involving,

e.g., recursion, variables, and constraints among variables. Theserepresentational limitations of graphs can

be overcome,but at a computational cost.
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Our research is particularly applicable to domains in which the data is event driven, such as counter-

terrorism intelligence analysis, and domains where distinguishing characteristics can be object attributes or

relational attributes. This abilit y has also becomea crucial challengein many security-related domains. For

example, the U.S. Houseand SenateIntelligence Committees' report on their inquiry into the activities of

the intelligence communit y before and after the September 11, 2001terrorist attacks revealedthe necessity

for "connecting the dots" [14]; that is, focusingon the relationships betweenentities in the data, rather than

merely on an entit y's attributes. A natural representation for this information is a graph, and the abilit y

to discover previously-unknown patterns in such information could lead to signi¯cant improvement in our

abilit y to identify potential threats. Similarly, identifying characteristic patterns in spatial or temporal data

can be a critical component in acquiring a foundational understanding of important research in many of the

basic sciences.

Learning systemscapableof utilizing graph-baseddata typically require training examplesto be repre-

sented using disjoint graphs, one for each example. In a highly relational domain, however, the positive and

negative examplesof a concept are not easily separated. We call such a graph a supervised graph, because

the graph asa whole contains embeddedclassinformation which may not easily be separatedinto individual

labeledcomponents. In this chapter we describe a method of learning conceptsfrom examplesin supervised

graphs that builds upon the capabilities of the Subdue graph-baseddata mining system.

2 Related Work

Graph-baseddata mining (GDM) is the task of ¯nding novel, useful, and understandable graph-theoretic

patterns in a graph representation of data. Several approachesto GDM exist basedon the task of identifying

frequently occurring subgraphs in graph transactions, i.e., those subgraphs meeting a minimum level of

support. Kuramochi and Karypis [11] developed the FSG system for ¯nding all frequent subgraphsin large

graph databases. FSG starts by ¯nding all frequent single and double edge subgraphs. Then, in each

iteration, it generatescandidate subgraphsby expanding the subgraphsfound in the previous iteration by

one edge. In each iteration the algorithm checks how many times the candidate subgraph occurs within an

entire graph. The candidates, whose frequency is below a user-de¯ned level, are pruned. The algorithm

returns all subgraphsoccurring more frequently than the given level.

Yan and Han [15] intro ducedgSpan,which combinesdepth-¯rst search and lexicographicordering to ¯nd

frequent subgraphs. Their algorithm starts from all frequent one-edgegraphs. The labels on these edges

together with labels on incident vertices de¯ne a code for every such graph. Expansion of these one-edge

graphs maps them to longer codes. The codesare stored in a tree structure such that if ® = (a0; a1; :::; am )

and ¯ = (a0; a1; :::; am ; b), the ¯ code is a child of the ® code. Since every graph can map to many codes,
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the codesin the tree structure are not unique. If there are two codesin the code tree that map to the same

graph and one is smaller then the other, the branch with the smaller code is pruned during the depth-¯rst

search traversal of the code tree. Only the minimum code uniquely de¯nes the graph. Code ordering and

pruning reducesthe cost of matching frequent subgraphsin gSpan.

Inokuchi et al. [7] developed the Apriori-based Graph Mining (AGM) system, which usesan approach

similar to Agrawal and Srikant's [1] apriori algorithm for discovering frequent itemsets. AGM searches the

spaceof frequent subgraphs in a bottom-up fashion, beginning with a single vertex, and then continually

expanding by a single vertex and one or more edges. AGM also employs a canonical coding of graphs in

order to support fast subgraph matching. AGM returns association rules satisfying user-speci¯ed levels of

support and con¯dence.

We distinguish graph-basedrelational learning (GBRL) from graph-baseddata mining in that GBRL

focuseson identifying novel, but not necessarilymost frequent, patterns in a graph representation of data

[6]. Only a few GBRL approaches have been developed to date. Two speci¯c approaches, Subdue [3] and

GBI [16], take a greedyapproach to ¯nding subgraphsmaximizing an information theoretic measure.Subdue

searchesthe spaceof subgraphsby extending candidate subgraphsby oneedge. Each candidate is evaluated

using a minimum description length metric [13], which measureshow well the subgraphcompressesthe input

graph if each instance of the subgraph were replaced by a single vertex. GBI continually compressesthe

input graph by identifying frequent triples of vertices, someof which may represent previously-compressed

portions of the input graph. Candidate triples are evaluated using a measuresimilar to information gain.

Kernel-basedmethods have also beenusedfor supervised GBRL [10].

3 Graph-based Relational Learning in Subdue

The Subdue graph-basedrelational learning system1 [3, 2] encompassesseveral approaches to graph-based

learning, including discovery, clustering and supervised learning, which will be described in this section.

Subdue usesa labeled graph G = (V; E ; L ) as both input and output, where V = f v1; v2; : : : ; vn g is a set of

vertices, E = f (vi ; vj )jvi ; vj 2 Vg is a set of edges,and L is a set of labels that can appear on vertices and

edges. The graph G can contain directed edges,undirected edges,self-edges(i.e., (vi ; vi ) 2 E), and multi-

edges(i.e., more than one edgebetween vertices vi and vj ). The input graph need not be connected,but

the learned patterns must be connectedsubgraphs(called substructures) of the input graph. The input to

Subdue can consist of one large graph or several individual graph transactions, and in the caseof supervised

learning, the individual graphs are classi¯ed as positive or negative examples.

1Subdue source code, sample datasets and publications are available at http://ailab.uta.edu/sub due.
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Sub due (Graph, Beam, Limit)

queueQ = f v j v is a vertex in Graph having a unique labelg

bestSub= ¯rst substructure in Q

rep eat

newQ = fg

for each substructure S 2 Q

newSubs= Extend-Substructure (S, Graph)

in all possibleways

Evaluate (newSubs)

newQ = newQ [ newSubsmod Beam

Limit = Limit - 1

if best substructure in newQ better than bestSub

then bestSub= best substructure in Q

Q = newQ

un til Q is empty or Limit · 0

return bestSub

Figure 1: Subdue 's discovery algorithm.

3.1 Substructure Disco very

Subdue 's discovery algorithm is shown in Figure 1 and is given as input the input graph, the beam length,

and a limit on the total number of substructures consideredby the algorithm.

Subdue searchesfor a substructure that best compressesthe input graph. Subdue usesa variant of beam

search for its main search algorithm. A substructure in Subdue consistsof a subgraph de¯nition and all its

occurrencesthroughout the graph. The initial state of the search is the set of substructures consisting of all

uniquely labeled vertices. The only operator of the search is the ExtendSubstructure operator. As its name

suggests,it extends a substructure in all possibleways by a single edgeand a vertex, or by only a single

edgeif both vertices are already in the subgraph.

The search progressesby applying the ExtendSubstructure operator to each substructure in the current

state. The resulting state, however, doesnot contain all the substructures generatedby the ExtendSubstruc-

ture operator. The substructures are kept on a queueand are ordered basedon their description length (or

sometimesreferred to as value) as calculated using the MDL principle described below.

The search terminates upon reaching a user-speci¯ed limit on the number of substructures extended,
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Figure 2: Example of Subdue's substructure discovery capability.

or upon exhaustion of the search space. Once the search terminates and Subdue returns the list of best

substructures found, the graph can be compressedusing the best substructure. The compressionprocedure

replacesall instancesof the substructure in the input graph by singlevertices, which represent the substruc-

ture de¯nition. Incoming and outgoing edgesto and from the replacedinstanceswill point to, or originate in

the new vertex that represents the instance. The Subdue algorithm can be invoked again on this compressed

graph. This procedurecan be repeated a user-speci¯ed number of times, and is referred to as an iteration.

Subdue's search is guided by the minimum description length (MDL) [13] principle, which seeksto

minimize the description length of the entire data set. The evaluation heuristic basedon the MDL principle

assumesthat the best substructure is the one that minimizes the description length of the input graph when

compressedby the substructure [3]. The description length of the substructure S given the input graph G is

calculated as DL(S) + DL(GjS), where DL(S) is the description length of the substructure, and DL(GjS)

is the description length of the input graph compressedby the substructure. Description length DL() is

calculated as the number of bits in a minimal encoding of the graph. Subdue seeksa substructure S that

maximizes compressionas calculated in Equation 1.

Compression =
DL(G)

DL(S) + DL(GjS)
(1)

As an example, Figure 2a shows a collection of geometric objects described by their shapes and their

\on top" relationship to one another. Figure 2b shows the graph representation of a portion (\triangle on

square") of the input graph for this example and also represents the substructure minimizing the descrip-

tion length of the compressedgraph. Figure 2c shows the input example after being compressedby the

substructure.
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3.2 Graph-based Clustering

Given the abilit y to ¯nd a prevalent subgraphpattern in a larger graph and then compressthe graph with this

pattern, iterating over this processuntil the graph can no longer be compressedwill produce a hierarchical,

conceptual clustering of the input data. On the i th iteration, the best subgraph Si is used to compressthe

input graph, intro ducing new vertices labeled Si in the graph input to the next iteration. Therefore, any

subsequently-discovered subgraph Sj can be de¯ned in terms of oneor more Si , where i < j . The result is a

lattice, whereeach cluster can be de¯ned in terms of more than oneparent subgraph. For example,Figure 3

shows such a clustering done on a DNA molecule. See[8] for more information on graph-basedclustering.

3.3 Supervised Learning from Graphs

Extending a graph-baseddiscovery approach to perform supervised learning involves,of course,the needto

handlenegativeexamples(focusingon the two-classscenario). In the caseof a graph the negative information

can comein two forms. First, the data may be in the form of numeroussmall graphs, or graph transactions,

each labeled either positive or negative. Second,data may be composedof two large graphs: one positive

and one negative.

The ¯rst scenariois closestto the standard supervised learning problem in that we have a set of clearly

de¯ned examples.Figure 4a depicts a simple set of positive and negative examples.Let G+ represent the set

of positive graphs, and G¡ represent the set of negative graphs. Then, one approach to supervised learning

is to ¯nd a subgraphthat appearsoften in the positive graphs,but not in the negative graphs. This amounts

to replacing the information-theoretic measurewith simply an error-basedmeasure.For example,we would

¯nd a subgraph S that minimizes

jf g 2 G+ jS 6µggj + jg 2 G¡ jS µ ggj
jG+ j + jG¡ j

;

where S µ g meansS is isomorphic to a subgraph of g. The ¯rst term of the numerator is the number of

false negatives,and the secondterm is the number of false positives.

This approach will lead the search toward a small subgraph that discriminates well, e.g., the subgraph

in Figure 4b. However, such a subgraph does not necessarilycompresswell, nor represent a characteristic

description of the target concept. We can bias the search toward a more characteristic description by using

the information-theoretic measureto look for a subgraph that compressesthe positive examples,but not the

negative examples. If I (G) represents the description length (in bits) of the graph G, and I (GjS) represents

the description length of graph G compressedby subgraph S, then we can look for an S that minimizes

I (G+ jS) + I (S) + I (G¡ ) ¡ I (G¡ jS), where the last two terms represent the portion of the negative graph

incorrectly compressedby the subgraph. This approach will lead the search toward a larger subgraph that

characterizesthe positive examples,but not the negative examples,e.g., the subgraph in Figure 4c.
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Figure 3: Example of Subdue's clustering (bottom) on a portion of DNA (top).
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Finally, this processcan be iterated in a set-covering approach to learn a disjunctive hypothesis. If

using the error measure,then any positive examplecontaining the learnedsubgraphwould be removed from

subsequent iterations. If using the information-theoretic measure,then instancesof the learned subgraph in

both the positive and negative examples(even multiple instancesper example) are compressedto a single

vertex. See[5] for more information on graph-basedsupervised learning.

4 Learning from Supervised Graphs

Learning systemscapableof utilizing graph-basedinput have typically required the training examplesto be

represented asdisjoint graphs. Input for thesesystemsconsistsof training examplesrepresented asindividual

graphs, each of which is an exampleof one of n classes.The goal is to learn a concept which can be usedto

determine to which classa previously-unseengraph belongs.

In a domain where training examplesare naturally embedded (and possibly overlap) in a single graph,

e±ciently transforming the data for input to systemssuch asthesecan be quite di±cult. If a systemrequires

individual graphs for each example, then it is necessaryto exciseeach example along with someamount of

surrounding graph structure to create a disconnectedgraph containing that example. If the examplesare

closeenoughto each other in the original graph, then this surrounding data may overlap with the surrounding

data of another example. In fact, the training examplegraph may even have to include all or part of another

example. This overlap will result in somedata appearing in more than one examplegraph.

Determining just how much structure to include in an example is tric ky. example. Taking too large a

region around the examplecausesextra data to be handled. Taking too small a region may result in the loss

of potentially vital information. Sinceprocessinggraph-baseddata is very resourceintensive, any redundant

information can have a drastic e®ecton performance. Failure to include enough data may result in the

inabilit y of the system to learn.

We hypothesizethat a compression-basedgraph mining algorithm can be usedto learn classinformation

embedded in a single, connectedgraph. We develop a learner that allows the input graph, containing all

the training examplesfor all classesto be input with a minimum of preprocessingand a minimum of added

or redundant information. In a highly complex relational domain, positive and negative examples of a

conceptare not easily separatedinto non-overlapping graphs. We call such a graph with embedded,possibly

overlapping examplesa supervised graph, or a graph that contains embedded classinformation which may

not be easily separatedinto individual labeled components.

For example,considera social network in which we look for patterns distinguishing various incomelevels.

Individuals of a particular income level can appear anywhere in the graph and may be interact with or be

related to individuals at other income levels, so we cannot easily partition the graph into separatetraining
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caseswithout potentially severing the target relationships.

To validate our hypothesis,we proposea representation requiring the addition to the input graph of one

vertex for each example. We also proposean enhancement of the Subdue algorithm which will construct

substructures capableof identifying the examplesof each classguided by a new performancemetric called

classi¯cation compression. Finally, we propose a representation for these learned substructures called a

classi¯cation sequence which facilitates the determination of classmembership for new observations.

4.1 Problem Statemen t

Our approach to learning concepts from supervised graphs is embodied in the Subdue-EC algorithm. In

addition to the labeled graph de¯ned earlier as G = (V; E ; L ), Subdue-EC also expects as input a set of

examples,X , where each x 2 X is a set of one or more vertices in V and a set C of classdesignations,one

for each example from the set of n classes.Subdue-EC the learns a concept which is expressedas a set of

subgraphs,S, which can be usedto assigna classto designatedsetsof vertices in graphs.

For simplicit y in the following discussion,we will consider the two-classlearning problem. However, the

algorithm, the performance measuresand the classi¯cation conceptsare applicable to problems with any

number of classes.Furthermore, the examplesare represented as sets of vertices. Again, for simplicit y, we

will usesingle-vertex examples,but any number of vertices may be part of a training example.

4.2 Evaluating Concepts

To be able to perform inductiv e learning on a single graph with both positive and negative examples,com-

pressionof the input graph becomesa lessdesirableevaluation metric becausethe graph contains examples

of all classes.To allow the MDL principle to guide us in classi¯cation, we have to look not at the graph, but

at the classi¯cation itself. That is, we assumethat our receiving agent already has the graph and all of the

examplesit contains. What we needto sendis the classi¯cation of thoseexamples.The straightforward way

to do that is simply sendthe classnumber for each example. Sincethe examplesare in the sameorder in the

receiver's copy of the graph asthey are in the sender's,we can just sendthe classnumber for examples1: : : n

and the agent will be able to classifyeach example. The description length of this naive classi¯cation, Cnaiv e,

is simly the number of bits required to provide a classnumber for each of the examples. Thus DL(Cnaiv e)

is nl og2k, where n is the number of classesand k is the number of examples.

An alternativ e to just telling the receiver the classof each example,is to provide the conceptasa sequence

of substructures s1; s2; : : : ; sj , each with an associated class. If an instance of one of the substructures is

found in the new graph, then the class associated with that substructure is assignedto all vertices in

the substructure instance. The description length of this encoding is thus the description length of the
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substructure sequencewith classes,or classi¯cation sequenceCS. This is computed as the sum of the

description length of the substructures in the sequence,DL(CS) = § i DL(si ).

Of course,this approach may misclassifyor fail to classify someexamples. In this case,we must inform

the agent of the correct classi¯cation for those examples. Thus the descriptive length of our alternativ e

messageis the sum of the descriptive lengths of each substructure, the classnumber for each substructure,

and encoded exceptions for each class. The description length of this exception list, DL(EL), will require

(k + m + u)log2(n + 1) bits, wherem is the number of misclassi¯edexamplesand u is the number of examples

left unclassi¯ed by the substructure sequence.

If the description length of CS together with ES is smaller than the description length of the naive

classi¯cation, DL(CS) + DL(EL) < DL(Cnaiv e), then we will have reduced the messagesize required to

convey the classi¯cation to the receiver. We will thus have compressedthe classi¯cation using our concept,

or classi¯cation sequenceCS. In the sameway that Subdue searches for a subgraph that best compresses

the input graph, Subdue-EC searches for a classi¯cation sequencewhich provides the best compressionof

the naive classi¯cation. We can now calculate compressionas

Compression =
DL(CS) + DL(EL)

DL(Cnaiv e)
=

§ i DL(si ) + (k + m + u)log2(n + 1)
nl og2k

:

As before,we take the reciprocal of the compressionand usethe resulting value asthe evaluation measure

for potential concepts(classi¯cation sequences).The classi¯cation sequencethat yields the largest value is

selectedby Subdue-EC as the best concept.

4.3 Iden tifying Examples

Now that we have a metric for evaluating potential concepts, the remaining issue is how to identify the

embedded examplesand their associated classes. This is accomplishedby the addition of a vertex to the

graph for each training example. The vertex is labeled with the classname of the exampleand is connected

by an edgeto each vertex in the graph that is part of the training example. We do not need to mark the

edgesof the example since Subdue-EC will include them in the classifying substructure if they are needed

for classi¯cation purposes.This vertex is relabeled by Subdue-EC to \EXAMPLE".

Observe that with this representation, vertices and edgesin the original graph can be members of more

than one training example, possibly from di®erent classes. This is the type of representational freedom

that we desire. An individual may interact with one group that is represents a terrorist threat and at the

sametime do businesswith other groups that are not under suspicion. In fact, these types of overlaps are

sometimescritical to ¯nding the desiredconcept.

In addition, note that now we can make the initial state of the search algorithm much smaller by starting

with only one substructure. All we need are the instances of the single vertex subgraph \EXAMPLE",
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Figure 5: Embeddedexamples. Positive-labeled vertices are connectedto vertices in the ¯gure with a \+",

and negative-labeled vertices are connectedto vertices the ¯gures with a \-".

since all classifying substructures must start there. This \fo cuses" the search immediately on the right

place. Subdue-EC is constrained to never add an \EXAMPLE" node during substructure extension since

no classifying substructure can have more than one such vertex.

When the examplein ¯gure 5 is processedby Subdue-EC, the following ¯v e classifying substructures are

discovered:

² D (negative),

² B! A! C (positive),

² C (negative),

² B! A! B (positive), and

² B (negative).

In this description, the underlined verticesare the onesbeing classi¯ed (the verticesto which an \EXAM-

PLE" vertex is connected). Thus the ¯rst vertex labeled \B" in the B! A! B subgraph is being classi¯ed

as positive, not the secondone. The second\B" vertex is later classi¯ed as negative.

Two points should be addressedhere. The order that the classifying substructures are applied must be

the sameas the order in which they were discovered. This facilitates the discover of smaller substructures.

For example,the substructure B! A! B compressesaway both positive B vertices. Any remaining B vertices

are thus part of negative examples.
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Figure 6: NASA's SST data (left) and Subdue graph representation (right).

5 Exp erimen tal Results Using NASA Data

To validate the e®ectivenessof Subdue-EC to discover conceptsfrom supervised graphs, we chosea simple

classi¯cation task on a large set of data. We obtained seasurfacetemperature (SST) data from NASA [9].

This data is averagedover a ¯v e day period and placed on a one degreeglobal grid. The data contains a

¯ll value for grid points for which the SST is not available such as land or due to missing information. We

¯rst determined for each grid point whether the temperature increased, decreased or stayed the samefrom

January 8, 1990, to February 7, 1990. We then placed the non-¯ll temperature values into one of 9 equal

width bins.

We represent this data as a graph, as shown in Figure 6. Vertices are usedto represent each month, dis-

cretized latitude and longitude values,hemisphere,and changein temperature from one month to the next.

Vertices labeled with \increase" represent regionswith increasingtemperatures and \decrease" vertices rep-

resent regionswith decreasingtemperatures. Each vertex is connectedto its northern and westernneighbors,

continued in a circle around the globe. This results in a graph that looks like a mesh cylinder, containing

259,200vertices and 323,640edges. Each grid point also was connectedto a unique vertex containing its

temperature binand to another unique vertex labeled N or S, indicating the position's hemisphere.

Note that this is an example dataset where there may exist overlap between instancesof the sameor

di®erent classes.While instancescould be extracted from the graph and presented asseparatesubgraphsfor

training, the amount of information surrounding each region node that is critical for learning the concept is

not known. As a result, the instancescannot be e®ectively extracted without jeopardizing the accuracy of

the result and greatly a®ectingthe runtime of the system due to redundancy in the instances.

Table 1 shows the results of ten-fold cross-validation testing applied to the NASA SST data. For each

fold 90% of the grid nodeswere randomly selectedas training data and the remaining 10% were assignedto

a secondcopy of the graph and usedfor testing. The accuracywas good, and accuracyfor the test data was
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Run #Substructures Time (seconds) Accuracy on Accuracy on

generated training data test data

0 106 52822 86.07% 85.31%

1 104 49669 85.81% 85.26%

2 109 76336 85.57% 85.25%

3 100 71679 85.81% 85.32%

4 104 78874 85.66% 85.69%

5 111 80388 85.84% 86.22%

6 108 73174 85.84% 85.00%

7 112 77236 85.81% 85.39%

8 99 75392 85.64% 84.57%

9 108 80497 85.76% 84.10%

Min 99 49669 85.57% 84.10%

Max 112 80497 86.07% 86.22%

Avg 106.1 71607 85.78% 85.21%

Table 1: Accuracy results on NASA SST data.
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Limit Substructures Time Accuracy

generated

6 16 17345 83.70%

7 11 10603 84.41%

8 28 28099 85.17%

9 28 26768 85.17%

10 26 26077 85.12%

20 71 53370 85.46%

40 113 77107 85.87%

60 135 82789 85.90%

80 137 92012 86.09%

100 146 101324 86.23%

Table 2: Accuracy with increasing limit.

fairly consistent with the accuracyon the training data.

We also conducted sometests varying Subdue parameters such as beam size and limit (the number of

substructures extendedand evaluated). Thesetests were conductedon 100%of the examples.That is, class

verticeswereattached to all 64,800grid points. Surprisingly, the accuracydid not changea lot even when the

number of substructuresdecreasedsubstantially . This is due to the tradeo®in the numerator of classi¯cation

compressionbetweensubstructure sizeand misclassi¯cations. For the NASA data, adding one more vertex

adds about 16 bits to the sizeof the substructure. Sincethere are about 64,000examples,the penalty for a

misclassi¯cation is about 16 bits (that is how many bits it takesto tell the senderthe examplenumber of the

misclassi¯ed example. Thus eliminating two misclassi¯cations more than pays for making the substructure

one vertex bigger. This tends to drive substructure growth larger and larger until terminated by the limit

parameter. On the other hand, the unclassi¯ed examplesare then classi¯ed on a subsequent iteration. Thus

there are more substructures and larger substructures as the limit is increased,but the accuracy does not

signi¯cantly improve (seeTable 2).

Our ¯nal test on the NASA data is to train Subdue-EC with all of the 1990 data and use the learned

concept to classify 1991data. We created a graph using the samerepresentation for data from January 8,

1991to February 7, 1991,and calculated the accuracyof the learned substructures on this new data. Using

a limit of 10 substructures, Subdue-EC achieved 81.98%accuracy, showing that the learned substructures

have classi¯cation value even for subsequent years.

The learnedsubstructures are what onemight intuitiv ely expect. The ¯rst in the sequenceaddressesthe
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large number of same examples. These are primarily land areaswhich are still land masses30 days later

and therefore still have ¯ll values for the temperature and receive the sameclassi¯cation. Otherwise, the

conceptsrepresent the ideasthat the northern hemispheregetscolder in winter and the southern hemisphere

gets warmer. Interestingly, temperature bin 0 classi¯esas same. This may be becausethe coldest areasdo

not change temperature much throughout the year. In addition, southern hemispheregrid points north of

temperature bin 6 decrease.This is consistent with the fact that theseareasare on the equator and therefore

start to cool o®as winter drags on and they get lesssun. Finally, it should be noted that none of the tests

ever leave any data unclassi¯ed. On this data there always seemsto be bene¯t to including a catchall

classi¯cation substructure at the end that has enoughcorrect classi¯cations to pay for its misclassi¯cations.

6 Exp erimen tal Results Using Securit y Data

As part of a government-sponsoredprogram, a domain hasbeenbuilt to simulate the evidenceavailable about

terrorist groups and their plans prior to execution. This domain is motivated from an understanding of the

real problem of intelligence data analysis. The domain consistsof a number of concepts, including threat

and non-threat actors, threat and non-threat groups, targets, exploitation modes (vulnerabilit y modes are

exploited by threat groups, productivit y modesare exploited by threat and non-threat groups), capabilities,

resources,communications, visits to targets, and transfer of resourcesbetweenactors, groups, and targets.

The domain follows a general plan of starting a group, recruiting members with neededcapabilities,

acquiring needed resources,visiting a target, and then exploiting the target. The data we use for our

experiments represents the activities of terrorist organizationsas they attempt to exploit vulnerable targets,

represented by the execution of ¯v e di®erent event types. They are:

² Two-way-communication: Involvesone initiating personand one responding person.

² N-way-communication: Involvesone initiating personand multiple respondents.

² Generalized-transfer: One persontransfers a resource.

² Applying-capabilit y: One personapplies a capability to a target.

² Applying-resource: One personapplies a resourceto a target.

All data is generalizedso that no speci¯c namesare used. The simulator generatesevidencerelated to

all of theseevents, and this evidenceis passedthrough ¯lters varying the degreeof observabilit y and noise

in the ¯nal evidence.

For our experiments, a graph was creating in which vertices are used to represent member agents from

Threat and Non-threat groups. Anyone which whom theseagents communicates is also added to the graph
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Figure 7: A section of the graph representation for the counter-terrorism data.

and connectedto the agent with an undirected \association" edge.Communication events betweenassociates

are similarly represented with \association" edges.

In addition, each personmay be described using attribute and capability vertices. In the simulated data,

every individual is assignedat least two strong \trust-link" attributes (e.g., school, place of worship, former

military unit, extendedfamily) and at least two weaker \culture-link" attributes (e.g., nationalit y, language,

religion) that are commonly applied in social network development. Capabilities refer to unique abilities

exhibited by the individual. Figure 7 shows a portion of the graph generatedfor this dataset.

Our experiments were conducted on a large graph (graph1) consisting of 435,429vertices and 763,504

edgesrepresenting 61,105 people as well as a smaller graph (graph2) consisting of 217,901vertices and

314,793edgesrepresenting 30,715people. Classvertices labeled threat were attached to members of known

threat groups, and non-threat vertices were attached to members of non-threat groups.
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Total Correct Incorrect Unclassi¯ed

Threats 1732 765 35 932

Non-threats 1732 70 290 1372

Table 3: Classi¯cation results on graph1.

Person Person

CA�295 CA�166

association

capability capability

Figure 8: A sample discovered substructures. This substructure highlights an association between two

individuals, each with certain capabilities. The individual on the left is a known threat.

Our goal for the experiments wasto seehow well Subdue-EC could classify threat and non-threat individ-

uals, given training examplesembedded in a single connectedgraph. In the original graphs there is a large

predominanceof non-threat individuals (58,373, in contrast to the 1,732 threat individuals). To provide a

stronger sampleto the learning algorithm, we randomly sampledan equal number of threat and non-threat

individuals.

Table3 summarizesthe results for graph1. For the individuals that included oneor more of the classifying

substructures, Subdue's classi¯cation accuracy was 72.98%. However, the computational limitations of the

discovery algorithm prevented further substructures from being discovered in a reasonableamount of time,

so 2,304 individuals remained unclassi¯ed. The greatest number of misclassi¯cations were false positives

(classi¯ed as threats when the true classi¯cation is non-threat), which is a preferred type of mistake for this

problem.

Of the substructures that were discovered, many consistedof an individual exhibiting a particular ca-

pabilit y. However, a few of the substructures, such as the one shown in Figure 8, highlight an association

betweentwo individuals in addition to attributes and capabilities of the individuals.

The fact that Subdue discovereduseful substructures that highlight relationships betweenthe individuals

to be classi¯ed highlights the strength of Subdue-EC. If the individuals have been separated into disjoint

examples,this relationship could not have beenfound. If we tried to extract individuals with a large enough

neighborhood of information around them to ¯nd these discoveries, several di±culties would arise. First,

how much information do we retain? The user cannot always know a priori how much of a neighborhood

must be extracted in order to retain all potentially useful information. Second,when the neighborhood of

information is extracted, it is in essencereproduced for each example object that requires the information.
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Total Correct Incorrect Unclassi¯ed

Threats 1732 765 35 932

Non-threats 59373 1830 12840 44703

Table 4: Results of graph1 testing on all individuals.

Total Correct Incorrect Unclassi¯ed

Set 1 Threats 1225 463 28 734

Non-threats 1225 38 221 966

Set 2 Threats 1225 463 28 734

Non-threats 29490 876 5596 23018

Table 5: Classi¯cation results on graph2.

This results in substantial cost increaseboth in memory and in processingtime for the discovery algorithm.

To determine the e®ectof the sample size on Subdue's classi¯cation accuracy, we performed another

classi¯cation experiment on graph1 in which training and testing were performed on the entire set of input

threat and non-threat individuals. The results are summarizedin Table 4. As can be seen,the results did not

change for threat individuals. While the number of correctly classi¯ed non-threat individuals did increase,

so did the number of misclassi¯cations, resulting in a poorer performancethan the earlier experiment.

In a separateexperiment, we evaluated the generalizability of Subdue's results by using the substructures

discovered in the ¯rst two experiments to classify individuals from a separatedataset, graph2. Table 5 shows

the results of this experiment. As can be seen,while the percentage of accurate classi¯cations doesdrop for

the new dataset, Subdue still is able to perform fairly well on previously-unseendata.

7 Conclusions

The handling of supervised graphs is an important direction for mining structural data. To extend our

current work, we would like to handle embedded instances without a single representativ e instance node

(the \increase" and \decrease" nodes in our NASA example) and instancesthat may possibly overlap. In

addition, improved scalability of graph operations is necessaryto learn patterns, evaluate their accuracy

on test cases,and ultimately to use the patterns to ¯nd matches is future intelligence data. The graph

and subgraph isomorphism operations are a signi¯cant bottleneck to these capabilities. We are currently

designingfaster approximate versionsof theseoperations to improve the scalability of graph-basedrelational
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learning.
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