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The Problem:

• Majority of modern 
applications written in 
multiple programming 
languages

• Lack of information on 
vulnerabilities introduced by 
multi-language development

• Software vulnerabilities are a 
major cybersecurity threat

See https://github.com/cirosantilli/linux-kernel-module-cheat

https://github.com/cirosantilli/linux-kernel-module-cheat


Approach: Garner an Empirical Understanding

• Dataset: top 7,000 multi-language projects from Github

• Study the projects in context of our RQs:

• RQ1: Are some multi-language selections more vulnerable than others?

• RQ2: Are some language combinations associated with certain types of vulnerabilities?

• RQ3: Is the vulnerability of language combinations related to functionality domains?

• RQ4: What evolutionary perspective can we gain through such analysis?



Study Design

Collect projects and project metadata Collect all commits, or versions, 
for each project

Analyze commits to find 
security vulnerabilities



Data Collection
Repository List

Commit Dataset

Code for data collection tools hosted at 
https://github.com/acielecki/WSU-REU/

https://github.com/acielecki/WSU-REU/


Evaluation & Results

• Study currently in progress

• Target results:

• To see a correlation between language 
combinations and vulnerabilities (or lack 
thereof)

• Answers to our four RQs 

• Evaluation:

• Quality of information/data acquired

• Recommendations we can make based on 
findings



Conclusions

Potential Impact
To scientific community: gaining new knowledge

To society: new knowledge -> new tools to address software 
security -> more secure digital lives

Next Steps
Expanding the dataset

Refining how we determine vulnerabilities and security fixes
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