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Abstract—Radiation-induced transient disruptions affecting
signals in digital integrated circuits are a primary means of
failure in these systems. Transient disruptions affecting memory
directly are referred to as Single-Event Upsets (SEUs).
Disruptions originating in combinational logic are called Single-
Event Transients. In this paper, the architecture for a SEU and
SET-tolerant reconfigurable DSP system is described and
analyzed.

Index Terms—Single-event upsets, single-event transients, soft
errors, radiation effects, digital signal processing, reconfigurable
computing.

I. INTRODUCTION

ODERN digital systems are facing increasing reliability
concerns as feature sizes continue to decrease. Transient

faults induced by radioactive particle strikes are one important
factor contributing to these concerns. Particle strikes that
directly affect memory are known as Single Event Upsets
(SEUs). Strikes that affect combinational logic and propagate
to memory are called Single Event Transients (SETs). SETs
are becoming more of an issue as technology improves, as the
factors that masked these faults in the past are decreasing in
influence [1-3].

This paper focuses on a reconfigurable DSP architecture
that has been designed to balance performance, power
consumption, and versatility [4-5]. This design relies on a
two-level memory-based configuration. The top level consists
of a reconfigurable array of four-bit cells that can be
programmed to perform memory and DSP-optimized
arithmetic operations. At the lower level, a 4x4 matrix of
LUT-based elements forms the processing core of each cell.
An SEU and SET-tolerant implementation of this architecture
is detailed below. TPDICE memory cells have been adopted
to provide fault-tolerance and transient pulse bypass capability
[6]. This memory structure is a hardened by design approach
that is based on the DICE latch introduced in [7].

II. RECONFIGURABLE ARCHITECTURE

The reconfigurable DSP processor architecture is made up
of medium-grain cells, as opposed to the fine-grain

components that make up field programmable gate arrays
(FPGAs). For this application, FPGAs require excessive area
and power to achieve an unnecessary level of flexibility. Due
to the regularity of most DSP algorithms, a medium-grain
reconfigurable structure is sufficient. The architecture featured
in this section consists of an array of cells that perform 4-bit
operations. Every cell is connected to its eight neighbors via
multiple 4-bit busses. Figure 1 is a high-level illustration of
the reconfigurable DSP architecture.

The processing core of each cell is made up of a 4x4 array
of elements. Each element is a 16x2-bit lookup table (LUT)
that stores the truth table of a user-defined function. The array
of elements can be arranged into memory mode or
mathematics mode configurations, which are displayed in
Figures 2 and 3. The memory mode arrangement turns the cell
into a 64x8 bit random access memory, providing storage
capability for the processor. In mathematics mode, the
structure of the array of elements is similar to that of a carry-
save multiplier. This facilitates the efficient implementation of
many arithmetic functions used in DSP, including addition
and multiply-accumulate.

It is possible to implement functions of multiple word
lengths with this reconfigurable architecture. Each cell
manipulates 4-bit operands, and the cells can be cascaded to
process longer data. Figure 4 shows four cells interconnected
to implement an 8-bit multiply-accumulate function. Word
lengths of 16, 32, 64 or even 128 bits can be achieved in this
fashion. Many functions with long word lengths take multiple
cycles to compute. To increase the throughput, pipeline
latches are present in every cell, allowing a new operation to
be initiated during every clock cycle [4-5].

The reconfigurable DSP processor is constructed from
LUTs and programmable switches. The LUTs are small
SRAM memory arrays, relying on decoders and shared data
busses. Because of the shared busses, the LUT memory cells
require read enable capability. LUT performance depends on
optimizing the decoder delays, buffer driving capabilities, and
node/bus capacitances. The LUTs are programmed with truth
tables of the algorithms implemented by the processing core.
Faults that change values in the LUT could corrupt the
functionality of the system until they are overwritten.

Switches provide reconfigurability in the DSP processor.
They are constructed from transmission gates and memory
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Fig. 1. High-level view of the reconfigurable DSP architecture.
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Fig. 2. Array of elements in the memory mode configuration.
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Fig. 3. Array of elements in the mathematics mode configuration.
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Fig. 4. 8-bit multiply-accumulate function implemented with four cells.

Fig. 5. Cell and switch architecture used in the fault-tolerant reconfigurable
DSP processor.

cells that store switch configuration. The configuration
memory turns on the necessary transmission gates to create

the desired data paths. Switch performance is maximized by
balancing impedance through the transmission gates with
buffer strength. The switch architecture is vulnerable to SEUs
affecting the switch configuration memory and SETs affecting
the transmission gates. The adoption of an SEU and SET-
tolerant approach is necessary for ensuring reliability in this
system.

III. SEU AND SET-TOLERANT DESIGN APPROACH

The fault-tolerant implementation of reconfigurable
hardware considered in this report consists of two LUT-based
cells that are connected by a reconfigurable switch, as shown
in Figure 5. This setup is sufficient to demonstrate the fault-
tolerance of all aspects of the reconfigurable architecture,
including its resistance to faults affecting LUT memory,
switch memory, switch logic, and read/write enable logic. The
switch allows input data to be routed to either cell, data to be
routed between cells, and data to be transmitted from either
cell to the outputs. Each data path consists of two triple-
redundant 4-bit paths in each direction.
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Fig. 6. TPDICE SEU and SET-tolerant memory cell.

Fig. 7. Block diagram of cell-switch architecture with I/O interface labels.

Fig. 8. Block diagram of element architecture with I/O specifications.

Fig. 9. Precharge circuitry used to pull element data lines to Vdd/2 in between
data operations.

A. Integration of Design-Hardened Memory into the
Processor Architecture

The Triple Path DICE (TPDICE) latch was chosen to
provide fault-tolerance in this implementation of the DSP
processor [6]. This memory cell is shown in Figure 6. It
exhibits advantages in systems that utilize small memory
arrays and combinational logic. Small memory arrays posses
low bus capacitance, which limits the voltage ripple
magnitude experienced during read operations. This reduces
the probability of read-induced SEU. TPDICE memory can be
used with combinational logic, unlike many error correcting
codes (ECCs) and other fault-tolerant approaches.
Additionally, TPDICE possesses the capability to bypass

transient faults. This bypass capability allows the system to
withstand transient upsets without waiting for them to
dissipate, thereby avoiding clock overhead proportional to the
maximum transient pulse width. Studies have measured
transient pulse widths of up to 2ns. Avoiding overhead of this
magnitude is very desirable from a performance perspective
[8-11].

Read-induced upsets are avoided in this implementation of
the fault-tolerant reconfigurable DSP processor through
capacitance management and the precharging of data busses to
Vdd/2. Since only four latches are connected to each column-
aligned data bus, the ratio of bus capacitance versus latch
node capacitance can be maintained at a reasonable level.

Integration of the fault-tolerant hardware into the
reconfigurable architecture creates a number of system-level
concerns. It requires the duplication of logic, switches, data
paths and read/write enable lines. This increases the
complexity of the reconfigurable architecture and requires
additional design considerations. Interconnect routing
becomes more involved, and transistor sizing must be done in
such a way as to avoid the magnification of SET pulses.

This configuration of reconfigurable DSP circuitry enables
the testing of SRAM-to-SRAM memory transfer protection
capability. The TPDICE latch and triplicated supporting
circuitry provide the necessary fault-tolerance. Specifically,
this setup demonstrates that this approach possesses the ability
to mitigate SETs that affect the read/write enable circuitry and
switch logic.
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Fig. 12. 2:4 decoder with clock and read/write inputs. This design is used in
the column selector circuit.
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ig. 10. 2:4 decoder circuit used in the design of the element.

ig. 11. Selector used to enable column data in the element design.
Fig. 13. Schematic of a switch node used in the cell-switch architecture.
. Top-Level CMOS Implementation of the Cell-Switch-Cell
esign

An implementation of this design has been developed in
.18µm CMOS. This implementation consists of a 15k
ransistor, five metal layer VLSI layout. Figure 7 shows the
ell and switch arrangement of this design. The I/O signals
nterfacing these components are labeled in this diagram. All
ignals are triplicated to ensure fault-tolerance and transient
ypass capability.

. Element Architecture

Figure 8 depicts the element architecture used in this
mplementation of the DSP processor. TPDICE LUT memory
s arranged in a 4x4x2-bit array. Precharge circuitry drives the
ata lines to Vdd/2 during the decoding phase to help mitigate
he possibility of read-induced SEU. 2:4 decoders receive the
pper order address bits and use this data to enable a row of
he LUT array. This data is transmitted to the selectors, which
nable a column of data based on the lower order address bits.

The memory-based element relies on the precharge circuitry
hown in Figure 9 to bring data lines to Vdd/2 in between all
ead and write operations. This is done to reduce the amount
f charge sharing between the data busses and the memory
ells during read operations, thereby protecting against read-
nduced SEU. The circuit uses NMOS transistors to drive the
ata lines to Vdd/2 during the low phase of the clock. NMOS

transistors are also used to speed up the precharge process by
short circuiting true and complement data lines, which
redistributes charge to equal out the line voltages.

Row decoding operations in the element structure are
performed by the circuit depicted in Figure 10. This circuit is
a 2:4 decoder with enable capability. It takes the upper two
element address bits, and uses this information to enable one
row in the element memory. The decoder lines are disabled
during the precharge cycle and enabled during data
operations. When the decoder is disabled, the decoder logic is
separated from the memory array and the decoder outputs are
deasserted. In this state, all memory cells are disconnected
from the data busses, allowing precharge operations to take
place without conflict.

The selector circuit in Figure 11 enables columns in
element memory for read and write operations. It operates on
the lower two element address bits, as well as read and write
input signals. A 2:4 decoder takes the input data and generates
enable signals for the column selection operation. Separate
data paths exist for read and write operations. Columns are
selected through the use of transmission gates and tri-state
inverters.

The decoder circuit displayed in Figure 12 is used by the
selector to enable the proper column of data during element
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Fig. 14. Latch storing switch configuration data.

Fig. 15. Element simulation depicting clock, row address, data, and output
signals.

read and write operations. This design is similar to that of the
element row decoder, as it is a 2:4 structure with enable
capability. It differs from the row decoder in that it accepts the
lower two address bits and read/write signals as inputs. The
lower order address bits specify the desired column, while the
read/write signals identify the direction of data transfer.

D. Switch Architecture

The circuitry used to implement a switch node in the cell-
switch architecture is shown in Figure 13. Transmission gates
enable the desired data path configuration, and a TPDICE
latch is used to store the configuration data. The TPDICE
configuration latch and triplicated switch data paths provide
SEU and SET bypass capability.

Figure 14 illustrates the TPDICE latch used to store
configuration data in the switch nodes. Write enable circuitry
allows the configuration to be updated via external control
signals. Read buffers control the transmission gates that are
responsible for data path switching. These buffers are
arranged to assure that any SEU or SET affecting the
configuration memory will disrupt at most one data line per
redundant triplet. With this attribute in place, the system can
assure recovery from any single-event disruption affecting the
configuration memory. It is important to note that data stored
in the configuration memory is asserted low, while the enable
signals are asserted high. This setup is beneficial in terms of
performance and fault-tolerance. It is explained with further
detail in the following section.

IV. ANALYSIS AND SIMULATION

This section presents analysis and simulation data to
demonstrate the functionality and reliability of the radiation-
tolerant reconfigurable DSP processor. Specifically, the
operational characteristics of the LUT-based element,
reconfigurable switches, and overall system are examined.
Additionally, the response of the system to a particle-induced
transient disruption is described.

A. Element Simulation

As described in the previous section, elements are LUT-
based structures that form the processing core of the
reconfigurable DSP processor. Each element consists of a 4x4
array of 2-bit TPDICE SRAM latches. Elements are arranged
in a 4x4 matrix to perform arithmetic or memory operations
inside of every cell. Only the memory mode configuration is
considered here in an effort to simplify the radiation tolerance
analysis of this architecture.

In memory mode, each element receives four bits of address
information and produces two bits of output data. The data
bus lines of the LUT are precharged to Vdd/2 in order to
mitigate the effect of read-induced SEU. Figure 15 illustrates
these functional characteristics of the element. This simulation
depicts multiple clock cycles, during each of which a read
operation is performed. Clock (Cka), row address (I0a, I1a),
data bus (Da<0>, /Da<0>), and output (Outa<0>, Outa<1>)
signals are displayed for each operation. The row address lines
are incremented every cycle to select a new memory location
from which to read (column address bits are held constant).
Data lines are precharged while the clock is high, and are
driven by the enabled memory cells when the clock is low.
New output output data becomes valid at the end of every low
phase of the clock.

B. Switch Simulation

Each switch node is hardened against SEU by utilizing a
TPDICE latch to store the switch configuration. The circuit
for the switch node is shown in Figure 13, and the
configuration latch is depicted in Figure 14. If a node in the
latch is influenced by a transient disruption, then one adjacent
latch node is also disrupted as a secondary effect. For
example, if Va sees a low to high disruption, then /Vc is
pulled from a high value towards a low value. Likewise, if Va
is disrupted from high to low, then /Va is influenced from a
low value towards a high value. Generally speaking, when a
node is driven high by an upset, the node to its left is also
affected. When a node is driven low, the node to its right is
affected as well.
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Fig. 16. Simulation of a L -> H input data transition that is influenced by a
transient disruption affecting node Va of the configuration latch. The switch
is in the on state, and only Outc is altered by the disruption.

Fig. 17. Simulation of a H -> L input data transition that is influenced by a
transient disruption affecting node Va of the configuration latch. Again, the
switch is in the on state, and only Outa is altered by the disruption.

Fig. 18. Simulation of a switch node while in the off state and affected by a
disruption to node Va of the configuration latch. Outa is the only output
signal affected by this disruption.

Fig. 19. Illustration of switch node operation while under the influence of no
disruptions. The state of the configuration memory is updated in
approximately 200ps.

Fig. 20. Illustration of destination memory cell node voltage levels during a
data transfer operation.

The enable signals for the switch transmission gates are
generated by buffers connected to the internal nodes of the
configuration latch. Ena is an inverted version of Va, /Ena is
an inverted version of /Va, and likewise for the remaining
enable signals. Thus, the value stored in the latch is asserted
low, and the enable signals are asserted high. As mentioned
above, a transient pulse disrupting one node in the
configuration latch will also indirectly affect one adjacent
node. The adjacent node may be the complement to the
directly affected node, or it may be the complement to a
different node. This is an important consideration because the
corresponding enable signals may belong to the same
transmission gate or two separate gates. As per the previous
example, a transient pulse directly affecting Va will indirectly
affect /Va or /Vc. In terms of enable signals, Ena and /Ena or
/Enc are affected in this situation. If Ena and /Ena are
disrupted, only one transmission gate is affected, and only one
data path through the switch is erroneously turned on or off.
Subsequent circuitry in the reconfigurable DSP array will
recover from such an occurrence. However, disruptions to Ena

and /Enc affect two transmission gates. Fortunately, this does
not present a problem in the architecture presented here.

A transient pulse affecting the configuration latch that
simultaneously influences an enable signal from two distinct
transmission gates can not disrupt switch functionality. In
such a situation, the true enable signal experiences a high-to-
low disruption, and the complement signal sees a low-to-high
disruption. This occurs only when the switch is on, enabling
data transmission from the inputs to the outputs. As an
illustration, consider again the case where Va is disrupted,
affecting Ena and /Enc. When the switch is on, Ena turns off
the NMOS transistor in the A path and /Enc turns off the
PMOS transistor in the C path. When input data is high, the C
path is affected by the PMOS device that has been turned off,
but the A path is largely unaffected by the NMOS transistor
that has been turned off. Figure 16 depicts this, illustrating a
low-to-high input data transition that recovers from a transient
pulse affecting the switch configuration memory. By the same
token, low input data is affected in the A path by the NMOS
transistor that is off, but not in the C path by the off PMOS
device. This situation is depicted in Figure 17. In either case,
only one input path is disrupted, which subsequent circuitry
can correct. Thus, transient pulses affecting configuration
memory do not upset the system when the switch is on.

Figure 18 is a simulation showing a transient disruption
affecting the configuration memory when the switch is in the
off state. In this situation, the two enable signals that are
influenced control the same transmission gate. Because of
this, only one data path is affected by the disruption, making
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Fig. 21. Simulation of an SET affecting a switch in the reconfigurable DSP
architecture during a L -> H data transition.

Fig. 22. Simulation of an SET affecting a switch in the reconfigurable DSP
architecture during a H -> L data transition.

recovery possible. Finally, Figure 19 illustrates the
configuration memory performance with no disruptions in the
system. The propagation delay for an update to this memory is
approximately 200ps.

C. System-Level Data Transfer Simulation

The memory mode reconfigurable DSP processor
configuration considered in this paper consists of two LUT-
based cells connected by a reconfigurable switch. This switch
allows a number of data transfer configurations, including
transfer directly from one cell to the other. Figure 20 is a
simulation that demonstrates this capability. Data is read from
one cell, passes through the switch, and is written two the
second cell. The simulation illustrates internal node voltages
of the destination memory. Memory locations I5 an I6
transition from low to high, whereas locations I4 and I7
transition from high to low. The low to high transition
completes first due to datapath characteristics and initial
conditions. All operations resolve by the end of the clock
period.

D. System-Level SET Response

The reconfigurable DSP processor discussed in this paper
offers protection against particle-induced transient faults
affecting memory and logic. The TPDICE memory cells
utilized in this architecture tolerate such effects. Figure 21 is a
simulation of an SET affecting switching logic in the
processor. The simulation shows signal values of the
destination memory latch. One input signal (InRa) is held low
by a transient pulse for the entire write operation. Node Va of
the destination latch follows this input signal. However, after
the clock signal is deactivated, all destination latch nodes
resolve to the desired output state. Thus, the transient
disruption is tolerated and bypassed by the TPDICE memory
configuration.

Figure 22 depicts the converse of the operation shown in
Figure 21. A high to low write operation is illustrated, with
one input held high. All destination memory latch voltage
levels resolve to the desired state shortly after the write
operation is completed. Destination nodes Va and /Vc require

the most time to resolve, however they are driven quickly to
the proper levels after the write operation commences.

V. CONCLUDING REMARKS

The proposed SEU and SET-tolerant reconfigurable DSP
processor offers a unique combination of flexability, high-
performance and radiation tolerance for space applications.
The medium-grain architecture featuring 4-bit LUT-based
cells is particularly suited towards DSP algorithms. High-
performance and radiation-tolerance are provided by the use
of  TPDICE memory cells, which possesses SEU and SET
bypass capability.

Simulations presented in this report have demonstrated the
functionality and fault-tolerance of this reconfigurable
processor. SEU and SET tolerance exists in all aspects of the
architecture, including the LUT-based cells and
reconfigurable switches. This capability allows the
architecture to be used in mission-critical systems operating in
a number of environments, including high atmosphere and
space.
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